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A Scalable Cloud-based Cyberinfrastructure Platform for Bridge

Monitoring

Cloud computing is a computing paradigm wherein computing resources, such as
servers, storage and applications, can be provisioned and accessed in real time via
advanced communication networks. In the era of Internet of Things (IoT) and big
data, cloud computing has been widely developed in many industrial applications
involving large volume of data. Long term deployment of a structural health
monitoring (SHM) system would incur significant amount of data of different
types. This paper presents a cloud-based cyberinfrastructure platform designed
for bridge monitoring applications. A cloud-based platform comprises of virtual
machines, distributed database and web servers. Distributed database built on a
peer-to-peer architecture enables scalable and fault-tolerant data management on
a cloud computing environment. Platform-neutral web services are designed in
compliant with the REpresentational State Transfer (REST) design, and enable
easy access to the cloud resources and SHM data via a standard web protocol.
For data interoperability, a bridge information model for bridge monitoring
applications is adopted. The scalable cloud-based platform is demonstrated for
the monitoring of bridges along the 1-275 corridor in the State of Michigan. The
results show that the cloud-based cyberinfrastructure platform facilitates storage,
retrieval and utilization of sensor data and bridge information for various bridge

monitoring applications.

Keywords: cloud computing, bridge monitoring, bridge information modelling,

interoperability, scalability, web service

1. Introduction

Advances in sensor and communication network technologies have led to increasing
deployment of sensors for structural health monitoring (SHM) of civil infrastructures
(Lynch and Loh 2006, Zhou and Yi 2013). Data collected from SHM systems can be
useful in many different contexts, from short-term anomaly detection to long-term
management of infrastructures (Lim et al. 2014, Cross et al. 2013, Dervilis et al. 2015).

However, the lack of easy access, sharing and utilization of data hinders the potential



use of collected data. The volume and the variety of sensor data make data management
an important task for long term structural health monitoring. A data management
framework that can support long-term data archiving and effective data access is one
indispensable component of data-intensive SHM systems (Law et al. 2014). This paper
describes the design and implementation of a cloud-based cyberinfrastructure platform
to cope with the big data issues in SHM systems.

Few attentions have been paid on data management in structural health
monitoring research. Early SHM systems typically collect and store measurement data
in files on local computers (Brownjohn et al. 1995, Farrar et al. 2000, Wong et al.
2000). File-based systems does not directly support queries, which often makes data
access a tedious task. The use of relational database management systems (RDBMSs) as
a centralized data storage for SHM systems has been reported (Li ef al. 2006, Fraser et
al. 2009, Koo et al. 2011, Smarsly et al. 2012). RDBMSs support structured query
language (SQL) so that data residing in a database can be retrieved using query
statements. However, research studies have suggested that current RDBMSs, which
were architected decades ago when the characteristics of hardware and data processing
requirements were very different, are not effective in meeting the data needs of today’s
applications which often involve text, time-series, image and video data (Stonebraker et
al. 2007, Agrawal et al. 2011). Furthermore, a cloud computing platform provides a
scalable computing infrastructure in the form of multiple commodity machines. To
realize scalable data management, a database management system (DBMS) that can
effectively “glue” the distributed commodity machines is needed. To overcome the
performance and scalability issues of RDBMSs, NoSQL (Not-only-SQL) databases
have been proposed. NoSQL databases have become desirable alternatives over the

RDBMS for cloud-based data management (Grolinger ef al. 2013). Structural health



monitoring is a data intensive application that shares the same burdens (Jeong ef al.
2016a). This study extends the authors’ previous work on NoSQL-based SHM
framework (Jeong ef al. 2016a) to enable scalable and interoperable SHM data
management on a cloud computing environment. Specifically, a NoSQL database that
enables dynamic scaling of the system and distributed data management is employed.
Cloud computing has been widely employed in many large scale industrial
applications particularly in the era of Internet of Things (IoT) and big data. Advances in
cloud computing provide highly scalable and accessible computing environment, as
well as cost-effectiveness (Zhang et al. 2010, Zaslavsky et al. 2013, Gillis 2015,
Deckler 2016). Many state-of-the-art data management platforms take advantage of
cloud computing to allow communication and data sharing among physical systems,
sensors, software applications and users. While there are several 10T platforms offered
by major cloud vendors (Strukhoff 2017), most of commercial platforms tend not to
design for specific applications. Generally, there is no one-size-fit-all platform: a data
management platform needs to be tailored to meet domain-specific application
requirements. The development of cloud-based frameworks has been reported in many
science and engineering domains, including smart city (Lea and Blackstock 2014),
smart home (Ye and Huang 2011), healthcare (Lin et al. 2015), robotics (Arumugam et
al. 2010), manufacturing (Xu 2012) and construction (Das et al. 2015). A number of
efforts have also been reported on utilizing cloud computing in infrastructure
monitoring. Liao ef al. (2014) described a cloud-based wireless sensor network
framework to process sensor data collected from infrastructure and environmental
monitoring. Zhang et al. (2016) described a cyberinfrastructure platform, called
SenStore, that supports cloud-based data interrogation for infrastructure health

management. Alampalli ef al. (2016) utilized cloud platform to process data collected



for SHM of railroad bridges. While these efforts have focused on hosting SHM data and
applications on a cloud platform, they do not address the performance and scalability
issues for data management, data utilization, data interoperability and information
sharing. Following our preliminary studies on the use of cloud computing for SHM
systems (Jeong et al. 2016b, Jeong et al. 2016c¢), this paper describes in details a highly
scalable and interoperable cloud-based data management system for bridge monitoring.
To take advantage of cloud computing, the software framework should be
designed with consideration of the useful features provided by cloud services (e.g.,
dynamic provisioning, distributed computing and on-demand commodity hardware), as
well as domain-specific application requirements (e.g., information model, application,
interface, etc.). In contrast to traditional proprietary servers, the real value of cloud
computing relies upon interoperability among systems and engineering services (Law et
al. 2016). For service interoperability, engineering services on cloud platforms need to
be exposed via standard interfaces. There are two main web service paradigms: namely,
Service-Oriented Architecture (SOA) and Resource-Oriented Architecture (ROA). SOA
is built upon standard web service protocols, such as Simple Object Access Protocol
(SOAP), Web Service Description Language (WSDL) and Business Process Execution
Language (BPEL), etc.. While SOA’s reliability and message-level security benefit
enterprise-level applications, the complexity of the protocols makes them less attractive
for basic, ad hoc integration of services (Pautasso et al. 2008). ROA, on the other hand,
is based on the de facto Representational State Transfer (REST) (Fielding 2000). REST
has become a preferable approach because of its simple and lightweight architecture,
easy accessibility and scalability (Zhao and Doshi 2009, Mulligan and Gracanin 2009,
Belgasmi et al. 2012). In this study, RESTful web services (i.e., web services based on

REST) are developed to provide standard interfaces.



Data interoperability requires information models that describe relevant bridge
information in a platform-neutral language. One of the most notable efforts for
establishing a bridge information modeling (BrIM) schema is the OpenBrIM standards
(Chen and Shirolé 2013, Bartholomew et al. 2015) supported by the US Federal
Highway Administration (FHWA). While the current OpenBrIM standards focus on the
geometric representation of bridge structures, the authors of this paper have proposed a
BrIM schema for bridge monitoring applications by extending the OpenBrIM standards
(Jeong et al. 2017). In this work, the cloud-based cyberinfrastructure platform adopts
the extended BrIM schema for data interoperability.

In this paper, a scalable cloud-based cyberinfrastructure platform for managing,
sharing and utilizing sensor data and bridge information is presented. The cloud-based
platform comprises of the virtual machines (VMs), distributed database, web servers,
applications and user interfaces. For scalable, flexible, fault-tolerant and high-
performing data management, an open source distributed NoSQL database is employed.
NoSQL database ensures data consistency, supports partitioning and replication, and
allows queries over decentralized data storages across multiple VMs. For data
interoperability, database schema is designed based on the BrIM schema for bridge
monitoring applications. For service interoperability, RESTful web services are
implemented on web servers. To demonstrate the utilization of the cloud-based
cyberinfrastructure platform, the prototype platform is implemented and validated for

the monitoring of bridges along the I-275 corridor in the State of Michigan.

2. Cloud computing environment

Cloud computing, as defined by the National Institute of Standards and Technology

(NIST), is a “model for enabling convenient, on-demand network access to a shared



pool of configurable computing resources (e.g., networks, servers, storage, applications,
and services) that can be rapidly provisioned and released with minimal management
effort or service provider interaction” (Mell and Grance 2011). Cloud computing can
reduce the cost and lessen the burdens on the deployment, operation, maintenance and
management of data centers. Using cloud computing, a SHM system can be easily and
quickly scaled up and down on demand with optimal usages of computing and storage
resources.

Cloud computing services are typically categorized into three service models
(Mell and Grance 2011): (1) Software as a Service (SaaS) that provides applications and
web services to end users, (2) Platform as a Service (PaaS) that provides runtime and
database supports, and (3) Infrastructure as a Service (IaaS) that provides the basic
computing utilities including network, processor and storage. In this work, as depicted
in Figure 1, the cloud-based cyberinfrastructure platform serves as PaaS and SaaS that
employ computing infrastructures and platforms (i.e., [aaS and PaaS) to provide data

management and application services.

Figure 1. A model of cloud computing for SHM

laaS utilities are typically offered in the form of VMs. Here, a VM is a
virtualized computing system that abstracts the underlying physical computer
architecture and offers the same functionalities of a physical computer (Smith and Nair
2005). A VM can be configured and created in minutes and be managed through cloud
interfaces offered by a cloud vendor. For example, Figure 2(a) shows the web interface

of the Microsoft Azure cloud platform!, namely the Azure portal, that shows of a VM’s

! https://azure.microsoft.com/



information such as name, status, operating system (OS) and size. Once created, a VM
can be accessed via standard network protocols, such as Secure Shell (SSH) and Secure
Copy Protocol (SCP). Figure 2(b) shows the shell interface of a VM on Azure cloud
platform accessed via the SSH protocol. Similar to using a remote physical server, a
VM can be used to deploy computing platforms and applications. The proposed
cyberinfrastructure platform utilized VMs to deploy computing components, such as
distributed database, web servers and applications.

The IaaS utilities can be scaled both vertically (i.e., increasing capability of a
VM) and horizontally (i.e., adding new VMs) on demand. While vertical scalability is
limited to the maximum capability of a single VM, the horizontal scalability is nearly
unlimited since cloud vendors allow adding as many VMs as needed. Figure 2(c), for
example, shows that multiple VMs are deployed as needed on the Azure cloud platform.
To take advantage of the scalability of an [aaS utility and thus enable scalable SHM
data management, the cloud-based cyberinfrastructure platform should be designed to
run on a distributed computing environment such that new VMs can be dynamically
added on demand. For example, as will be discussed later, the proposed
cyberinfrastructure platform adopts a NoSQL database which can be effectively

executed on multiple VMs to offer a large scale distributed data store.

Figure 2. Virtual machine created on Microsoft Azure cloud platform: (a) Web-based
cloud interface, (b) Shell interface, (c) List of virtual machines deployed on Azure cloud

platform

3. A cloud-based cyberinfrastructure platform for bridge monitoring

Today’s bridge monitoring and management tasks involve various types of data

collected from different sources including, for examples, a SHM system, engineering



analysis and design, traffic data, maintenance and inspection, etc.. With effective
integration and utilization of data, actionable insights for bridge management and
maintenance can be derived (Cross et al. 2013, Zhang et al. 2016, Hou et al. 2017).
Careful design of a SHM data management platform is essential to facilitate the
utilization of SHM data.

In this study, a bridge monitoring scenario that involves diverse types of data,
including information about sensors, sensor measurement data, video image data, bridge
geometries and engineering models, is considered. Sensor networks instrumented on a
bridge collect structural data (e.g., acceleration and strain) and environmental data (e.g.,
temperature, wind speed and wind direction). Video cameras mounted near the bridge
collect video images of traffic passing through the bridge. For the utilization of
collected sensor data, sensor information (e.g., sensor ID, sensor type, sensor location,
etc.) is also managed. In addition, bridge geometric models and engineering models are
involved to perform structural analysis and to understand the behavior of the bridge
structure.

A cloud-based cyberinfrastructure platform is designed to manage these diverse
types of data and to enable data retrieval by a variety of client systems (e.g., data
analysis modules, engineering analysis tools and end-user interfaces). The platform is
designed with an emphasis on (1) a scalable database design to handle voluminous and
heterogeneous SHM data, (2) information model to capture SHM-related data and to
facilitate data interoperability, and (3) interoperable web services to enable easy access
to SHM data and to facilitate SHM application developments. Figure 3 shows the
conceptual framework of the cloud-based cyberinfrastructure platform which includes

the following major components:



o A distributed NoSQL database is deployed to manage sensor data and bridge
information over multiple cloud VMs (i.e., VMs deployed on cloud platforms).
Specifically, a highly scalable NoSQL database, namely Apache Cassandra
database?, is employed to guarantee partitioning tolerance and database
availability.

e A BrIM schema (Jeong et al. 2017) is employed to support data interoperability
among applications. The BrIM schema includes data entities for the description
of bridge geometric models, engineering models and sensor information.

o Web servers are employed to host RESTful web services that expose resources
to clients via Hypertext Transfer Protocol (HTTP). Web services for storing and

retrieving bridge monitoring data are implemented.

Figure 3. Conceptual framework of cloud-based cyberinfrastructure platform

3.1 A scalable distributed database

There are a variety of readily available NoSQL database systems, each with their own
features. Selection of an appropriate NoSQL database for a specific purpose is critical
for efficient data management. The cloud-based cyberinfrastructure platform aims for
high scalability to handle voluminous SHM data on a distributed cloud computing
environment. Given the requirement, Apache Cassandra database, which is one of the
most widely used NoSQL databases, is selected (Jeong et al. 2016a). The Cassandra
database is built upon the peer-to-peer (P2P) architecture which is a preferable approach

for a highly available and scalable distributed database (Stonebraker et al. 2007). Figure

? http://cassandra.apache.org/
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4, as an example, shows the status table of a Cassandra cluster consisting of five nodes
(i.e., database instances). The status table shows the current states of the nodes and their
topology information such as the data center ID (e.g., DC1) and the rack IDs (e.g.,
RACI1, RAC2, etc.). The Cassandra database is particularly suitable for large scale data
management because the number of nodes can be easily modified without causing
operational downtime and the database performance is linearly scaled as new nodes are
added to an existing Cassandra cluster (Hewitt 2010). Another advantage of using the
Cassandra database for SHM applications is its query performance for time-series data
(Le et al. 2014). The variety of data types (e.g., number, array, dictionary, binary data,
etc.) and flexible data schema supported by Cassandra database can also be an

advantage for SHM data management which involves sensor data and video image data.

Figure 4. A Cassandra cluster instance

To maintain the consistency of the database and to process requests in a
decentralized manner, nodes in a Cassandra cluster communicate among one another
according to a “ring” topology as shown in Figure 5. Data is replicated and distributed
over multiple nodes to ensure high availability and fault-tolerance, as well as to
maintain efficient reading and writing performances. Figure 5, for instance, illustrates
how SHM data is stored in a Cassandra cluster. In this example, the incoming data R
has two rows r/ and r2 which could be sensor measurement data collected by different
sensors. The replication factor (i.e., the number of replicas in a cluster) is two. Any
node (say, node NJ in the example) can accept the write request. The incoming sensor
data is partitioned into two pieces and then copied twice over the nodes. Since the

sensor data is replicated over the cluster, writing and reading the data can still be
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performed even when a node is down, as long as other nodes remain available for

processing the requests.

Figure 5. Ring topology of Cassandra database

3.2 A data schema definition of bridge information model

3.2.1. Bridge information model

A consistent and unified information model is needed to manage the heterogeneous
information involved in bridge monitoring and to enable data interoperability among the
applications. The proposed platform adopts a BrIM framework for bridge monitoring
application (Jeong ef al. 2017). This BrIM framework extends the OpenBrIM standards
(Chen and Shirolé 2013, Bartholomew et al. 2015) by introducing additional data entity
definitions for representing sensor information and finite element (FE) models.
Specifically, the BrIM framework drew upon the data entities of SensorML (an open
standard for sensor description (Open Geospatial Consortium 2014)) and CSI Bridge (a
structural engineering software tool®).

The base schema (i.e., the data schema of OpenBrIM standards) represents a
bridge using hierarchical objects and their parameters (Bartholomew et al. 2015). Each
object describes a physical or conceptual entity (e.g., beam, column, group and project)
while each parameter describes an attribute (e.g., width, height and length) of an object
(or refers to another object). To encode bridge information in an object-oriented
fashion, OpenBrIM standards use the ParamML, an Extensible Markup Language

(XML)-based syntax (ParamML 2017). Figure 6(a), for example, shows the data

3 https://www.csiamerica.com/products/csibridge
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schema of a “Shape” object defined in the base schema. The data schema is displayed

using an XML schema definition (XSD) diagram, which can be interpreted as follows:

Each box refers to an XML component, such as element, attribute and complex
types.

The abbreviated letters in the inner shadowed boxes refer to the XML
component types. For example, “CT”, “A” and “E” refer to “xs:complexType”,
“xs:attribute” and “xs:element”, respectively (W3C 2014).

The attribute “T” represents the type of an object.

The attribute “N” represents the name of a parameter.

The xs:element “O” and “P” represent BrIM object and parameter, respectively.
The string on the left-side of the “:” represents the name of an XML component,
while the string on the right-side of the colon represents the data type or an
extension base. For example, “Shape: Object” means that the XML component
has name “Shape” and its extension base is “Object”.

The numbers on the left side of an XML component represents the possible

number of the components. For example “0..*” means equal or greater than zero.

As an example, the XSD diagram in Figure 6(a) defines that (1) a “Shape” object is

extended from the “Object” object; (2) a “Shape” object can have any number of child

objects each of which has either “Point”, “Shape” or “Circle” type; and (3) a “Shape”

object can have any number of parameters having name “Material”.

The base schema is extended with additional data entities for the representation

of FE models and sensors. Figure 6(b) shows the extended data schema of “FELine”

object as a representative example of FE model objects. The original definition of

“FELine” includes parameters “Nodel”, “Node2” and “Section” to describe two ends of
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the line element and its section information. In addition, new data entities FELineMesh,
FELineRelease and FELineSection are defined to describe mesh information, member-
end release information and standard section shapes, respectively. Figure 6(c), as
another example, shows the newly defined data schema “StrainGauge” as a
representative example of sensor object. The data schema of “StrainGauge” object
includes data entities for describing the “Input” (data that will be processed by the
sensor), “Output” (processed data), “Parameters” (values needed for processing data)

and “DataLink” (link to the sensor data repository).

Figure 6. Data schema definition in BrIM for bridge monitoring applications: (a) Shape,

(b) FELine, (c) StrainGauge entity types

3.2.2 Database schema definition

An extensible database schema is needed to effectively manage the complex SHM data
and bridge information. RDBMSs are not designed to manage hierarchical objects
because of their inflexible data structure, Cassandra database, on the other hand, offers
more flexible data structure that can elegantly handle complex data (Hewitt 2010). This
section describes Cassandra database schema definitions for managing complex data
involved in SHM systems.

The Cassandra database is built upon a column-oriented data model consisting

99 <6 99 ¢

of “keyspace,” “column family,” “row” and “column,” which are analogous to
“database,” “table,” “tuple” and “attribute” of relational database, respectively. To
manage bridge information, the database schema follows closely the BrIM schema for
bridge monitoring applications. Figure 7 shows data mapping between the BrIM schema

of the “FELine” object and the corresponding column family schema “FELine”. The

database schema contains the data entities of “FELine”, as well as “child” and “parent”
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entities to record the hierarchical relation between the objects. As such, bridge
information stored in the column-oriented database can be mapped to hierarchical BrIM

objects.

Figure 7. Data mapping between BrIM schema “FELine” and corresponding Cassandra

column family.

Figure 8 shows examples of the rows of the column-oriented database for
storing BrIM objects where a single object is stored in each row. Each row has a
mandatory partition key (e.g., “shp001” of the first row in Figure 8(a)). A row has
columns for storing attributes and parameters, as well as the list of child and parent
objects. Since the Cassandra database supports collection types, any number of child
objects can be recorded in the child column. In Figure 8(a), for example, the child
column of the shape object contains the ID and types of child objects (i.e., [“pt001”:
“Point”, “pt002”: “Point”, ...]). One issue in managing hierarchical object data is that
each object may have different sets of attributes. This data irregularity can be efficiently
handled by the Cassandra database with its flexible data structure. Specifically, the
Cassandra database allows rows in the same column family to contain different sets of
columns. For instance, Figure 8(b) shows that the two rows in the column family
“FELine” have different column sets: the first row has the “FELineRelease” column,
while the second one does not. In fact, BrIM objects with the same type often have
different sets of attributes and child objects. As such, the flexible data structure of
Cassandra database is suitable to handle the heterogeneous BrIM object entities without

enforcing every row to have the same set of columns.

Figure 8. Database schema for BrIM objects: (a) Rows storing Shape object and its

child Point objects, (b) Rows storing heterogeneous FELine objects
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In addition to BrIM objects, SHM systems collect a large volume of time-series
sensor data and traffic video images. Since SHM applications often utilize continuous
time-series data collected within a certain period, efficient range query performance for
time-series data is needed. Cassandra database has better range query performance
comparing to RDBMSs because of the clustering and dynamic column features (Le et
al. 2014). Cassandra data schema for SHM time-series sensor data is defined as follows.
As shown in Figure 9(a), data collected from a sensor is stored in a single row in a
sorted order by assigning the timestamp (e.g., “2014-08-02T00:00:08”) of data as a
clustering key. Since sensor data collected from SHM systems usually has very high
sampling rate with same interval period between data points, it is redundant to record
timestamp for every data point. Instead, the proposed data schema encodes sensor data
as a numeric array type that stores data collected during a specified time period (e.g., 1
second) in a sorted order. The timestamp records can be regenerated, if needed, based
on the sampling rate. When new data is collected, the incoming data is stored to the
same row by dynamically adding new columns at the end of the row. This data schema
improves the range query performance by enforcing the consecutive sensor data to be
stored in a contiguous physical disk location in the same node (Le ef al. 2014). To
prevent a single row from becoming too lengthy, part of the timestamp (e.g., year) is
added to the row key so that the data from a sensor can be partitioned to several rows
based on a specific time period (e.g., year) of data acquisition.

Similarly, Figure 9(b) shows that sequential image files collected from a traffic
video camera are stored in a row by assigning timestamp (e.g., “2016-08-23T10:02:08”)
as a clustering key. In addition, part of the timestamp (e.g., year and month) is added to
the row key to partition image data to several rows based on the year and month of its

acquisition. Each image file is encoded in a binary large object (BLOB) data (e.g.,
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“/9i/AAAQSKkZj ... H//Z”) and stored in a single column. The BLOB data can be
converted back to the original image file using imaging libraries, such as Python

Imaging Library*.

Figure 9. Database schema for time-series data: (a) Row storing sensor measurement

data, (b) Row storing traffic video image data

Data stored in the Cassandra database can be retrieved using a SQL-like query
language, namely Cassandra Query Language (CQL). For example, Figure 10 shows a
SELECT query statement that specifies sensor ID (“TRB_u07 ch0”), year (“2014”) and
time range (from “2014-08-02T00:00:00” to “2014-08-02T01:00:00”) to retrieve
acceleration data. The query result is returned in a tabular structure. Since Cassandra
database offers application programming interfaces (APIs) for various programming
languages, platforms and applications can remotely access the Cassandra database and

query the data using CQL.

Figure 10. Select query for sensor data retrieval and query result in a tabular format

3.3 Web servers

The resources residing in the cloud-based cyberinfrastructure platform needs to be
exposed via standardized interfaces to facilitate sharing, integration and potential
utilization of the data from various applications and devices. To this end, the design and

implementation of web services for the cyberinfrastructure platform are presented.

* http://www.pythonware.com/products/pil/
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3.3.1 Web services

Web services, as defined by W3C, is a “software system designed to support
interoperable machine-to-machine interaction over a network™ (Haas and Brown 2004).
Web services enable sharing of data and integration of applications over the network.
Since the cyberinfrastructure platform needs to support utilization of data from various
devices (e.g., cloud, local computer, micro computer and mobile devices) and platforms
(e.g., different operating systems), it is important to employ a widely-adopted web
service protocol. Furthermore, the cyberinfrastructure platform needs to support
conditional queries involved in SHM applications (e.g., range query for time-series
data). To meet these requirements, the cyberinfrastructure platform employs RESTful
web services which have fast performance and high scalability (Mulligan and Gracanin
2009). It should be noted that there are other lightweight communication protocols, such
as MQTT (MQ Telemetry Transport) protocol>. While such protocols have advantages
on real-time communication via publish/subscribe messaging, our design stresses on the
query capabilities that efficiently handle typical data utilization patterns commonly seen
in SHM applications (e.g., range query for time-series data). RESTful web services are

described using five constraints (Guinard et al. 2010):

e Resource identification. Resources are identified by uniform resource identifiers
(URD).

e Uniform interface. Resources can be accessed via the HTTP.

> http://mqtt.org/
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o Self-descriptive messages. Resources are represented using standardized
formats, such as Hypertext Markup Language (HTML), XML and JavaScript
Object Notation (JSON).

e Hypermedia as the engine of application state. Resources contain links by which
clients can interact with web services.

o Stateless interactions. Requests contain all the required information for web

services to process the requests.

Table 1 summarizes the web services currently implemented for the cloud-based
cyberinfrastructure platform to manage sensor data and bridge information. Here, the
HTTP method GET is used to retrieve data from the specified URIs, while the HTTP
method POST is used to submit data to the specified URIs (Fielding ez al. 1999). The
following briefly describes two examples to illustrate the basic process for

implementation of RESTful web services.

Table 1. RESTful web services currently implemented on the cyberinfrastructure

platform

Figure 11, for example, shows the “Sensor data store” service which accepts

POST requests with URI “/sensordata” and processes a request in four steps:

(1) The client sends a POST request to the web server with URI (/sensordata),
protocol (HTTP/1.1), host (<ws_address>.cloudapp.azure.com), content type
(application/json) and JSON-encoded content including sensor_id, event_time
and data.

(2) The web server sends an INSERT query to the database by parsing the request.

(3) The database informs the web server that the INSERT query has been processed.

19



(4) The web server returns a response to the client with a status code 200, which
means “OK” in the HTTP (Fielding ef al. 1999). (Other status codes are returned

if an error is encountered in the retrieval process.)

As another example, Figure 12 describes the “Sensor data retrieval” service
which accepts GET requests with URI “/sensordata/{sensorID}”. Again, the service

processes a request in four basic steps:

(1) The client sends a GET request to the web server with URI
“/sensordata/TRB ul31 ch0”, query parameters (e.g., “event time begin” and
“event_time end”), protocol (HTTP/1.1) and host
(<ws_address>.cloudapp.azure.com).

(2) The web server sends a SELECT query corresponding to the query parameters
to the database.

(3) The database returns query result to the web server.

(4) The web server returns a response enclosing JSON-encoded query result and the

status code 200 to the client.

Figure 11. Web service example: sensor data store service

Figure 12. Web service example: sensor data retrieval service

3.3.2 Web service composition

This section describes how web services offered by the cyberinfrastructure platform can
be used for developing and integrating SHM applications. Web service composition
refers to the process of combining different web services to provide a new service that

carries out composite functions (Sheng et al. 2014). Standardized web services can be
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efficiently composed. Different methods have been suggested for composition of
RESTful web services (Pautasso 2008, Rosenberg et al. 2008, Zhao and Doshi 2009,
Pautasso 2009). For visual demonstration purpose, this study adopts Pautasso (2009)’s
approach that uses JOpera®, a visual composition language. JOpera describes control
flow and data flow between programs using a graphical model (Pautasso and Alonso
2005). Each node of the graph represents either a program, an input of a program, or an
output of a program, while each edge of the graph represents a control flow or data flow
between nodes. Each program performs a function, such as web service invocation,
script execution and HTML document creation. The following briefly describes two
examples to illustrate the composition of RESTful web services implemented on the
cyberinfrastructure platform.

Figure 13(a) shows the JOpera data flow of the first demonstrative application
named “DataRetrievalByLocation”. This application composes two web services
“Sensor list retrieval” and “Sensor data retrieval” in order to retrieve sensor data
measured at a specified location by a specified type of sensor. Here, the hollow arrows
describe the input and the output flow of each program, while the solid arrows describe
the data flow and control flow between programs.

As described in Figure 13(a), the application consists of three programs, namely
“SensorListRetrieval”, “SearchByLocation” and “SensorDataRetrieval”, and processes

a request in five steps:

(1) The application accepts input arguments including target time period

29 <6

(“start_time”, “end_time”), sensor type (“sensor_type’’) and local coordinate

(“loc_X” and “loc_Y”) from a client.

® http://www.jopera.org/
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(2) The “start_time”, “end time” and “sensor_type” are passed to the program
“SensorListRetrieval” as input parameters. The program invokes the “Sensor list
retrieval” service with the input parameters, and then returns an output
parameter “SYS.page” enclosing the retrieved sensor list.

(3) The “loc_X” and “loc_Y” and the “SYS.page” from the previous step are passed
to the program “SearchByLocation” as input parameters. The program searches
a sensor corresponding to the “loc_ X and “loc_Y” from the sensor list, and
then returns “sensor_id” of the searched sensor.

(4) The “start_time”, “end time” and the “sensor_id” from the previous step are
passed to the program “SensorDataRetrieval” as input parameters. The program
invokes the “Sensor data retrieval” service with the input parameters, and then
returns an output parameter “SYS.page” enclosing the retrieved sensor data.

(5) Finally, the “SYS.page” from the previous step is passed to the application’s

output “sensor_data” which is returned to the client.

Figure 13(b) shows the retrieved sensor data when the application is executed with the
input arguments “2014-08-01T00:00:00”, “2014-08-10T00:00:00”, “Accelerometer”,

“102” and “-50, which correspond to “start time”, “end time”, “sensor_type”,

“loc_X” and “loc_Y”, respectively.

Figure 13. A composite application DataRetrievalByLocation: (a) Data flow, (b)

Execution example

Figure 14(a) shows the data flow of the second application named
“SensorInfoOnMap” that composes an internal web service “Sensor information
retrieval” and an external service “Google Map API”. Given a sensor’s ID, the

application shows sensor information at the location of the sensor on the map. As shown
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in Figure 14(a), the application consists of three programs, including

“SensorInfoRetrieval”, “SensorInfoParser” and “MapHandler”, and processes a request

in five steps:

(M
)

3)

4

6))

The application accepts an input argument “sensor_id” from a client.

The “sensor_id” is passed to the “SensorInfoRetrieval” as an input parameter.
The program invokes the “Sensor information retrieval” service with the input
parameter, and then returns an output parameter “SYS.page” enclosing the
sensor information.

The output parameter of the previous step (i.e., “SYS.page”) is passed to the
“SensorInfoParser” as an input parameter. The program parses the sensor
information and returns extracted data entities including sensor’s ID, coordinate,
type, position and description.

The data entities from the previous step are passed to the “MapHandler”. The
program returns an HTML document that displays extracted data entities on the
Google Map by using the Google Map JavaScript API".

Finally, the HTML document from the previous step is passed to the

application’s output that can be visualized by a web browser.

Figure 14(b) shows the result of the “SensorInfoOnMap” application with an input

argument “TRB_u07 ch0”, where the sensor information and the location marker are

displayed on the Google map.

Figure 14. A composite application SensorInfoOnMap: (a) Data flow, (b) Execution

example

" https://developers.google.com/maps/documentation/javascript/
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3.3.3 Web server

A web server is a computer system that processes clients’ requests and returns responses
to the corresponding clients. The cloud-based cyberinfrastructure platform deploys web
servers to host the RESTful web services. Given the high volume and high velocity of
SHM data, a web server that can process intensive input/output (I/O) requests is needed.
The proposed cyberinfrastructure platform employs Node.js®, a server-side JavaScript
runtime environment. Based on the non-blocking I/O feature, Node.js is suitable for
intensive I/O processing (Lei et al. 2014, Chaniotis ef al. 2015).

While a single web server can serve multiple web services for all the clients, the
web server would become a bottleneck of the cyberinfrastructure platform due to the
limited capabilities of a single machine. To improve the scalability of the web server,
the cyberinfrastructure platform deploys duplicated web servers that process requests in
a distributed manner. Figure 15 depicts a demonstrative situation in which two separate
sensor networks are transmitting sensor data to a cyberinfrastructure platform
simultaneously and, at the same time, a local computer attempts to retrieve sensor data
from the cyberinfrastructure. Three duplicated web servers offering the same web
services are implemented on three cloud VMs. The web servers balance loads as

follows:

(1) The local computer sends a GET request with URI “/serverIP” to any of the web
servers (e.g., “Web server 2” in this example) in order to find the least busy web

SCrver.

¥ https://nodejs.org/en/

24



(2) The “Web server 2” communicates with the other web servers to check if the
other servers are up and, if so, to count the number of current connections of
each server.

(3) The “Web server 2” sends a response enclosing the IP address of the web server
having least connection (e.g., “Web server 3 in this example) to the local
computer.

(4) Given the IP address, the local computer starts to invoke the “Sensor data

retrieval” service via the “Web server 3”.

Figure 15. Duplicated web servers

4. Implementation

This section describes the implementation of the prototype cloud-based
cyberinfrastructure platform for real bridge monitoring systems. For demonstration
purposes, bridge monitoring applications (e.g., automated data store application,
automated data retrieval and analysis application and user interfaces) built upon the
cloud-based cyberinfrastructure platform are presented.

The research team at the University of Michigan has implemented bridge
monitoring systems on the Telegraph Road Bridge (TRB) and the Newburg Road
Bridge (NRB). Both are steel girder bridges located along the 1-275 corridor between
Romulus, Michigan and Toledo, Ohio (see Figure 16). The TRB has been monitored
with a wireless sensor network that consists of sixty sensors including accelerometers,
strain gauges and thermistors since 2011 (O’Connor et al. 2012, O’Connor et al. 2017).
The NRB has been monitored by a wireless sensor network that consists of twelve

sensors including accelerometers, strain gauges and thermistors since late 2016.
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Specifically, these bridge monitoring systems are instrumented with Narada wireless
sensor nodes (Swartz et al. 2005) for the wireless data transmission from the sensors to
the onsite computers, as well as for the time synchronization. Data transmitted from the
Narada wireless sensor nodes is stored temporarily to the local file system of the onsite
computers. The sensor networks of the bridges acquire data for a one-minute duration
every two-hours. The sampling rate of the accelerometers is 200 Hz, while the sampling
rate of strain gauges and thermistors is 100 Hz. Sensor information, as well as the
geometric and engineering models of the bridges (which are created based on the 2-
dimensional drawings of the bridges), are also recorded and stored. In addition, the
monitoring systems collect traffic video images from the traffic monitoring system of
the Michigan Department of Transportation (MDOT)’. These diverse types of data are

collected and managed using the cloud-based cyberinfrastructure platform.

Figure 16. Bridges on the [-275 corridor installed with bridge monitoring systems: (a)
Telegraph Road Bridge (TRB), (b) Newburg Road Bridge (NRB)

A prototype cloud-based cyberinfrastructure platform is built upon eight Ubuntu
Linux (16.04 LTS) VMs on the Microsoft Azure cloud platform. As summarized in
Table 2, five VMs (No.1 — No.5) are used to build a multi-node Cassandra database
(Version 3.4), while three VMs (No.6 — No.8) are used to construct three duplicated
web servers using Node.js (Version 4.2.6). The web servers are connected to the
database nodes using the “DataStax Node.js Driver for Apache Cassandra” (DataStax

2017).

? http://mdotnetpublic.state.mi.us/drive/
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Table 2. Specification and role of virtual machines provisioned on the Microsoft Azure

cloud platform

4.1 Automated data store and retrieval

Two automated data store applications are developed using the cyberinfrastructure’s
web services to archive sensor data and video image data, respectively. Figure 17 shows
the workflow of the first application that runs on onsite computers and transmits sensor
data from an onsite computer to the cloud-based cyberinfrastructure platform. When
new data is transmitted from the sensor network to the onsite computer, the application
records the list of the new data files and labels them as “un-transmitted”. For an “un-
transmitted” file, the application parses the raw data file encoded in DAT file format
(see Figure 18(a)) into a JSON format (see Figure 18(b)) that the “Sensor data store”
service of the cyberinfrastructure can read. The application then invokes the “Sensor
data store” service with the parsed sensor data. If the service returns a status code 200,
the application changes the label of the data file to “transmitted”. Otherwise, the
application retries invoking the “Sensor data store” service up to N times (i.e., a
predefined maximum number of retries) to ensure the transmission is done properly.
This parsing and storing process is repeated until there are no “un-transmitted” data files
in the list. Since the application keeps track of data transmission status of data files, data

losses due to an unstable network connection can be minimized.

Figure 17. Workflow: application for data store automation

Figure 18. Sensor data file: (a) Raw data file, (b) Parsed sensor data

Figure 19 shows the workflow of the second application for collecting traffic

video images from an external data source (i.e., MDOT’s traffic monitoring system) and
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the manner by which images are archived along with the camera ID and timestamp. The
application first accesses the data source to locate the dynamic Uniform Resource
Locators (URLSs) of video image files. Once the URLSs are found, the application fetches
the video image files and converts them to the BLOB format. The application then
transmits the BLOB data to the cyberinfrastructure by invoking the “Traffic image
store” service. The application service repeats this process every two seconds
corresponding to the time interval between new images in the MDOT’s traffic

monitoring system.

Figure 19. Workflow: traffic video image collecting application

Data stored in the cloud-based cyberinfrastructure platform can be easily
retrieved using data retrieval services. For example, Figure 20(a) shows a request for the
“Sensor data retrieval” service with query conditions including sensor ID
(“TRB_ul31 ch0”), event time begin (“2016-09-01T12:02:00.000z") and
event time end (“2016-09-12T12:02:10.000z). Similarly, Figure 20(b) shows a
request for the “Traffic image retrieval” service with query conditions including
camera_ID (“Telegraph2”), event time begin (“2016-08-18T18:01:00.000z”’) and

event time end (“2016-08-18T18:01:20.000z”).

Figure 20. Data retrieval using web services: (a) Sensor data retrieved by invoking the
sensor data retrieval service, (b) Traffic images retrieved by invoking the traffic image

retrieval service

4.2 Data integration and utilization

The advantages of the cloud-based cyberinfrastructure platform is its ability to support

easy access, integration and utilization of SHM data. This section presents a
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demonstrative example application developed to extract patterns from heterogeneous
data (e.g., structural sensing data and environmental data) to find the relationships
between the modal frequencies derived from sensor data with temperature
measurements. The cyberinfrastructure platform enables machine-to-machine
communication so that the workflow can be fully automated with applications written
using programming scripts, for example, Python. As shown in the conceptual workflow
described in Figure 21, the application accesses the cyberinfrastructure platform via
web services, retrieve acceleration data and temperature data, and performs analyses.
The application service comprises of the following steps:

(1) the application reads the input arguments “StartTime” and “EndTime”
specifying the target time period which typically includes multiple data
acquisition events.

(2) the application service retrieves the accelerometer list for a data acquisition
event by submitting request as a web service to the “Sensor list retrieval
service” as shown in Figure 22(a).

(3) the application service retrieves the acceleration data collected from the data
acquisition event for each accelerometer in the list by submitting a request
(as another web service) to the “Sensor data retrieval” service, as shown in
Figure 22(b).

(4) the application executes the subspace identification module service
(Overschee 2012) to compute the modal frequency from the retrieved
acceleration data.

(5) the application service retrieves the thermistor list for the data acquisition
event by submitting a request (as a web service) to the “Sensor list retrieval

service” as shown in Figure 22(c).
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(6) the application service retrieves temperature data collected from the data
acquisition event by submitting a request to the “Sensor data retrieval”
service, as shown in Figure 22(d).

(7) Executing Gaussian Process Regression (GPR) service to find the general
pattern on the variation between the fundamental modal frequency and
temperature measurements.

The application service repeats step 2 to step 6 by moving on to the next data
acquisition event until reaching the EndTime of the targeted period. Once modal
frequencies and temperature measurements that share the same timestamps are
collected, the application service proceeds to step 7 to perform regression analysis.

Figure 23(a) shows the history of the first modal frequency over the duration

from June 2013 to August 2015. The modal frequencies vary with a seasonal trend and
tend to increase during the winter and decrease during the summer. As shown in Figure
23(b), the GPR analysis result shows a nearly bilinear relation between the modal
frequency and temperature. This example application shows that the cyberinfrastructure

platform can be used to automate repetitive tasks involving multiple SHM data sets.

Figure 21. A workflow for relating structural behaviour with temperature data

Figure 22. HTTP requests and corresponding CQL queries for sensor list and data
retrieval: (a) HTTP request for accelerometer list retrieval, (b) HTTP request for
acceleration data retrieval (c) HTTP request for thermistor list retrieval, (d) HTTP

request for temperature data retrieval

Figure 23. Patterns of modal frequency of the Telegraph Road Bridge: (a) History of
first modal frequency (from August 2013 to August 2015) (b) Gaussian process
regression showing the confidence interval of modal frequency according to

temperature changes
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4.3 Web and mobile interface

To facilitate ubiquitous access to the bridge monitoring information, preliminary web
and mobile user interfaces are developed based on the cloud-based cyberinfrastructure
platform. A web interface is an interactive program that reads user inputs via a web
browser (e.g., Google Chrome), invokes the requested web services and returns a web
page displayed on a web browser. The preliminary web interface supports the retrieval
of sensor list, sensor data, traffic video images and bridge models. The sensor
information retrieval interface (Figure 24(a)) allows users to retrieve the sensor list with
query parameters (e.g., “Sensor ID”, “Sensor type”, “Install before” or “Removed
after”) by invoking the “Sensor list retrieval” service. The sensor data retrieval interface
(Figure 24(b)) accepts query parameters (e.g., “Sensor ID, “Begin timestamp” and “End
timestamp”) and returns corresponding sensor data by invoking the “Sensor data
retrieval” service. Similarly, the traffic video image retrieval interface (Figure 24(c))
accepts query parameters (e.g., “Camera ID”, “Begin timestamp” and “End timestamp)
and returns corresponding traffic video images by invoking the “Traffic image retrieval”
service. The bridge model retrieval interface (Figure 24(d)) allows users to download
bridge models by invoking either the “Geometric model retrieval” or “Engineering
model retrieval” service. Through this interface, users can specify the “Bridge name”
and model type (e.g., “GeometricModel”, “FEModel (xml)” and “FEModel (xIsx)”).
The bridge models downloaded can be regenerated by proper software tools, such as the
OpenBrIM viewer!? for geometric models (Figure 25(a)) and CSI Bridge for

engineering models (Figure 25(b)).

' https://openbrim.org/
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Figure 24. Prototype web-based user interface: (a) Sensor information retrieval, (b)

Sensor data retrieval, (c) Traffic image retrieval, (d) Bridge model retrieval

Figure 25. Telegraph road bridge model downloaded from the web-based user interface:
(a) Geometric model visualized by OpenBrIM viewer, (b) Engineering model visualized

by CSI Bridge

A mobile user interface is also developed based on the cyberinfrastructure
platform. The mobile user interface reads user inputs via the mobile devices, invokes
the web services, and displays the retrieved information on the mobile devices. The
preliminary mobile user interface is built upon 10S operating system and supports the
retrieval of sensor list, sensor information and sensor data. For example, Figure 26(a)
shows the sensor list view that reads user’s search keyword (e.g., “Accelerometer”) and
retrieves sensor list by invoking the “Sensor list retrieval” service. Figure 26(b) shows
the sensor map view that displays the retrieved sensor list on a map view. Figure 26(c)
shows the sensor detail view that displays brief information about a sensor along with
its sensor data by invoking the “Sensor data retrieval” service. Figure 26(d) shows the
sensor information view that displays a sensor’s detailed information by invoking the

“Sensor information retrieval” service.

Figure 26. Prototype mobile interface: (a) Sensor list view, (b) Sensor map view, (c)

Sensor detail view, (d) Sensor information view

5. Summary and conclusion

Cloud computing has become a popular computing paradigm that offers many benefits
such as cost-effectiveness, scalability and accessibility for developing large scale

software application. In this study, cloud computing technology is explored to develop a
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cloud-based cyberinfrastructure platform for SHM systems. Specifically, the cloud-
based platform is demonstrated to have the ability to handle a wide variety of data
including sensor data, sensor information, bridge geometry, engineering models and
traffic video images.

For the scalable data management on a distributed cloud computing
environment, Apache Cassandra database is employed. The Cassandra database enables
high availability, partitioning-tolerance and scalability, which are the most important
features for the management of large scale SHM data sets. For data interoperability, a
database schema is defined based on a BrIM framework which is intended for SHM
applications. Specifically, the BrIM framework extends the OpenBrIM standards by
adding new data entities for the representation of engineering models and sensor
information. For service interoperability, RESTful web services are implemented to
support store and retrieval of sensor data and bridge information. For the scalability of
web services, the cloud-based platform employs duplicated web servers that handle
requests in a distributed manner.

The prototype cloud-based cyberinfrastructure platform has been implemented
for the bridge monitoring systems along the [-275 corridor between Romulus, Michigan
and Toledo, Ohio. Eight VMs are created on the Microsoft Azure cloud platform, where
five VMs serve as the distributed database and three VMs serve as the web servers.
Several demonstrative applications built upon the cloud-based platform are developed.
For example, automated data store applications are developed to transmit sensor data
and traffic video image to the cyberinfrastructure platform. Furthermore, a
demonstrative application that calculates the modal frequency history is developed to
show that the cloud-based platform is useful for complex queries, iterative jobs and

batch operations. Finally, preliminary web and mobile user interfaces are developed to

33



facilitate ubiquitous access to the bridge monitoring data residing in the cloud-based
cyberinfrastructure platform.

In the current design and development of cloud-based cyberinfrastructure
platform for SHM systems, this paper mainly focuses on the cloud-based data
management with emphasis on scalability and interoperability. One of the important
aspects that could be explored in the future studies is meaningful analyses of large scale
heterogeneous data set. The authors’ current work attempts to develop data analysis
applications that extract meaningful information from the large data sets collected from
sensors to help bridge managers evaluate bridge conditions. In addition, cloud security
is another important topic that was not discussed in this paper. For secure data
management, the proper use of cryptography and authentication schemes is
indispensable. Another concern regarding the cloud security is that bridge managers
may not desire to store their sensitive data on public cloud platforms. To address such
issues, the authors’ current work attempts to develop a hybrid cloud computing
framework in which the sensitive data sets are stored in private data centers, while the

public cloud service is used to guarantee high scalability and availability of a system.
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Table 1. RESTful web services currently implemented on the cyberinfrastructure

platform
Service Method | URI Parameter
Sensor data store POST /sensordata -
Sensor data retrieval GET /sensordata/ {sensorID} event_time begin, event time end
Traffic image store POST /imagedata -
Traffic image retrieval GET /imagedata/{cameralD} event_time_begin, event time end
Sensor information store POST /sensor
Sensor list retrieval GET /sensor sensor_type, install, remove
Sensor information retrieval GET /sensor/{sensorID} install, remove
Geometric model store POST /geometricmodel
Geometric model retrieval GET /geometricmodel/ {BridgelD}
Engineering model store POST /femodel
Engineering model retrieval GET /femodel/{BridgeID} file_format (xml or xlsx)

Table 2. Specification and role of virtual machines provisioned on the Microsoft Azure

cloud platform

No. Spec

Role

1,2,3,4,5

Azure Standard A2m_v2 (2 cores, 16 GB memory)

Database node

6,7,8 Azure Standard DS2 v2 (2 cores, 7 GB memory)

Web server
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Sensors, applications, users

ﬁData management and application services (PaaS, SaaS)

Cloud-based cyberinfrastructure platform

ﬁComputing infrastructure and platform (laaS, PaaS)

Computing Infrastructure
(e.g., Public cloud, private cloud, hybrid cloud)

Figure 1. A model of cloud computing for SHM
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Microsoft Azure

+ @k Connect P> Start  Ql Restart M Stop  => Move [ Delete ) Refresh
= Essentials ~
Resource group (change) Computer name
T eilcloud9
Status Operating system
g Running Linux
Location Size
' West US 2 Standard DS2 v2 Promo (2 cores, 7 GB memory)
Subscription (change) Public IP address
> | Azure Pass
Subscription ID Virtual network/subnet
:':.a
DNS name
. R
= Show data for last: 6 hours | 12 hours 1 day 7 days | 30 days
(a) Web-based cloud interface
~
(. ® 1. eigadmin@eilcloud9: ~ (ssh)
Seanjeong@:~ $ ssh eigadmin@
eigadmin@ 's password:
Welcome to Ubuntu 16.04.2 LTS (GNU/Linux 4.4.0-71-generic x86_64)
* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage
Get cloud support with Ubuntu Advantage Cloud Guest:
http://ww.ubuntu.com/business/services/cloud
56 packages can be updated.
@ updates are security updates.
*** System restart required ***
Last login: Tue Jun 20 20:39:38 2017 from
eigadmin@eilcloud9:~$ |
. J
(b) Shell interface
NAME TYPE v RESOURCE GROUP LOCATION SUBSCRIPTION /
eilcloud1-1 Virtual machine eilcloudirsg West US 2 Azure Pass cee
! eilcloud1-2 Virtual machine eilcloudirsg West US 2 Azure Pass coe
J eilcloud1-3 Virtual machine eilcloudirsg West US 2 Azure Pass eoe
! eilcloudl1-4 Virtual machine eilcloudirsg West US 2 Azure Pass coe
" eilcloud1-5 Virtual machine eilcloudirsg West US 2 Azure Pass s

(c) List of virtual machines deployed on Azure cloud platform

Figure 2. Virtual machine created on Microsoft Azure cloud platform
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End users / Data sources Applications
q FEM s CAD
Client systems [s dat: ] [ G i ] [ ) ] '
(Onsite/local coymputer cloud e comey representation Data analysis || software / Web/mobile
" . ! Sensor - K modules engineering interfaces
VM, mobile devices, etc.) [ information ] [V|deo |mage] [ Etc. ] +ools
.
v \4 v A \4 v
O Internet
y
Built-in
Web servers < L
Applications
Service provider i i !
(Cyberinfrastructure built on .
cloud VMs) A distributed NoSQL database management system (DBMS)
Bridge information modeling (BriM)-based data schema

Figure 3. Conceptual framework of cloud-based cyberinfrastructure platform
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Datacenter ID

Rack ID

x
Datacenter: DC1

Status=Up/Down

|/ State=Normal/Leaving/Joining/Moving
-- Address Load Tokens
UN  <ipaddress 1> 52.17 GiB 256

UN  <ip address 2> 46.01 GiB 256

UN  <ip address 3> 49.66 GiB 256

UN  <ipaddress4> 53.71 GiB 256

UN  <ip address 5> 42.57 GiB 256

Owns (effective)
42.1%
37.3%
39.4%
41.3%
40.0%

Host ID

<host ID 1>
<host ID 2>
<host ID 3>
<host ID 4>
<host ID 5>

Rack
RACS
RAC2
RAC1
RAC3
RAC4

Figure 4. A Cassandra cluster instance

Client

L INSERT R<rl, r2>

Cassandra Cluster
Replication Factor: 2

Figure 5. Ring topology of Cassandra database
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@T : string

@ Object : <None> “0” represents a BrIM object.
o /
Eo : <None>

A “Shape” object can have 0..*

= @T="Point' : Point number of child objects having

0.° =P @T="Shape" : Shape either “Point”, “Shape” or “Circle”
4 i i type
©@® shape : Object = @T='Circle' : Circle ype.
= : error

o “P” represents a BrIM parameter.
Ep : <None> 4/ . .

® @N="Material' : ParamMaterial <« A “Shape” object can have 0..*
= : error number of parameters having

name “Material”.
& count(O[@T='Point']) ge 3

(a) Entity: Shape

@r : string
@@ FELine : Object |- @ Object : <None>
0. 0.~
] Ep : <None>

Y @N="FELineMesh' : ParamFELineMesh ~— Parameters newa defined in the
= @N='FELineRelease" : ParamFELineReIease/extended BrIM schema
® @N='FELineSection' : ParamFELineSection

E® @N='Node1' : ParamNode1 <\
Parameters defined in the original

= @N='"Node2' : ParamNode2 ' g-v-—"-"-—""—">
/ BrIM schema.
= @N="Section' : ParamSection

[ : error

(b) Entity: FELine

@rT : string
(©® Sensor : Object

(@) Object : <None>
(©® StrainGauge : Sensor

0.1
i [E] Input : StrainGaugelnputType

0.1
I [E] Output : StrainGaugeOutputType
o

0.1
[E] Parameter : StrainGaugeParameterType

0.1
[E] DataLink : anyType

(c) Entity: StrainGauge

Figure 6. Data schema definition in BrIM for bridge monitoring applications: (a) Shape,

(b) FELine, (c) StrainGauge entity types
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& FELine : Obje

<<ColumnFamily>> FELine
@r : string uid uuib Primary Key
ct |- @ Object : <None> N TEXT
o 8 o Elp : <None> \T TEXT
©® @N=FELineMesh' : ParamFELineMesh ———*|FELineMesh TEXT
® @N='FELineRelease' : ParamFELineRelease —|FELineRelease TEXT
= @N='FELineSection' : ParamFELineSection — FELineSection TEXT
@ @N=Node1" : ParamNodel — | Nodel TEXT
= - - / Node2 TEXT
= @N="Node2' : ParamNode2 / Section TEXT
= @N='Section' : ParamSection Parent MAP<UUID,TEXT>
« : error Child MAP<UUID,TEXT>

Figure 7. Data mapping between BrIM schema “FELine” and corresponding Cassandra

column family.
T Material Child
ShpOOl ” n “ ” . H
Shape Concrete ["pt001”: “Point”, "pt002”: “Point”, ... ]
T X Y Pareh
pt001

"POint" Il_loll ll_loll

[“shp001”, “Shape”]

T

X Y

Parent

pt002

"POint" Il_loll l|10ll

[“shp001”, “Shape”]

(a) Rows storing Shape object and its child Point objects

e T FELineRelease FELineSection Nodel Node2
ine
"FELine" | “FELineReleaseTypel” “Steel I-Beam typel” | “Node090” | “Node091”
. T FELineSection Nodel Node2
FELine002 -
"FELine" | “Steel |-Beam typel” ”"Node091” | “Node092”

(b) Rows storing heterogeneous FELine objects

Figure 8. Database schema for BrIM objects
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Incoming measurement data

u07ch0 2014-08-02700:00:08 2014-08-01T00:00:09

2014-08-01T00:00:10

|2014 Array[32792.0, 32776.0,32803.0, ...] | Array[32849.0, 32849.0, 32867.0, ...]

Array[32851.0, 32863.0,32842.0 ...]

(a) Row storing sensor measurement data

Incoming image data

TRB_01 2016-08-23T10:02:08 2016-08-23710:02:13

2016-08-23710:02:19

|201608 BLOB(/9j/4AAQSKZ] ... H//Z) BLOB(/9j/4AAQSKZ] ... /9k=)

BLOB(/9j/4AAQSKZ) ... Af/Z)

(b) Row storing traffic video image data

Figure 9. Database schema for time-series data

] *default_1.cql 23 = 0
Run using connection: = cluster a in keyspace: = i275monitoring
with limit: | 300 Q-

1= select sensor_id, event_time, data

2 from sensordata

3= where sensor_id = 'TRB_u@7_ch®' and year = '2014'

4 and event_time >= '2014-08-02T700:00:00'

5 and event_time <= ‘28147887821'81:33:88‘”

. : -

Results| Query Trace
sensor_id ‘ event_time data
TRB_u07_ch0 2014-08-01 05:00:08-0700  <<List (200)>>
TRB_u07_chO 2014-08-01 05:00:09-0700  <<List (200)>>
TRB_u07_ch0 2014-08-01 05:00:10-0700  <<List (200)>>
TRB_u07_chO 2014-08-01 05:00:11-0700  <<List (200)>>
TRB_u07_chO 2014-08-01 05:00:12-0700  <<List (200)>>
TRB_u07_chO 2014-08-01 05:00:13-0700  <<List (200)>>
TRB_u07_ch0 2014-08-01 05:00:14-0700  <<List (200)>>
1 statement Feedback?

Figure 10. Select query for sensor data retrieval and query result in a tabular format
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@ POST /sensordata HTTP/1.1
S HOST: <ws_address>.cloudapp.azure.com
Content-Type: application/json

{"Content": [{"sensor_id":"TRB_ul3l_ch0",
"event_time":"2016-09-01T12:02:12.000z",

"data":[32227,32189,32293,...,32361]}, ...], ...

Client

@  HrTR/1.1 200 OK

Web server

(2) nsERT INTO
sensordata(sensor_id, year, event_time, data)
values ("TRB_ul3l_ch0", "2016", "2016-09-
01T12:02:12.000z", [32227,32189,32293, ..., 32361])

@ Complete

Figure 11. Web service example: sensor data store service

GET /sensordata/TRB_ul3l_chO?event time_begin=
2016-09-01T12:02:00.000z&event_time_end=
2016-09-01T12:02:10.000z HTTP/1.1

HOST: <ws_address>.cloudapp.azure.com

Client

HTTP/1.1 200 OK
Content-Type: application/json

{"Content": [{"sensor_id":"TRB_ul3l_chO",
— "event_time":"2016-09-01T12:02:12.000z",
"data":[32227,32189,32293,...,32361]}, ...],

Web server

® SELECT sensor_id, event_time, data
FROM sensordata
WHERE sensor_id="TRB_ul3l_ch0" AND year="2016"
AND event_time>="2016-09-01T12:02:00.000z"
AND event_time<="2016-09-01T12:02:10.000z"

@ [{"sensor_id":"TRB ul3l ch0",
"event_time":"2016-09-01T12:02:12.000z",
"data":[32227,32189,32293,...,32361]}, ...]

Figure 12. Web service example: sensor data retrieval service
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@ DataRetrievalByLocatiol

—

[stan_nme:2014~08~01[]] [end time = 2014-08-10 [ | sensorlype Accelerome [..] ] [soc_x:mﬂloc_v:.so]

[ﬁan_l|me=2014-08-01\[ ] ] [end_nme=2014-08-10[ ] ] [sensor#(‘ype=Acceleronfe[ ] ]
4

.
()] SensorListRetrieval

[sensor_llst = {"content"[...] ]

[loc_X:190] [l;c_vaso]

~
@ SearchByLocation

[stan_ume=2014-08-01[ ] ] [end_t|me=2014-08-10[ ] ] [sensor_|d=TRB_u233_c| ] ]
a—

@ SensorDataRetrieval

@
T

Start point of End point of Program Input/output Flow between Input/output flow
the application  the application parameter programs of a program

(a) Data flow

Input screen
start_time 2014-08-01T00:00:00 \
sensor_type Accelerometer \
end_time 2014-08-10T00:00:00 \
\
|

loc_X [102
loc_Y -50

Start

Retrieved data

retrieve_by_loc.DataRetrievalBylLocation [1.0].2

Finished

{sensor_data={"content":

[{"sensor_id":"TRB_u@7_che", "event_time":"2014-08-
01700:48:24.000Z","data":
[32775,32791,32807,32809,32805,32811, 32823, 32835, 32830, 32831,32861
,32849,32861,32860,32855,32869,32873,32876,32886,32893,32892,32888
,32894,32897,32911,32911,32913,32906,32915,32927,32921,32927,32910
,32921,32922,32911,32917,32907,32909, 32910, 32903, 32887, 32898, 32881
,32881,32879,32869, 32871, 32865, 32848, 32845,32847,32839,32823,32831
,32819,32809,32816,32809,32798,32797,32777,32797,32782,32781,32767
,32741,32751,32733,32743,32731,32727,32739,32731,32742,32740,32740
,32746,32759,32748,32761,32781,32797,32787, 32810, 32805, 32819, 32831
,32818,32827,32825,32843,32854,32855,32851,32853,32879,32879, 32884
,32878,32887,32889,32897,32892,32893,32888,32914,32911,32903,32917
,32909,32921,32903,32927,32907,32911, 32909, 32920, 32911, 32907, 32893
,32888,32885,32881,32870,32885,32887,32882,32866,32868,32858,32865
,32847,32839,32830, 32823,32829, 32807, 32805, 32807, 32791, 32792, 32793
,32781,32789,32780,32787,32775,32771,32772,32760,32735,32741,32731
,32723,32734,32738,32729,32732,32751,32749,32751,32759,32753,32775
,32792,32791,32790,32819,32816,32831,32816,32835, 32850, 32855,32854
,32866,32867,32877,32869,32880,32885, 32893, 32901, 32897, 32897, 32890
,32908,32913,32903,32915,32917,32909, 32919,32899,32919,32919, 32917
,32907,32913]},{"sensor_id":"TRB_u@7_che", "event_time":"2014-08-
©1T00:48:25.000Z", "data":
[32917,32899,32907,32881,32887,32873,32884,32873, 32871, 32854, 32853
,32836,32848,32863,32853,32833,32833,32837,32813,32795,32798,32789

(b) Execution example

Figure 13. A composite application DataRetrievalByLocation
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63)sesarrooriad
4

[sensorﬁ =TRB_u07_ch[.] ] (¥ Response

sensov_ni =TRB_u07 _ch[.]

¥

SensorinfoRetrieval

H

sensor_info = {"content"[..]

)‘s;ud =*TRB_u07 ¢ [..] ]—b[sensoua = 'TRB}@U[ ]
SensorinfoParser _‘D{se"sm-we:w“mm' ! }’{mw-"’”:wcm\(“[ 1 J/V 7/

N@m =-83 346720 J—b[

®
T~

[descnpnon:'Acce!eral[ ] }—b[descnm»nf;\ccelem[ 1 ]

[dm = <IDOCTYPE [ IJ [mm ]
7 o

®
SensorinfoOnMag

— D
Start pointof End pointof Program Input/output Flow between Input/output flow
the application  the application parameter programs of a program

(a) Data flow

Input screen
sensor_id TRB_u07_ch0

‘ Start | Run

Sensor information visualized on Google map

Map  Satellite

"TRB_u07_ch0"

Sensor Type: ‘Accelerometer”

Description: "Acceleration sensor installed on the Telegraph Road
Bridge”

Position: “Girder”

ink nsor data browser

Map Data | Terms of Use  Report a map error

(b) Execution example

Figure 14. A composite application SensorInfoOnMap
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Sensor network 1

POST

A4

/sensordata/accl

@

Web server 1
# connection =1

Serverison?

Sensor network 2

Yes

A4

_# connection ?

1

Web server 2

# connection =1

Local computer 1

POST
/sensordata/strl
GET
/sensorl IP address of

Web server 3

Serverison?

@

GET

/sensordata
/ { sensorID}

vy

A

Yes

# connection ?

< 0

A4

#

Distributed
database

Figure 15. Duplicated web servers

Web server 3
connection =0

(a) Telegraph Road Bridge (TRB)

(b) Newburg Road Bridge (NRB)

Figure 16. Bridges on the 1-275 corridor installed with bridge monitoring systems
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n: number of re-trying web service
N: max# of re-try web service

W: waiting time between loops
I

Is there a new data file(s)?

Yes

]
Wait forW

seconds

Store data file list toa local storage and label “un-transmitted” |

I

___4

Parse an “un-transmitted” data file and set n=0 |

v

Invoke the sensor data store service

Yes (or n=N)

Is status code 200?

n=n+1

Mark the file “transmitted” (or “failed”)

No

Is there un-transmitted file?
Is stop rqu

Figure 17. Workflow: application for data store automation

p
® ©
32227
32189
32293
32378
32358
32295
32206
32231
32320
32400
32342
32239
32191

® U131_CHO.dat v

(a) Raw data file

Figure 18. Sensor data file
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[{"sensor_id":"TRB_ul31l_ch0","event_
time":"2016-09-

01T12:02:12.0002Z", "data":
[32227,32189,32293,32378,32358,32295
,32206,32231,32320,32400,32342,32239
,32191,32249,32362,32412,32349,32263
,32276,32359,32423,32379,32275,32199
,32243,32347,32455,32422,32311,32253
,32311,32447,32485,32383,32250,32225
,32335,32437,32437,32355,32250,32277
,32376,32447,32418,32306,32249,32287
,32387,32433,32372,32279,32247,32285
,32365,32373,32311,32252,32252,32361

(b) Parsed sensor data



n: number of re-trying web service
N: max# of re-try web service
W: waiting time between loops

l

| Access to traffic monitoring system and download HTML document |<— V\izlct;:;;N —

| Parse the HTML document to find the URLto imagefile |

|

| Fetch the image data and convert into BLOB formatand setn=0 |

I
v

| Invoke the trafficimage store service |

Yes (orn=N)

No
<|55toprequ€sted?

Yes

Figure 19. Workflow: traffic video image collecting application

10 Acceleration at TRB_ul31_ch0

GET /sensordata/TRB_ul3l_ch0?
event_ time_begin=2016-09-
01T12:02:00.000z

&event time_end=2016-09-
01T12:02:10.000z HTTP/1.1
HOST: <ws_address>.cloudapp.azure.com

e ilitant oo

Acceleration (mg)
o 5
-

40,
12:02:13  12:02:18  12:02:23  12:02:28  12:02:33  12:02:38  12:02:43  12:02:48 12:02:53  12:02:58
Time(hh:mm:ss)

(a) Sensor data retrieved by invoking the sensor data retrieval service

GET /imagedata/Telegraph2?
event_ time_begin=2016-08-
18T18:01:00.000z

&event time_end=2016-08-
18T18:01:20.000z HTTP/1.1
HOST: <ws_address>.cloudapp.azure.com

»

(b) Traffic images retrieved by invoking the traffic image retrieval service

Figure 20. Data retrieval using web services
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Figure 21. A workflow for relating structural behaviour with temperature data
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GET /sensor?sensorType=Accelerometeré&
install=2014-08-01T00:00:00.000z&
remove=2014-08-01T02:02:00.000z HTTP/1.1
HOST: <ws_address>.cloudapp.azure.com
<-- Rest is omitted —-->

(a) HTTP request for accelerometer list retrieval

GET /sensordata/TRB_u07_ch0?
event_ time begin=2014-08-01T00:00:00.000z&
event_time end=2014-08-01T02:02:00.000z HTTP/1.1
HOST: <ws_address>.cloudapp.azure.com

<-- Rest is omitted —->

(b) HTTP request for acceleration data retrieval

GET /sensor?sensorType=Thermistoré&
install=2014-08-01T00:00:00.000z&
remove=2014-08-01T02:02:00.000z HTTP/1.1
HOST: <ws_address>.cloudapp.azure.com
<-- Rest is omitted —->

(c) HTTP request for thermistor list retrieval

GET /sensordata/TRB_u45 ch0?
event_time begin=2014-08-01T00:00:00.000z¢&
event_time end=2014-08-01T02:02:00.000z HTTP/1.1
HOST: <ws_address>.cloudapp.azure.com

<-- Rest is omitted -->

(d) HTTP request for temperature data retrieval

Figure 22. HTTP requests and corresponding CQL queries for sensor list and data

retrieval

57



2.8

2.7t : , : : , Lw

2.6

bt‘
*
*
*
»
*Q

2.5«

1st natural frequency (Hz)
£,
* 2
* e
$
3
*
»
‘.
* *
*
't
o
»
o
»
| 33 .
3:" ]
oAF
b
. HEe
5 *
*
.
e gt
g
. PRt t
'*“t -
*%
k1
£ 5
“at

230

I I i I i I i I I
Jul2013  Oct 2013 Jan 2014 Apr2014  Jul2014 Oct 2014 Jan 2015 Apr2015 Jul 2015

(a) History of first modal frequency (from August 2013 to August 2015)

2-70 ! l l ! 1 1 ! I ¥
1 § : . | — Prediction(GPML)
: * * Observations(SSl)
265k P S SO _ ) i
g [ 95% confidence interval

T 2,60 :
=
O
3
@ 255
o
@
=
o 2.50
g
o
S
2 2.45 :
— .

2.40

2.35 i ; i i i i i .

=15 -10 -5 0 5 10 15 20 25 30

Temperature(Celsius)

(b) Gaussian process regression showing the confidence interval of modal frequency

according to temperature changes

Figure 23. Patterns of modal frequency of the Telegraph Road Bridge
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® © ® 4 1275 Monitoring - Sensor x ‘Seongwoon ® © ® 3 1275 Monitoring - Sensor Data x Seongwoon

€->c €2c
Jsensor ID: Isensor ID: TRB_u07_ch0
[sensor type: |Accelerometer [Begin timestamp: 2014-10-02T00:00:00
nstalled before: [End timestamp 2014-10-02T23:59:59

Removed after Search

Sensor - Sampling b ot
D Sonsor Type  Position  Install date Rate Sensitivity _ Description 27000z  [32637,32615,32751,32837,32951,33014,33102,33071,33102,33089,33006,33161,33239,33319,33285,33319,333)
u219ch1  Accelerometer  Girder 2014-08- 200 1vig Acceleration sensor installed on the 201410
20T00:00:00.0002 Telegraph Road Bridge A dmoooz  [33247,33185,33082,33018,32910,32805,32761,32751,32713,32618,32537,32577,32598,32587,32591,32570,3254
2013-11- o
U2ZAChO  Accelerometer  Girder  3eyo:00:00.0002 290 o3V w e S0:20.000z [32467,32491,32577,32613,32610,32706,32773,32952,33105,32963,32891,32855,32945,33055,33133,33251,33))
2014-08- o
u70chz  Accelerometer  Hanger  30100:00:00.0002 2% 0833vlg  PinAccTop_Y A 0000z [33294,33289,33203,33158,33089,33001, 33014,33038, 32954, 32645, 32747,32699, 32786, 2897,32831,32710,325]
W60 Accelerometer  Grder | 2013-10- 2 1vig Acceleration sensor installed on the 0110
30700:00:00.000 Telegraph Road Bridge 000z [32417,32352,32332,32361,32416,32536,32651,32697,32733,32791,32934,32903,32855,32969,33053,32993,329
2012-12- o
BIh0  Accelerometer  Grder  367i0:00:00.0002 20 1vie ot i [34149,34652,34119,33324,32870,30444,32409,32172,32176,32423,33275, 33899, 34586, 34497,33782,33077,327)

14303 0007

(a) Sensor information retrieval (b) Sensor data retrieval

® © ® [ 1275 Monitoring - Image Data X python - Getting "cannot writ x Seongwoon ® © ® ) 1275 Monitoring - Bridge moc X Seangwoon
< c
[Camera ID: Telegraph2

1275 Monitoring User Interface

[Begin timestamp: 2016-08-18T19:00:00

[End timestamp 2016-08-18T19:00:10
Sensor |  Sensordata | Imagedata |  Bridge model |

Bridge model retreival

Bridge name: [trb

GeometricModel | FEModel (xmi) | FEModel (xisx) |
2016-08-18T19:00:01.000Z A

( Geometric model (xml) I Finite element model (xml, xIsx) )

(c) Traffic image retrieval (d) Bridge model retrieval

Figure 24. Prototype web-based user interface

® © ® g OpensriMv3.170813 x Seongwoon

& C @ Red Equation Corp. [US] https://openbrim.org/app/ FaAX O~

open X

TelegraphRoadBridge

s, whatyou wordng on?

V3.170813 BETA s
RTEmED 30 vew (O —

(a) Geometric model visualized by (b) Engineering model visualized by CSI

OpenBrIM viewer Bridge

Figure 25. Telegraph road bridge model downloaded from the web-based user interface
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Figure 26. Prototype mobile interface
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Documentation
hittp: juwe krone.co jpfpdf/2012.pdf

Manufacturer

oK SILICON DESIGNS, INC

Model number
$D2012-002

Type
Accelerometer

Contact (E-mail)

Contact (Phone)

Output
Acceleration

Unit of measure
mg

Duration
Every 2 hours

Sampling rate
2000 Hz
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(d) Sensor

information view



