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Abstract

There is a great deal of information available online regarding environmental regulations, as well as supplementary documents associated with the regulations.  The sheer volume and complexity of this information, coupled with its scattered distribution across many different sources, makes any attempt to understand and interpret the information a daunting task.  Other factors, such as the high density of cross-referencing between regulatory documents and the heavy reliance on acronyms, also contribute to reducing the readability of the documents.  Since environmental regulations have the force of law, it is important that the regulated community be able to locate, understand, and comply with them.  It is also advantageous for society to make these regulations as easy to locate and understand as possible so that the environment is protected to the extent provided by the law.

Currently, environmental regulation compliance checking is largely a paper-based process.  Where modern information technology has been utilized, it has generally been used simply to make available online versions of the paper-based guides and forms.  Our vision for the regulation compliance process is to have organized and up-to-date regulatory information and compliance assistance procedures available over the Internet.  Towards that end, we seek to develop information management frameworks that can facilitate public access to regulations and that can also facilitate the compliance process.  This will help improve the completeness of regulatory documentation available to interested parties, and will also help resolve the issue of knowing when one’s research on a regulatory topic is complete.  Information management frameworks may also improve the transparency of compliance requirements through the use of clear presentation and linking.  Transitioning the information technology used in environmental regulatory environments from the current state of online forms and scattered documentation to a state where interactive systems and organized documentation are available online could potentially have a significant positive effect on the rate of compliance among businesses.

This thesis addresses the problem of regulation compliance by developing a formal information infrastructure for regulatory information management and compliance assistance.  There are three main contributions made in this thesis.  First, a document repository containing regulations and supplemental documents is designed to facilitate gathering, storing, and categorizing these regulatory documents in order to make them more accessible.  This repository includes a suite of concept hierarchies that enable users to browse documents according to the terms they contain.  Second, an XML framework is proposed to structure the representation of regulations and the associated metadata.  The XML framework enables the augmentation of regulation text with tools and information that will help users understand and comply with the regulation.  Third, an Internet-enabled regulation assistance system is built that can guide users through regulation requirements to help them determine if they are in compliance, and also identify relevant supplementary documents.  In addition, it is shown that the system can be used as a component in online industry-specific compliance guides.
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Introduction

1.1 Motivation

There is a great deal of information available online regarding environmental regulations, as well as supplementary documents associated with the regulations.  The sheer volume and complexity of this information, coupled with its scattered distribution across many different sources, makes any attempt to understand and interpret the information a daunting task.  Other factors, such as the high density of cross-referencing between regulatory documents and the heavy reliance on acronyms, contribute to reducing the readability of the documents that can be located.  Since environmental regulations have the force of law, it is important that companies be able to locate, understand, and comply with them.  It is also advantageous for society to make these regulations as easy to locate and understand as possible so that the environment is protected to the extent provided by the laws in place.

The burden of complying with environmental regulations can fall disproportionately on small businesses, since these businesses may not have the expertise or resources to keep track of regulations and their requirements [79].  That the requirements of these complex regulations change over time further compounds the problem [93].  As noted in the Washington Post, “Deciphering and complying with federal regulations is a legal and paperwork nightmare for many businesses. To keep pace, some hire consultants – sort of regulatory accountants – to keep track of the applicable health, safety, environmental and equal-opportunity rules” [91].  This burden has been recognized and targeted by legislation designed to address the problem.  Through the Regulatory Flexibility Act (RFA) [80], amended by the 1996 Small Business Regulatory Enforcement Fairness Act (SBREFA) [92], the United States Environmental Protection Agency (EPA) has a commitment to take into account the burden environmental regulation can place on small businesses.  Among many other requirements, SBREFA requires the EPA to publish Small Entity Compliance Guides that are written in plain language, support the rights of small entities in enforcement actions (e.g., reducing civil penalties for violations), and provide Congress and the General Accounting Office with copies of all final rules and supporting analyses [81].  This act clearly recognizes the information problem facing businesses, particularly small businesses, that must comply with environmental regulations.

The United States Environmental Protection Agency was formed in 1970 to assume management of a variety of federal programs targeting the environment.  At the time, the nation was faced with major environmental issues on a number of fronts – air, water, and land.  The EPA merged 15 different agencies, or parts of agencies, into one entity to address the environmental issues.  In the early days, the EPA focused on enforcement actions to reduce pollution in major cities and industries [84].  More recently, the EPA has placed an increased emphasis on compliance assistance, rather than enforcement actions, to increase the rate of compliance with environmental regulations.

One of the EPA’s primary tasks is to develop regulations that implement statutes passed by Congress, which govern the regulated community and protect the environment.  Over time, the regulations have become increasingly complex and difficult to comprehend.  As Dawson and Davies noted in an environmental law book review, “Complex, ever-growing, and oft-adapting to the social, political, biophysical, and economic influences it faces, American environmental law in 2000 is a giant leap away from its beginnings of the late-1960s and early-1970s. … With such breadth, depth, and complexity, understanding environmental law is becoming more challenging for practitioners and the judiciary alike.” [30]. 

Some of the reasons why the current regulatory system has evolved and how the current regulatory system has a number of drawbacks were discussed by Richard Stewart in a recent law review article.  Two paragraphs from this article illustrate why new information tools for working with regulations are becoming a necessity [95]:

“The U.S. environmental regulatory system has contributed substantially to reducing or limiting increases in air and water pollution and toxic waste problems, and has also furthered natural resource protection and preservation. … Despite its accomplishments, however, the U.S. environmental regulatory system suffers from a number of well-known shortcomings, including fragmentation, rigidity, complexity, and high compliance and administrative costs. These deficiencies were of less importance in the early stages of environmental regulation, when it was imperative to halt and reverse rising levels of pollution and hazardous waste, clean up extremely hazardous waste dumps, and halt highly destructive ecosystem alteration. It was concluded that only the federal government could ensure that these urgent needs would be met. … A series of centralized command-and-control regulatory programs aimed at particular types of environmental problems were established through separate statutes enacted by Congress in piecemeal fashion.  Command regulation targeted on major facilities and development projects promised and often delivered effective action. The inherent inefficiencies of the command system were not apparent or of much concern because the means of reducing pollution and waste were obvious and controls were relatively cheap to implement. Different statutes were enacted for the control of pollutants and wastes discharged into different media and each such statute contained a variety of separate provisions aimed at different types of sources or problems with little or no attempt at overall consistency or coordination. The resulting fragmentation and lack of coordination in the overall regulatory effort were of little concern because it was thought important to target controls on the most obvious and accessible environmental problems quickly rather than devote the time and effort necessary to construct an integrated regulatory system.

The situation that we face now and for the future is in many important respects quite different. Major sources of pollution and wastes are already tightly controlled. Further reductions will be quite costly and require significant advances in technologies and the organization of production, distribution, consumption, and treatment of post-consumer residuals. In order to sustain further environmental progress in the face of continued economic growth, not only must additional reductions be obtained from major sources, but discharges from small, non-point or area sources must be significantly curtailed, including those in the consumer, services, and agricultural sectors.”

The shift in target of modern regulation towards smaller sources of environmental pollution, coupled with the lack of an easily comprehensible regulatory structure sets the stage for the research work presented in this thesis.  Smaller entities, which often lack the expertise to research environmental regulatory requirements using current tools, will benefit from the application of modern information technology to develop tools that help them identify what they need to do in order to be in compliance with all applicable regulations.

With more tools to assist businesses in understanding compliance requirements, greater compliance with environmental regulations could be achieved.  In a law review article on the foundations of environmental law, David Spence argued that, “… there is ample reason to believe that most businesspeople are guided by the desire to comply with environmental laws because (1) they consider themselves law-abiding citizens, (2) they value environmental protection, (3) they seek to avoid the public condemnation that accompanies non-compliance, or (4) all of the above” [93].  He further argued that “there is ample reason to believe that a growing percentage of environmental violations result from a misunderstanding of regulatory requirements or are otherwise unintended.”  Information technology can potentially and beneficially be applied to address these issues, helping people to better understand regulatory requirements, and therefore reducing environmental regulation violations.  This thesis describes research work that investigates how information technology can be used to help people better understand regulatory requirements.

1.2 Current Compliance-Assistance and Vision for the Future

The current state of environmental regulation compliance checking is largely a paper-based process.  Where modern information technology has been utilized, it has generally been used simply to make the paper-based guides and forms available online.  The compliance process varies significantly between industries.  Even within an industry, the process can vary from company to company depending upon its size, product line or service offerings, and the type of expertise it maintains on staff.  However, the significant drain on resources that results from spending the time and money necessary to find and interpret environmental regulations has been a common theme and concern among the businesses interviewed for this research work.

Earlier research by Jie Wang that laid the groundwork for this project has identified a clear need for greater use of information technology in environmental regulation [106].  Through interviews with semiconductor companies, waste treatment storage and disposal facilities (TSDF), and law firms, it was found by Wang that, “All parties agree that a new automated information management system capable of conducting hazardous regulation compliance checking over the Internet is necessary” [106].

In terms of process, a large computer manufacturing company that maintains staff trained as environmental compliance experts faces many of the same problems as a small auto repair shop.  Both must deal with the difficult task of tracking down all the necessary regulations that apply to their business.  Both must identify any additional documents and information associated with the regulations that might affect the interpretation of the regulation.  Both must examine carefully the regulations, trying to understand the terminology and develop an interpretation of the regulation requirements.  The larger companies have more resources – person-hours, tools, money, and expertise – to dedicate to these tasks, but many of the problems they must deal with are the same as those faced by the small businesses.  

Businesses often resort simply to searching the Internet for documents that might help them understand what regulations apply to them, and what the requirements of these regulations are [26].  Businesses that were interviewed for this research work often keep a set of agency websites that they would comb through looking for relevant information, and they would augment this set of websites with searches on web search engines such as Google.  A better-equipped company might also have access to specialized legal information retrieval tools, such as Westlaw or LexisNexis, to help identify relevant documents.    

Both large and small companies have the problem of not knowing when their regulatory research is complete, or if the material they are working with is the most up-to-date.  They also have difficulties in determining if their interpretation of the regulation requirements is correct.  Most of the companies interviewed for this project would make a good-faith effort to track down relevant regulatory information, and would then make a good faith effort at interpreting the requirements of the regulation.  All of the companies that were interviewed felt that locating and interpreting the relevant regulations is a complex and difficult task, even with the help of supplementary information.

Our vision for the future of the regulation compliance process is to have organized and up-to-date regulatory information and compliance-checking assistance procedures available online.  Towards that end, we seek to develop information management frameworks that can facilitate public access to regulations and that can also facilitate the compliance process.  This will help improve the completeness of regulatory documentation available to interested parties, and will also help resolve the issue of knowing when one’s research on a regulatory topic is finished.  Information management frameworks may also improve the transparency of a regulation’s compliance-requirements through the use of clear presentation and linking.  Transitioning the information technology used in environmental regulatory environments from the current state of online forms and scattered documentation to a state where interactive systems and organized documentation are available online could have a significant positive effect on the rate of compliance among businesses.

1.3 Current State of E-Government

Digital government, electronic government, or e-Government, are synonyms that refer to using information technology, particularly Internet-based technology, to improve government services.  This section discusses the current state of information systems for improving e-government.  The growing need to address information problems in the environmental regulatory domain has coincided with new research on the application of information technology to the functioning of the government [76-78], so there is a spectrum of work that could be addressed.  This section will focus on some of the most relevant work that has been done.

1.3.1 Practice in Government

This section describes the current state of practice for applying information technology to the communication of government policies and laws.  The application of information technology can be focused on a number of different types of interactions, including government to citizen, government to business, or government to government.  Typically these applications are in the form of web portals to organize information available online.  Some of these portals contain custom-built expert systems to help users find relevant information.  A selection of these portals and systems are described in this section.

1.3.1.1 Government to Citizen

There are a number of web portals dedicated to improving the interaction between the government and citizens.  GovBenefits.gov
 aims to assist citizens in identifying all government benefits and services for which they may be eligible.  The GovBenefits.gov project is a partnership of many government agencies and organizations, managed by the Department of Labor.  The site uses a series of increasingly narrow questions to determine a list of programs for which a user may be eligible.  While the site currently focuses on federal benefits, there are plans to expand coverage to state benefits as well.

The Recreation One-Stop project is a data sharing initiative by the Department of the Interior to build a portal, Recreation.gov
, for citizens interested in information on government recreation sites.  This portal provides information on a variety of government-managed recreation sites, along with links to any associated websites.  The database upon which the portal operates is freely available for download as an XML document, so as to establish a data standard and facilitate data sharing.

FirstGov.gov
 is an initiative to build a gateway to all government information and services available electronically.  Since this U.S. Government portal went online on September 22nd, 2000, it has grown to include searchable access to over 186 million web pages from a number of government sources: federal and state governments, the District of Columbia, and U.S. territories.  The portal links users to a number of gateways for citizens, businesses, and government employees.  This portal addresses the problem of fragmented information being offered by a multitude of government agencies.  The services offered to citizens cover a wide range, including finding government benefits, applying for government jobs, renewing driver’s licenses, and applying for social security.

EPA.gov
 is the primary EPA portal on the web.  In addition to providing regulatory information to businesses, this website provides a number of features for citizens online.  For example, information on a variety of emissions and environmental data is available from dynamically generated maps through the EnviroMapper system.  The EPA website provides a broad coverage of environmental and regulatory information that citizens can use to learn more about environmental issues and what the government is doing to address them.  In addition, the website provides a sub-portal for kids and teachers that provides environmental information in a less-technical form designed to be more accessible for children.

1.3.1.2 Government to Business

Some e-government projects that target government to citizen interactions also target government to business interaction.  Among the web portals of note that cover both of these areas are the EPA.gov and FirstGov.gov websites.

Much of the information available on the EPA.gov website that benefits citizens may also be useful to businesses.  In addition, a large component of the EPA website addresses businesses in particular.  The website provides access to a great deal of information on statutes, regulations, proposed rules, and guidance documents.  There is also a directory containing over 800 different topics, and numerous links to partner websites that provide additional services such as compliance assistance information.

Another project managed by the EPA is the E-Rulemaking project Regulations.gov
.  This project is designed to increase and improve participation in federal rulemaking by citizens, businesses, and other entities.  In addition, the EPA hopes the system will streamline rulemaking processes and improve efficiency of the agency’s internal processes.  Through Regulations.gov, it is possible to search for proposed regulations, review the relevant documents, and submit comments on the proposed rules.  In a recent E-Government Strategy publication, the Bush administration has gone so far as to state, “… with the implementation of the E-Rulemaking initiative, businesses will no longer need the assistance of a lawyer or lobbyist to participate in the regulatory process” [20].

The e-CFR
 project, managed by the National Archives and Records Administration’s (NARA) Office of the Federal Register (OFR) and the Government Printing Office (GPO), is a prototype project to provide the Code of Federal Regulations in an electronic format.  The e-CFR allows users to view an up-to-date version of the frequently updated Code of Federal Regulations.  Since printed regulations rapidly become out of date, providing current regulations online is a significant improvement.

FirstGov.gov provides a gateway for businesses and non-profits.  The business section of the FirstGov.gov portal offers a range of information and services.  Information provided by FirstGov.gov includes business data and statistics, how to buy and sell to the government, and financial assistance and tax information.  Services provided online include filing wage reports, getting an exporters license, or registering for an Employer ID Number.

Export.gov
, managed by the Department of Commerce, is a web portal designed to provide access to all export-related assistance and marketing information provided by the U.S. Federal government.  It is particularly targeted at small and medium-size businesses interested in conducting businesses abroad.  The Export.gov portal provides information on all stages of the export process, along with hyperlinks to related information (e.g., agricultural or other export statistics) and agencies. 

BusinessLaw.gov
, managed by the United States Small Business Administration, is a web portal for businesses, particularly small businesses, designed to provide an online guide to legal and regulatory information.  The portal is a gateway to federal, state and local information relevant for businesses.  In addition to “plain English guides” and standard search tools, BusinessLaw.gov provides a number of interactive tools and decision trees to help users find information.

1.3.1.3 Government to Government

E-government initiatives targeting government to government interactions generally aim to improve coordination between various government agencies or levels of government (i.e., federal, state or local governments).  Similar to the initiatives described in the government to citizen, or government to business sections, the initiatives described here address more than one audience, but the primary target is government to government interactions.

The GeoSpatial One-Stop initiative, managed by the Department of Interior, is developing the geodata.gov
 portal to simplify the ability of all levels of government to access and share map-related data.  This portal may increase government efficiency by consolidating redundant data and improving inter-government coordination.  Users can publish geospatial data, search for geospatial data, browse maps, and sign up for email notifications when new data is added that satisfies user-specified criteria.  This service is useful for a wide variety of government activities such as disaster management, environmental protection, planning and decision-making.

The DisasterHelp.gov portal
, part of the Disaster Management e-Government initiative, is designed to provide federal, state and local emergency mangers with online access to disaster management information.  This includes continually updated information on current disaster situations, as well as tools for planning and managing a disaster response.

The Department of Health and Human Services is leading the Grants.gov
 e-Government initiative, which aims to simplify the grant management process.  Grants.gov plans to provide a centralized online system for finding grants from any federal agency.  This will not only make things simpler for grant applicants, but also will simplify the management of grants and eliminate redundancies by standardizing federal grant management activities among agencies.

1.3.1.4 Summary of Government Portals

All of the government portal initiatives described above are significant improvements in the delivery of government services.  The primary drawback of the systems is that they require manual linkages, and therefore must be manually updated.  The manual updating of these systems requires a heavy maintenance load in order to keep them current.  The work presented in this thesis will demonstrate how a regulatory support system can be constructed such that it requires less manual maintenance.

1.3.2 Expert Systems

Software systems that encode knowledge from a human expert and use that information to provide advice to users are generally called “expert systems.”  Various types of decision support systems and expert system technologies have been around since the 1960’s.  Early examples include the DENDRAL project [54] that analyzed chemical structures, the MYCIN project [90] that was a medical treatment advisor, and Digital Equipment Corporation’s XCON system [7] for computer system configuration.  Many expert systems have been developed for both research and commercial purposes since then.  Some of the portals described earlier also make available expert systems or decision tree systems to assist users in understanding certain legal requirements.  

There are a number of expert systems available through the government portal sites.  A few of these systems are described below:

· The Auto Dismantler & Recycler Environmental Audit Advisor is designed to help users understand environmental regulations that apply to their work, as well as help users figure out what they need to do to comply with the regulations.

· The Motor Vehicle (Class V) Waste Disposal Wells Advisor is designed to help users understand an EPA rule governing motor vehicle waste disposal wells, in addition to helping users figure out what they need to do to comply with the rule.

· The OSHA Fire Safety Advisor is a system available online as one of the Department of Labor’s elaws Advisors systems, which are designed to help employees and employers learn about federal employment laws.  The Fire Safety Advisor targets employers’ responsibilities and asks a series of questions so that it can identify potential fire safety violations.  The system provides excerpts of regulation provisions that the employer may be in violation of as results.

· The I-9 Employment Eligibility Verification Form Wizard is available through BusinessLaw.gov.  This system is designed to help business owners determine if they need to fill out an I-9 Employment Eligibility Verification form for an employee by asking a series of questions.  If the user needs to fill out the form, the system can help the user fill out the I-9 form on-line by asking another set of questions required to complete the form.

To the best of our knowledge, these systems were all manually created with expert system shells that use “If…Then” rules.
  Systems that are largely built manually using this approach may have a high initial reliability, but they tend to be brittle if changes to the rules need to be made.  These types of systems also tend to be expensive to create, thus hindering them from achieving wide spread adoption.  

Perhaps the most significant limitation of the systems currently available online is that they do not directly map to the regulations or legal documents that they represent.  The failure to map to the source documents creates four significant disadvantages.  First, because users do not see the regulation text as they interact with the system, users may have difficulty understanding the results produced by the system.  Second, since users do not see the regulations during processing they may have trouble learning how the regulation works, and may have difficulty re-tracing the results of the system on paper for validation purposes.  Third, since users cannot track how the system is proceeding with its analysis, they will have trouble investigating background information on issues or questions the system raises.  This third point means that the system is frozen in time, since any information not encapsulated in the system at the end of its development cannot be conveyed.  It also means the system loses value as a learning tool since it is difficult for users to use the system as a point of departure from which to look for more information.  Fourth, updating the system as the regulation changes is difficult, since without a mapping between the regulation and the rules in the system it may not be clear what parts of the system need to be changed when the regulation is altered.  The research work described in this thesis aims to provide an information management framework that is capable of providing guidance similar to that provided by expert systems, while alleviating the four drawbacks identified above.

1.3.3 Legal Information Systems

Digital technology has significantly impacted the way legal practitioners identify appropriate legal material.  Legal information providers like Westlaw and LexisNexis make available massive databases that can be searched using keywords or natural language to identify relevant legal documents.  Westlaw and LexisNexis currently dominate the legal information provider marketplace in the United States.  The vast document collections provided by these companies include a large number of topics from federal and state case law, a range of legal and news publications, and a variety of public records and filings.  The value of these databases is such that they have become essential tools for many legal professionals [70].

These professional legal information services can be prohibitively expensive [107].  In addition, the organization and annotation of the information available through these services is tailored to legal professionals.  The high cost of Westlaw and LexisNexis and their focus on the legal professional audience make them an inaccessible option for many companies, particularly small companies, that are interested in investigating regulatory requirements.

With the advent of the Internet, a number of smaller legal information providers emerged.  FindLaw.com
 was among the more popular and successful of these services.  FindLaw started in 1995 as a list of Internet websites that was assembled for a workshop of the Northern California Law Librarians, and was launched as a commercial service in early 1996.  This free service quickly grew in popularity, and in 2001 it was acquired by West Group (the parent company of Westlaw).  While the FindLaw success story illustrates the demand for more affordable alternatives to Westlaw and LexisNexis for legal information, it does not address the issue of providing regulatory (legal) information for the non-legal professionals.

1.4 Regulatory Information Infrastructure

To better understand the context for the work described in this thesis it is useful to examine the broader issue of what a complete environmental regulatory infrastructure might contain.  A complete infrastructure should provide a formal and practical way to enhance the access and retrieval of government regulations as well as to provide support for the users, framers and critics of the regulations.  The infrastructure must have a formal basis in order to scale to the size and range of regulatory problems that it is designed to address.  The development of ad hoc solutions will result in a patchwork of partial solutions that cannot scale to address the range of issues presented by the environmental regulatory domain.  The infrastructure must be practical, since it is designed to address a practical problem with real world ramifications.  There are five key areas in which work needs to be done to provide an environmental regulatory infrastructure.  These areas are:

· Development of repositories and access tools:  Gathering repositories of regulation documents allows for more effective searching and organization techniques to manage regulatory information.  Repositories are a core building block for the development of many other tools.  Access tools are necessary to make use of the information in the repository.  In order to achieve broad accessibility for the information the repository must be accessible via the Internet.  A variety of approaches are possible for providing this access.

· Development of ontologies:  Ontology development entails the development of a formal vocabulary and structural thesauri to describe terms in the regulatory domain.  These ontologies will enable, among other things, greater interoperation between regulatory domains by addressing the language barrier created by different terminologies.

· Development of representational formalisms:  Structuring the representation of regulations and other important regulatory documents will allow more effective software-based processing of these documents.  Documents should be structured to allow for annotation with meta-data that can be used by a variety of software tools.

· Development of analysis tools:  Analysis tools facilitate a number of undertakings such as the identification of conflicting regulations, the investigation of the impact of a new regulation, or the investigation of the impact of repealing a regulation.

· Development of online compliance checking tools:  Online compliance checking will make it easier for entities to determine if they are in compliance with regulations.

The research work described in this thesis addresses three of these five research areas:  development of repositories and access tools, development of representational formalisms, and the development of an online compliance checking system.

1.5 Research Goals

The primary goal of this work is to explore and present solutions to the information problem posed by the environmental regulatory system.  Through the application of information retrieval techniques and development of new methodologies, this work aims to develop a formal information infrastructure for regulatory information management and compliance assistance.  The experimental scope of this work covers Code of Federal Regulations (CFR) Title 40: Protection of the Environment.  Implementation examples focus on the regulations covering hazardous waste and the management of used oil.

There are three main elements of research and development addressed in this thesis.  The first is the creation of a document repository containing federal and state regulations and supplemental documents.  This repository includes a suite of concept hierarchies that enable users to browse documents according to the terms they contain.  The second is an XML framework for representing regulations and associated metadata.  The XML framework enables the augmentation of regulation text with tools and information that will help users understand and comply with the regulation.  The third element is the creation of a regulation assistance system (RAS) built upon the XML framework and document repository.  The relationship between these elements is shown in Figure 1.1.  The document repository lays part of the foundation for the regulation assistance system.  The XML regulation structure provides the core data structure for the regulation assistance system.  The regulation assistance system builds upon and extends work done for both the regulation repository and the XML regulations.
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Figure 1.1 Relationship between RAS, document repository and XML regulations

The major research questions this research work seeks to address are:

· How can we more effectively organize regulatory information? 

· How can we make the information and rules encoded in regulations more accessible to the people who need to understand it?

· How can we represent the information and rules in environmental regulations in a computer interpretable format?  In other words, what can be done to represent the information and rules in a way that software systems can better work with them?

· If we can represent a regulation’s information and rules in a computer interpretable format, how can we structure this information to assist with regulation compliance checking?

We have consulted with a number of individuals from industry, government and academia throughout the course of this research work.  Individuals from government and industry whom we have consulted with include: a senior regulatory advisor from EPA Region 9; a superfund project manager from EPA Region 9; an environmental compliance manager from a major computer manufacturer; a lawyer with extensive experience in environmental law; an environmental health and safety specialist for a used oil recycler; an owner of a small auto repair company, a number of regulatory compliance officials from nearby local governments; and representatives from Stanford’s environmental health and safety department.  In addition to meeting with these contacts individually, we have organized a small workshop at Stanford attended by many of these individuals.  We have also forwarded our work to a number of agencies for comments and suggestions.  This group of diverse individuals from industry and government plays an important part in this project due to the applied nature of this research.  We value the feedback from a range of perspectives because it helps us focus on practical solutions.

1.6 Thesis Outline

The objective of this research is to develop an Internet-enabled software framework that facilitates the identification and understanding of relevant environmental regulations by taking advantage of modern computer science techniques.  The framework is designed to provide users, developers, and public critics of regulations with a tool that helps them work with regulatory documents. 

The rest of this thesis is organized into the following five chapters:

· Chapter 2 covers the document repository and access tools developed in this research work.  The chapter introduces background information on supplemental regulatory documents and why these documents are important.  Some terminology from the information management field will also be introduced.  This will be followed by a discussion of some different types of categorization systems.  The approach for developing classification structures in this work will then be introduced, and examples of the classification structures that have been created in the demonstration system will be provided.  Finally, some of the more promising extensions possible for the document repository will be presented.

· Chapter 3 describes an XML framework for the representation of regulations.  First, a brief review of the various common approaches for the representation of documents and regulations will be given.  Second, the XML regulation structure developed in this thesis will be introduced, and the parsers for converting regulations into the XML structure are described.  Third, the meta-data elements added to the XML regulation, such as concepts, definitions, references and legal interpretations, will be described in detail.  The remainder of the chapter will describe the XML structuring of regulations and the annotation of these XML regulations with meta-data.

· Chapter 4 discusses the development of a regulation assistance system (RAS).  This system guides a user through regulation requirements to assist them in determining if they are in compliance with the regulation.  The required extensions to the XML regulation standard from Chapter 3 are also examined in detail in this chapter.  First, an overview of how the regulation assistance system works, and the motivation for it, will be provided as a point of reference.  Second, propositional and predicate logic will be briefly introduced as a form of metadata.  Third, the other types of metadata added to the XML regulations to enable a logic-based compliance-assistance system will be discussed.  Fourth, the algorithms used for compliance checking will be examined.  Fifth, the use of the regulation assistance system will be illustrated with examples, including an example of how the system can help the users who are unsure of how to best comply with a regulation.  Finally, related research work in this area will be reviewed.

· Chapter 5 discusses the regulation assistance system in the context of the overall compliance problem.  An example of how other software tools can build upon the compliance assistance framework is also provided.  This example will address the issue of identifying relevant regulation provisions with which one needs to comply.

· Chapter 6 summarizes the contributions of this thesis and examines areas important for future research work.  This chapter also discusses how the research work described in this thesis fits into the wider context of legal issues, regulatory issues, and security and privacy issues.

Document Repository 

1.7 Introduction

One of the primary objectives for this research work is to develop a formal process for building a document repository for environmental regulations.  By document repository, we mean a place to store, organize, and make regulatory documents available for retrieval.  For research purposes, the prototype document repository contains 125 megabytes of text-based content downloaded from the federal Environmental Protection Agency’s (EPA) website, the Westlaw online legal information system, and other online sources.
  We recognize the range and volume of supplementary documents for environment regulations, and our current document repository only represents a small fraction of all candidate documents.  A complete environmental regulation-oriented document repository should contain the supporting documents for all sections of all environmental regulations.  The number of documents gathered in this project was for demonstration purposes only, and is sufficient for the research work described in this thesis.  

Supplemental documents are important because they often contain information that is necessary for the accurate interpretation of the regulations to which they refer.  Since the compliance assistance system uses the “used oil” regulations as its demonstration domain, the document repository contains a large number of supplemental documents dealing with used oil.  These supporting document types include regulation preambles, administrative decisions, guidance documents, federal cases, letters from the general counsel of the EPA, as well as letters of interpretation from the EPA.

The contents of the document repository are available through a search interface or the mediation of one or more searchable concept hierarchies.  A commercial software package from Semio Corporation
 has been employed to populate these concept hierarchies with documents according to the terms they contain.  Documents receive topical XML metatags based upon which categories they inhabit.  To date, the repository text has been categorized in a number of ways, including an alphabetical index of terms, according to the EPA’s list of extremely hazardous substances, and according to topic areas of regulation and pollution.  These categorization structures are used to search the document repository for texts that address a common topic even when those texts do not explicitly reference one another.

This chapter will first introduce the background information on supplemental regulatory documents and why these documents are important.  Some terminology from the information management field will also be introduced.  This will be followed by a discussion of some different types of categorization systems.  The approach for developing classification structures in this work will then be introduced, and examples of the classification structures that have been created for the demonstration system will be provided.  Finally, some of the more promising extensions possible for the document repository will be discussed.

1.8 Environmental Regulatory Documents

1.8.1 Federal, State, and Local Regulations

The EPA develops federal environmental regulations to implement statutes passed by the U.S. Congress.  The regulations developed by the EPA provide the detailed requirements and procedures necessary to satisfy the objectives of the statutes.  The Administrative Procedures Act (APA) governs the rule-making procedure used by the EPA to promulgate new regulations [1].  The APA provides for some different approaches to developing regulations, but the informal rule making approach is the most commonly used method [102].  In the informal rule making approach, the EPA must publish a notice of the proposed regulation in the Federal Register.  The Federal Register is the official daily publication that federal agencies and organizations use to publish their regulations, proposed regulations, and other official notices.  Interested parties then have a period of time, usually at least 30 days, to submit comments on the proposed regulation.  After considering the comments, the EPA may then publish the final regulation in the Federal Register, and after another 30 days the agency can begin to implement the new rule [69].  The new rule is added to the Code of Federal Regulations (CFR), which is a codification of the general and permanent regulations published in the Federal Register.

The structure of environmental agencies and programs varies from state to state, so environmental regulations can also be issued by various state agencies responsible for the environment.  All states are governed by federal regulations, with many states having authorization from the EPA to administer federal environmental policy in their state.  In this case the state will have environmental regulations that meet the federal standards and comply with the federal regulations.  In states that do not have authorization to administer federal environmental policy, both federal and state regulations will be in force.  In this case, federal regulations will always need to be satisfied, but state regulations may add additional or stricter regulations that must also be satisfied.

The power of local government to enact environmental laws varies from state to state, according to the power granted by the state to the local governments.  The processes and laws that occur at this level of government vary too much to summarize here, but regulation at the local level has become increasingly significant in recent years.  In a law review article on the advent of local environmental law, John Nolon notes, “… there has been a remarkable and unnoticed trend among local governments to adopt laws that protect natural resources. These local environmental laws take on a number of forms. They include local comprehensive plans expressing environmental values, zoning districts created to protect watershed areas, environmental standards contained in subdivision and site plan regulations, and stand-alone environmental laws adopted to protect particular natural resources such as ridgelines, wetlands, floodplains, stream banks, existing vegetative cover, and forests” [68].

1.8.2 Supporting Documents

Supporting documentation for regulations is available from a large number of sources.  The dispersed nature of this material makes it difficult for individuals to find all the relevant documents for regulation provisions.  This research addresses this issue by building a repository in which it is be possible to store all regulation material.  The supporting information may exist in a variety of different document types, such as regulation preambles, guidance documents, letters of interpretation, letters from the general counsel of the EPA, memos, court cases, and administrative decisions.  

A regulation preamble provides the justification for a regulation’s rules and is published along with the regulation.  Black's Law Dictionary (7th ed. 1999) defines preamble as “an introductory statement in a constitution, statute, or other document explaining the document's basis and objective; esp., a statutory recital of the inconveniences for which the statute is designed to provide a remedy.”  Although a preamble is not considered part of the official regulation, it provides some background for why the rule was developed.  This background often includes why the EPA chose the regulatory structure defined in the regulation.  Preambles generally cover topics such as: whom the regulation will affect, what studies were performed that have indicated the need for the regulation, and how the regulation addresses selected public comments received by the EPA on draft regulations.  Preambles can provide valuable guiding principles for how the EPA interprets the text of the regulation. 
Guidance documents, also known as non-binding guidance or interpretive documents, are informal policy documents that elaborate on how the EPA interprets or implements regulation requirements.  These documents do not have the force of law.  Guidance documents do not go through formal rulemaking procedures, and they are not legally binding on the regulated community.  Guidance documents can, however, play a very significant role in determining how to comply with a regulation.

Letters of interpretation, memos, and administrative decisions are all forms of supplementary documents that, while less formal than guidance documents, may provide information similar to a guidance document on how the EPA interprets or implements regulation requirements.  While these documents are not themselves legally binding, similar to guidance documents they provide important information on how the EPA may treat legally binding regulation requirements.

Court cases can shape environmental regulations through enforcement decisions or the application of judicial review.  Enforcement decisions are decisions by courts on cases about the enforcement of environmental laws.  The results of enforcement decisions by the courts can affect the compliance process through the clarification of ambiguous laws.  For example, in the U.S. v Plaza Health Laboratories case the court decided that in the application of the Clean Water Act a person could not be considered a “point source” for pollution, overturning previous convictions against an individual for polluting the Hudson River [100].  The clarification of the interpretation for point sources, which are an important category for determining regulatory requirements, is an example of how courts may affect the regulatory system through decisions in enforcement proceedings.

Judicial review is a court’s authority to “determine the legality and constitutionality of an action of a government official, agency, or legislative body” [42]. Fred Anderson, in an article in the Duke Environmental Law & Policy Forum, notes that judicial review is an important part of the regulatory process [3]: 

“Judicial review of agency action plays a critical and distinctive role in the oversight of agency rulemaking. In contrast to legislative oversight, which focuses on an agency's budget and effectiveness, or executive supervision through the selection of agency leadership and policy, review of agency conduct by a court focuses on legality and reasoned decision-making. In this way, judicial oversight supplements political controls on administration by checking whether the agency is acting in accordance with the will of the political branches as expressed in its enabling legislation. Judicial oversight can also serve as a second look at the exercise of reasoning and expertise by agencies. As an independent check on the validity of administrative decisions, judicial review also contributes to the political legitimacy of regulation. 

Specifically, judicial review seeks to ensure that agency action violates no constitutional command (e.g., due process), is authorized by statute or other law, observes procedural requirements, and has a substantial basis in fact and reason.” 

Since courts may strike down or change the interpretation of regulations as a result of judicial review, court cases may provide insight into how a regulation will be interpreted.  It is therefore important that information on court cases be available in the document repository.

1.8.3 Why Supplementary Documents are Important

While generally not legally binding, supplementary documents can be important sources of information, without which it may be difficult to fully comply with environmental regulations.  This section provides some background on the importance of supplementary documents.

The Beazer East, Inc. v. U.S. EPA case provides an example of the importance of supplementary regulation documents [9].  In this case the EPA brought action against Beazer East for violating RCRA groundwater-monitoring regulations with regard to its plant’s aeration basins.  Beazer claimed the aeration basins were “tanks”, not “surface impoundments”, and were therefore not subject to RCRA groundwater-monitoring regulations.  The primary issue the court resolved in this case was whether or not, under RCRA regulations, Beazer’s aerations basins qualified as “tanks” or if they should be treated as “surface impoundments.”  Beazer’s aeration basins consisted of six-inch thick reinforced concrete basins approximately 15ft deep and 80ft across, built into the ground.  In 40 CFR, Section 260.10, a “tank” is defined as:

“Tank means a stationary device, designed to contain an accumulation of hazardous waste which is constructed primarily of non-earthen materials (e.g., wood, concrete, steel, plastic) which provide structural support.”

The regulation also defines “surface impoundment” as:

“Surface impoundment or impoundment means a facility or part of a facility which is a natural topographic depression, man-made excavation, or diked area formed primarily of earthen materials (although it may be lined with man-made materials), which is designed to hold an accumulation of liquid wastes or wastes containing free liquids, and which is not an injection well. Examples of surface impoundments are holding, storage, settling, and aeration pits, ponds, and lagoons.”

 An internal EPA memo, known as the “Weddle memorandum”, clarified the tank and surface impoundment definitions by using “structural support” as the deciding factor.  The memo stated that in order for something to be classified as a tank, it must have sufficient structural support to maintain structural integrity even if removed from the ground and free standing.  Beazer conceded that its aeration basins did not meet the standards laid out in the Weddle memorandum.  Beazer claimed it had been deprived of adequate notice, however, since the standard described in the Weddle memorandum amounted to a new “rule” that had been adopted without the notice and comment procedures required by Section 553 of the Administrative Procedures Act (APA) [1].

The court found in favor of the EPA, ruling that the Weddle memoradum was an “interpretive rule”, not a “legislative rule”.  Interpretive rules are exempted from the notice and comment requirements of the APA.  Legislative rules, which must be promulgated in accordance with the APA, are rules that impose new duties upon regulated parties and have the force of law.  Interpretive rules interpret language already existing in regulations, simply stating what an agency thinks a regulation means.  Since the EPA’s interpretation of the tank requirements was reasonable and consistent with the regulation, the court ruled against Beazer in the case.

Supplementary information has taken on such importance in recent years that the EPA has come under criticism for possibly attempting to avoid the due process requirements of the APA by using informal documents to set policy [96].  A description of how supplementary documents can be used to set important aspects of policy was provided by the U.S. Court of Appeals for the D.C. Circuit in Appalachian Power Company v. EPA [4].  The court criticized the EPA for using supplementary documents to circumvent the requirements of the APA and avoid judicial review of its lawmaking:

“The phenomenon we see in this case is familiar.  Congress passes a broadly worded statute.  The agency follows with regulations containing broad language, open-ended phrases, ambiguous standards and the like.  Then as years pass, the agency issues circulars or guidance or memoranda, explaining, interpreting, defining and often expanding the commands in the regulations.  One guidance document may yield another and then another and so on.  Several words in a regulation may spawn hundreds of pages of text as the agency offers more and more detail regarding what its regulations demand of regulated entities.  Law is made, without notice and comment, without public participation, and without publication in the Federal Register or the Code of Federal Regulations.  With the advent of the Internet, the agency does not need these official publications to ensure widespread circulation; it can inform those affected simply by posting its new guidance or memoranda or policy statement on its web site.  An agency operating in this way gains a large advantage.  “It can issue or amend its real rules, i.e., its interpretative rules and policy statements, quickly and inexpensively without following any statutorily prescribed procedures.”   Richard J. Pierce, Jr., Seven Ways to Deossify Agency Rulemaking, 47 ADMIN. L.REV. 59, 85 (1995).  The agency may also think there is another advantage--immunizing its lawmaking from judicial review.”

In some cases, courts have struck down supplementary documents for overstepping their bounds as interpretive documents.  For example, in the case Appalachian Power Company v. EPA [4] the court found that the EPA issued a guidance document that “broadened underlying EPA rule and its promulgation was thus improper absent compliance with formal rulemaking procedures”.  The court then set aside the guidance document in its entirety.

Supplementary documents play a very important role in environmental regulations.  For this reason, it is critical that individuals writing, enforcing, or seeking to comply with regulations have access to all relevant and available supplementary documentation.  The 


document repository described in this chapter is designed to make these important documents more accessible.

1.9 Categorization of Documents

This section explores the use of categorization systems as an organizing principle for the document repository.  Categorization systems allow us to classify or categorize (the two terms are used interchangeably here) documents into modular hierarchical structures so that they are easier to browse and search.  Browsing documents according to a categorization structure is a natural way to navigate documents.  This is a common approach popular among web directories for web page searching.  An example from the document repository is shown in Figure 2.1.  First, the nature of categorization will be discussed.  Categorization is a natural, yet challenging, approach to use for organizing information.  Second, some information retrieval issues and terminology will be discussed.  Third, the remainder of this section will focus on approaches for constructing categorization systems.

1.9.1 Categorization

There is a wide variety of terminology in use for classification work.  For purposes of clarity, we will use the same terminology as used by Charles Heenan in his manuscript on classification [41].  Because the terms “taxonomy” and “ontology” take on a variety of definitions in the literature, we will use the terms “classification hierarchy,” “categorization hierarchy,” “classification structure,” and “categorization structure” instead of “taxonomy” or “ontology”.  For a detailed history and more general treatment of classification the reader is referred to [41].
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Figure 2.1 Example categorization of the document repository

A paper by Kenneth Bailey [6] contains an excellent introduction to classification.  The following excerpt from Bailey’s work also leads to why classification structures are an excellent fit for a regulation repository:

“In its simplest form, classification is merely defined as the ordering of entities into groups or classes on the basis of their similarity.  Statistically speaking, we generally seek to minimize within-group variance, while maximizing between-group variance.  This means that we arrange a set of entities into groups, so that each group is as different as possible from all other groups, but each group is internally as homogenous as possible.  By maximizing both within-group homogeneity and between-group heterogeneity, we make groups that are as distinct (nonoverlapping) as possible, with all members of a group being as alike as possible.  … 

Almost everything is classified to some degree in everyday life, from chewing gum (bubble and nonbubble), to people (men and women), to animals, to vegetables, to minerals.  Grouping objects by similarity, however, is not quite as simple as it sounds.  Imagine that we throw a mixture of 30 knives, forks, and spoons into a pile on a table and ask three people to group them by “similarity.”  Imagine our surprise when three different classifications result.  One person classifies into two groups of utensils, the long and the short.  Another classifies into three classes,—plastic, wooden, and silver.  The third person classifies into three groups,—knives, forks, and spoons.  Whose classification is ‘best’?  …

The lesson here should be obvious—a classification is no better than the dimensions or variables on which it is based.  If you follow the rules of classification perfectly but classify on trivial dimensions, you will produce a trivial classification.  As a case in point, a classification that they have four legs or two legs may produce a four-legged group consisting of a giraffe, a dining-room table, and a dancing couple.  Is this what we really want?

One basic secret to successful classification, then, is the ability to ascertain the key or fundamental characteristics on which the classification is to be based.  A person who classifies mixtures of lead and gold on the basis of weight alone will probably be sadder but wiser.  It is crucial that the fundamental or defining characteristics of the phenomena be identified.  Unfortunately, there is no specific formula for identifying key characteristics, whether the task is theory construction, classification, or statistical analysis.  In all of these diverse cases, prior knowledge and theoretical guidance are required in order to make the right decisions.”

Bailey’s example of people organizing the same objects into three different classifications, each perfectly valid, illustrates precisely why categorization structures are a good fit for organizing information in a document repository.  Different people and organizations have different ways of structuring the same data so as to best fit their needs.  For example, large semiconductor manufacturers, small auto body repair shops, and authors of new regulations will probably each have different ways of organizing regulation documents.  There is no inherently “correct” way to structure all the information in the document repository, and categorization structures allow us to provide a number of different perspectives.  Recognizing that different entities will want information classified in different ways is key to taking advantage of the new possibilities provided by current information technology.  Jane Fountain, in a report on information, institutions and governance, notes that, “Currently, most government information on the web is organized according to the classification systems of agencies rather than the mental models of users. … Hence, although the Internet and web, in theory, make government information more accessible to the public, organization online often replicates paper-based classification schemes and therefore merely automates the status quo” [33].  Developing approaches for managing regulatory information that take into account that there will be many different ways of organizing information may alleviate the problem Fountain points out, and that is what the document repository discussed in this chapter is designed to do.

Figure 2.2 illustrates how different categorization structures can offer different perspectives on the same set of data.  Note that documents grouped together in one categorization structure may not be grouped together in a different structure (e.g., documents D and E).  In addition, documents that are covered in one structure may not be available in a different structure (e.g., documents A and E).  

In order to be scalable, a classification hierarchy should have a clear logical relationship between categories and subcategories, and the overall structure should coherently subdivide the documents it is designed to cover.  The most common logical relationship used in classification hierarchies is the generalization of the “is a kind of” relationship.  For example, “Oak tree” could be a child node of “tree” if the “is a kind of” relationship were the organizing principle for the hierarchy.  Other popular organizing principles are “part-to-the-whole” (i.e.,  “leaf” could be a child of “tree”) and “is-a-process-of” (i.e., “photosynthesis” could be a child of “tree”).  The development of scalable classification 
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Figure 2.2 Illustration of multiple categorization structures over one set of documents

hierarchies is more of an art than science, but using clear logical relationships consistently throughout the structure is key to developing a successful structure.  Approaches to developing good categorization structures will be discussed further in Section 2.3.3.  In designing the document repository for environmental regulations, we seek to identify some of the defining characteristics along whose dimensions different categorization structures may be developed for environmental regulations and their related supplementary documents.
1.9.2 Information Retrieval

One of the primary goals in developing the document repository is to make documents relevant for interpreting regulations more accessible, or easier to find.  This area of study is generally known as information retrieval.   This section describes briefly some of the issues in information retrieval that are relevant to our research.

1.9.2.1 Precision and Recall

Two common metrics for evaluating information retrieval systems are precision and recall.  Precision is the ratio of correctly returned documents to the total number of returned documents.  This ratio reflects how likely it is that a returned document is relevant.  Recall is the ratio of correctly returned documents to the total number of relevant documents in the system.  This ratio reflects how complete a result set from a search may be.  The quantities used to calculate precision and recall are illustrated in Figure 2.3.  Figure 2.4 shows the equations for calculating precision and recall.  

It is desirable for most information retrieval systems to have a balance between these two indicators.  If one has a very high value and the other is very low the resulting system may not be very useful.  For example, a system might attain high precision by simply returning a single document with the highest relevance score for the given query.  Since that single document would very likely be relevant, the system would have a high precision rating.  This, however, will not be a very useful system for most users since they probably want to see a reasonably sized set of highly relevant documents returned as the result (i.e., users would like greater recall).

A system designed to maximize recall could simply return the set of all documents it contains in response to any query.  The results would have a low precision rating, but no relevant documents would be missed by this approach so it would have very high recall.  Users will probably have difficulties using this system because of the information overload, so high recall with low precision is also not useful.

1.9.2.2 Polysemy and Synonymy

Polysemy refers to the fact that a word can have multiple meanings.  For example, the word “bank” might refer to a riverbank or a financial institution.  This creates an information retrieval problem, since it may not be obvious what sense of a word a user 
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Figure 2.3 Illustration of quantities used to calculate precision and recall
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Figure 2.4 Precision and recall equations

intends when constructing a database query.  Similarly, it may not be obvious what sense of a word is used in a particular document.  The precision of search results suffers due to polysemy because unwanted documents will be selected.

An approach for addressing the polysemy problem is to use word sense disambiguation techniques to determine what sense of the word is intended.  There has been significant work done to address this problem [25, 47, 103].  However, polysemy continues to be a difficult information retrieval issue.  In context there is less polysemy, so with a categorization structure the problem is minimized.

Synonymy refers to the fact that there can be multiple words or phrases that express the same concept.  This is a problem for information retrieval tasks because it may result in low recall for searches.  A search for a word or phrase will miss documents that contain synonyms for the search string, thus decreasing the recall of an information retrieval system.  

A straightforward approach to this problem is to apply dictionaries and thesauri to identify words and phrases that express the same concept.  This approach can result in a rapid increase of the polysemy problem and consequent decrease in the precision of search results.  More advanced approaches have been developed that use conceptual features to address the synonymy problem more successfully, with less of a degrading effect on precision [58].

1.9.3 Categorization Systems

There are many possible approaches for developing a classification system for documents.  The wide range of methods can be grouped into three broad categories: manually constructed, automatically constructed, or semi-automatically constructed categorization systems [41].  Each of these approaches has advantages and disadvantages. The most relevant issues with respect to building a regulation document repository will be discussed next.

1.9.3.1 Classification Automation

Manually constructed categorization hierarchies are a straightforward solution for organizing small sets of documents.  In the manual approach a categorization hierarchy is manually constructed, and then documents are manually added to the appropriate category in the structure.  The benefits of this approach are that it is possible to build a high quality categorization hierarchy with clear relationships between categories, and the accuracy of documents within the categories may also be very high.  There are a number of drawbacks, however.  First, manual categorization is extremely time-consuming.  This is particularly true for large categorization efforts involving a team of people organizing documents, where detailed guidelines and strict attention to details are necessary.  Second, it is very difficult to ensure consistent categorization in the manual categorization efforts.  Even when a single individual is responsible for categorizing all documents, that person may put the same document in different categories at different points in time.  When the categorization is a team project, the problem is multiplied since different people may put the same document in different categories even though they use the same set of elaborate guidelines.  Despite these drawbacks, it is possible to build high-quality categorization hierarchies manually.  Some great successes in this area include the MeSH
, the Yahoo directory
, and the open directory project.

In the automatic categorization approach, a categorization hierarchy is automatically derived from the document set, and documents are automatically added to this categorization hierarchy.  There are many methods for accomplishing this goal, and it continues to be an active area of research [27, 50].  In some cases, the categorization hierarchy is automatically extracted from an uncategorized set of sample documents.  This methodology has a drawback illustrated by the Bailey quotation in Section 2.3.1; that is, there are many possible dimensions along which to organize a categorization hierarchy, and not all of them will be useful.  Other methods for automatically creating a categorization hierarchy involve the use of training sets that have already been properly categorized.  The system can then use the training set to automatically generate rules for populating a categorization hierarchy with documents.  The use of training sets is generally quite effective when the training sets are reasonably large, but any manual categorization errors in developing training sets may be magnified by the automatic classification system in the end results.  There are two main drawbacks to a fully automated classification system.  First, the logical relationships within the categorization hierarchy may not be explicitly clear.  Since the primary reason for using categorization structures is that they tend to be intuitively clear and easy for people to work with; constructing categorization hierarchies that are not intuitive to work with reduces their value.  Second, since the logical transparency of the structures may be low, it may be difficult to audit the classification structures for quality.  Thus, the quality of the categorization structure could be reduced.  Despite these drawbacks, fully automated categorization systems may be quite useful when it is necessary to quickly and inexpensively categorize large document sets, particularly when quality is not a primary concern.  

Partially automated classification systems seek to blend the advantages of both manual and automatic categorization.  There are many possible combinations of manual and automatic categorization, so the discussion here will focus on the most common method.  In this approach, the categorization structure is designed manually, perhaps with the assistance of software tools, and the categorization hierarchy is automatically populated with documents.  Constructing the categorization hierarchy manually allows the use of human judgment to develop useful logical relationships within the hierarchy.  Automatically populating the hierarchy with documents according to pre-specified categorization rules reduces the two main drawbacks to manual categorization.  First, populating the categorization hierarchy is fast and efficient, much less time-consuming and less expensive than doing it manually.  Second, automatically populating the categorization hierarchy ensures that the application of categorization rules is consistent.  This form of partially automated classification must deal with the problems of developing an effective categorization hierarchy and specifying good classification rules.  Extensive experimentation and iterations are necessary for building a good classification hierarchy using a partially automated classification approach.

There are many factors to consider when deciding which of the three categorization approaches to use for organizing documents: manual, automatic, or partially automated.  The most salient feature, however, is the trade-off between the error rates of fully automated approaches, and the time and cost of more manual approaches.  In building the regulatory document repository, we use a partially automated approach to categorizing documents.  Given the large volume of environmental regulatory related documents and limited resources available from government or industry to organize them, a manual categorization approach would be impractical.  This is particularly true when one considers that there are a variety of different perspectives that industry and government groups would like to see, thus splitting these limited resources into a multitude of categorization efforts.  A fully automated approach to organizing environmental regulatory information would not be a good fit either, since having clear logical structures and low error rates is very important.  Locating relevant environmental regulatory documents is extremely important, so logically incoherent categorization structures, or a high rate of incorrectly categorized documents would not be acceptable.  The problem of incorrectly categorized documents is particularly acute for environmental regulatory information, since the proper category for a document sometimes depends upon minor conceptual issues.

1.9.3.2 Approaches to Developing a Classification Hierarchy

An essential component of partially automated classification is to develop the classification hierarchies.  This section addresses several approaches for developing these hierarchies.  Categorization hierarchies can be developed from a top-down perspective, bottom-up perspective, or a hybrid combination of these two methods.

A top-down approach to developing a classification hierarchy refers to the approach of conceptualizing a meaningful way to break down documents into a set of categories, and expanding these categories into subcategories to whatever depth seems appropriate.  The entire process is done without examining representative documents from the set of documents to be categorized.  Rules can then be developed to filter documents into appropriate categories within the classification hierarchy.  While very clean logical structures can result from this type of approach, there are several weaknesses to this method.  First, a set of documents may not map well to an abstractly created classification hierarchy.  Some categories may be empty, or nearly empty.  Other categories may be populated with so many documents that it may be difficult to identify those of interest.  Second, there may be many documents in the set of input documents that do not fit into any of the categories that were developed with the top-down approach.  These documents will be incorrectly classified, or not classified at all, thus making them inaccessible.

A bottom-up approach is basically the method of browsing through a set of input documents and developing a classification hierarchy based upon the terms and concepts that seem to stand out in the document collection.  This approach can be very effective for a static document collection.  However, if the document collection grows or changes over time, it can be difficult to adapt the classification hierarchy to the new data.  In addition, a bottom-up classification hierarchy will not generalize well if applied to other document sets.  This is because the prominent terms, concepts, and depth of topic coverage will be very specific to the particular document set for which the classification hierarchy is developed.

A combination of top-down and bottom-up approaches, called a hybrid approach, balances the strengths and weaknesses of the two methods.  When using a hybrid approach to developing a classification structure, a top-down conceptualization of the classification hierarchy is iteratively refined using the data from a bottom-up perspective.  For example, the top levels of a classification hierarchy might be developed using a top-down approach.  Basic classification rules for adding documents to the respective categories could then be developed, and an automated system could populate the structure with documents.  The designer could then survey the results, investigating how well the categories break down the documents into manageable units, and what types of documents failed to match any categories within the classification structure.  Using an iterative approach, subcategories can then be added to the initial classification structure until the designer is satisfied with the distribution and coverage of the documents included in the classification hierarchy.  This hybrid approach to designing a classification structure should mitigate some of the problems associated with a top-down method, while improving the generalization of a bottom-up approach.

1.10 Document Repository Features

As mentioned in the previous section, a semiautomatic approach to developing classification hierarchies is used for the development of the document repository for environmental regulations.  In this section we will discuss the process used for designing and refining categorization hierarchies.  A software package from Semio Corporation was used for purposes of building the classification hierarchies.  There are a number of software programs available from companies, research entities, or the open source software community that provide categorization tools.  The use of a commercial software package from Semio Corporation provides many useful features, such as a graphical user interface, noun phrase extraction services, and other tools that greatly facilitate this research work.  Nevertheless, the issues discussed in this section are applicable to designing and building classification hierarchies to organize sets of documents in general.

We will illustrate the process for building a categorization hierarchy using a hybrid top-down, bottom-up strategy with the Semio software package.  Once one is familiar with the set of documents to be organized, the first step is to develop an initial high-level categorization hierarchy.  With the software tools used in this research project, this entailed developing a small text file with a few high-level categories, and “latching” noun phrases that help assign documents to those categories.

When a document is being processed, the software automatically extracts noun phrases from the document that are characteristic of the topics the document is related to.  For convenience these noun phrases are termed “concepts”.  Concepts are useful when developing categorization hierarchies because they can be used to assign documents that contain specific concepts to particular locations within the categorization hierarchy.

In Semio, a text file containing an initial categorization hierarchy has the form shown in Figure 2.5.  Category names are denoted by a word or a phrase preceded by an exclamation point.  An indented list of words and phrases preceded by plus or minus characters indicate the latching concepts for that particular category.  Concepts preceded by a plus character indicate that documents containing those concepts should be placed under the related category.  For example, documents containing the concept “amendment” should be placed under the “On the Topic of Regulation” category in Figure 2.5.  Concepts preceded by minus character indicates that documents containing those concepts should not be placed under that particular category even if they contain other latching concepts for the category.  For example, “penalty” and “sanction” are exclusionary concepts under the “On the Topic of Regulation” category, and they prevent documents containing these concepts from latching into this category.  An indented line that is started by an exclamation point indicates another category within the categorization hierarchy.  The tabular depth of the category name indicates the depth within the categorization hierarchy.  For example, “Permits” and “Penalties and Sanctions” are both subcategories of “On the Topic of Regulation” in Figure 2.5.

Once an initial specification file for the categorization hierarchy is created, the software package can be used to assign documents to populate the classification structure.  When the classification structure is populated with documents it is possible to get statistics indicating how well the classification structure represents the content of the document corpus.  For example, the percent of documents in the document corpus that are matched 
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Figure 2.5 Categorization hierarchy specification file

into the classification structure is one coarse but useful indicator.  If a large percentage of the documents fail to latch into the categorization hierarchy, it is clear that some important topic areas are missing from the categorization structure.

After populating the classification structure, it is possible to browse through the results of the classification hierarchy.  This manual inspection of how documents are assigned to categories allows one to further refine the classification hierarchy specification file.  If some categories appear to be heavily overpopulated with documents, it is useful to inspect the contents of documents in the category and consider refining the category into several subcategories.  If some types of documents have been assigned to an incorrect category, it is useful to specify exclusionary concepts to prevent the documents from latching into the improper category.  One can also add additional concepts to the correct category so that the documents will latch to the proper location.

This iterative process of modifying the classification hierarchy specification file, reclassifying documents, investigating the results, and then further refining the classification hierarchy specification can be used to develop a stable, inclusive, and logically clear categorization hierarchy.

In addition to the general steps described above, other lexical tools may be useful when developing categorization hierarchies.  For example, it is possible to have Semio export a list of all the concepts it identified in all documents in the corpus.  The file of exported concepts can be scanned to determine what types of concepts Semio has extracted, and can further be used in either latching or exclusionary rules.  Semio also provides an additional program called Lexbuilder to aid in the investigation of the extracted concepts list.  Many concepts share words in common, and the Lexbuilder tool aids in the investigation of how these concepts are related.  Figure 2.6 illustrates how Lexbuilder aids in the investigation of concept noun phrases in the document corpus.

The software package used in this research work is partially able to deal with the synonymy problem.  By inspecting the extracted concepts list or working with the Lexbuilder tool, it is possible to identify synonymous concepts that were being extracted by the system.  It is then possible to specify that these synonymous concepts should all map to a single concept, so that they will be properly categorized.  One drawback is that this solution to the synonymy problem is largely manual.  Without proactive support from a software package to identify synonymous concepts in the document corpus, it is likely that many synonymous concepts will be missed when dealing with a very large document corpus.

In this work, we have not addressed in detail the polysemy problem since the tools we employed are not equipped for this problem.  Polysemy does create some problems for some of the categorization hierarchies we have developed, because occasionally different senses of the same concept phrase could be used for latching rules in different categories.  One way to address this issue is to add a number of exclusionary concept phrases targeting the problem documents.  When these exclusionary concept phrases are added to the categories for which polysemy is an issue the incorrect latching of documents is reduced.
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Figure 2.6 Lexbuilder tool for working with extracted concepts

1.10.1 Categorization Hierarchies Developed

A number of categorization hierarchies have been developed using either a top-down, or a hybrid top-down and bottom-up strategy.  One of the top-down classification structures designed classifies documents according to the EPA's list of extremely hazardous substances
.  This classification structure can be useful for individuals interested in how particular chemical compounds are regulated.  Because this is a strict top-down approach to classification, one would expect that many documents in the repository would not fall anywhere within categorization hierarchy.  That is indeed the case, with less than 25% of the documents in the document repository being attached to the hierarchy.  As expected, this classification hierarchy fails to capture a significant percentage of the documents within the document repository.  This does not mean that the categorization hierarchy is not useful, however, since it was intentionally designed to address a very specific issue and broad coverage is not necessary.

One of the hybrid classification structures developed is intended to address the issues of regulation, pollution, and waste.  In addition to the iterative process described above for constructing and refining a classification structure, this classification structure has also been reviewed by legal experts and individuals from industry.  When this classification structure is populated with the documents from the document repository, nearly 95% of the documents in the document repository are attached to the hierarchy.  As expected, the hybrid approach to developing categorization structures achieves a good coverage of the document repository.

1.10.2 Browsing

The document repository uses a standard classification hierarchy interface for accessing documents.  The interface allows the users to navigate through the classification structure as a menu of category to sub-category links along with hyperlinks to documents that are located in the various classifications.

To illustrate how categorization hierarchies can be used to organize documents, the next several figures illustrate browsing through the classification structure on the topics of regulation.  Figure 2.7 shows a top-level view of how one might examine the documents from the perspective of regulations (i.e., violations, penalties, etc.) or the topic of pollution and waste (i.e., pollution, liquid waste, solid waste).  Figure 2.8 shows the results if we select the pollution and waste category.  In this case one is presented with a list of subcategories such as solid waste, waste management, emissions, etc.  Next to each subcategory is a number in parenthesis indicating how many documents are located within that particular subcategory.  In addition to subcategories, a list of concepts is presented to indicate the concepts that latch the documents into the classification hierarchy below this category.  At any point within the classification hierarchy, one can view all documents that are located within a classification category. This is shown in Figure 2.9 as a set of document links.  One can also find all documents that contain a particular concept, in which case the context within which the concept appears in the documents can be viewed.  This is shown in Figure 2.10.  
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Figure 2.7 Top level view of regulation, pollution and waste categorization hierarchy
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Figure 2.8 View of subcategories and concepts
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Figure 2.9 Links to documents
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Figure 2.10 Context for terms of interest

1.11 Related Research and Future Extensions

Information retrieval (IR) is a broad field that covers a range of tasks such as representing, storing, organizing, and retrieving information [5].  There has been a great deal of research done on information retrieval over the years, with an extensive body of literature available on this topic.  Some of the topic areas that are most relevant to the research presented in this thesis are the areas of categorization systems [6, 27, 41, 50], visualizations [38, 48, 61, 71, 89], synonymy and polysemy [25, 47, 58, 103].  Many of the works cited in each of these areas have been discussed earlier in this chapter.

Much of our work has been focused on building a document repository as a demonstration of what can be done with modern information organization and retrieval tools.  The core work introduced in this chapter builds the foundation for the regulation assistance system that will be discussed in Chapter 4.  Our work on applying information retrieval tools to building a document repository has been focused on using categorization systems to create a core document repository with demonstrable usefulness.  Information management is a very rich field, with a great deal of active research.  Much of this research work could be applied to extend the work we have done on the document repository.  This section will discuss some possible extensions.

· Visualizations:  User interface design is an active area of research [38, 48, 61, 89].  There are many directions in user interface research for information visualization that might be interesting to apply to the document repository.  In particular, the star tree interface, shown in Figure 2.11, provides an innovative way to navigate categorization hierarchies.  This interface allows users to see multiple levels of the categorization hierarchy as well as separate branches of the hierarchy as they navigate the structure.  Research work has shown that for problems with high information scent, or good “proximal cues to the value of distal information,” the star tree interface can be very efficient for finding information [71].

· Navigation between documents:  The repository could use tools to facilitate navigation between documents.  First, the repository could attempt to automatically make available through hyperlinks any references appearing in a document being viewed.  Second, the repository could automatically identify documents that appear similar to a document being viewed.  A possible interface for navigating between documents is shown in Figure 2.12.

· Search tools:  More powerful search tools can further enhance the usefulness of the document repository.  For example, a more robust query system would be useful for querying the document repository with a number of parameters such as author, date, title or other structured parameter.  The ability to include boolean or natural language queries would also be extremely useful.  Searching for keywords 
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Figure 2.11 Inxight Star Tree
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Figure 2.12 Possible interface extension for viewing documents

or phrases could be enhanced by index-mediated/thesaurus-assisted search techniques, along with other techniques for addressing the polysemy and synonymy problems.

· References:  Supplementary documents tend to contain a significant number of references to regulations, sections of the United States Code (U.S.C), and other documents.  These references are cumbersome to look up manually and reduce the readability of the documents.  These references could be automatically linked by hyperlinks so that readers of the documents could locate the referenced documents more easily.  Since many the references in the supplementary documents are references to regulations and sections of the U.S.C., a parsing system could be developed to assist with quickly identifying references.  A parsing system for Code of Federal Regulations (CFR) references will be discussed in Chapter 3, and this system can be adapted to parse supplementary documents as well.

· Identifying similar documents:  In addition to linking documents by reference, the repository could make available links to documents similar to the one being viewed.  This would enable fast identification of possibly related documents.  For example, documents created by federal entities may not explicitly reference state documents, but it is possible to identify related state documents by the similar concepts they contain.  One approach would be to combine the noun-phrase extraction systems used in the categorization research work with a document similarity model to identify similar documents.  The noun-phrase extraction system attempts to identify the “concepts”, or important noun-phrases and ideas that are discussed in the text.  These concepts could then be used to determine the similarity between documents.  There are a variety of methods for calculating document similarity, such as the vector model [5], that could use the concepts to identify similar documents.  Such a document similarity model would enable the repository viewing system to make the related documents conveniently available using hyperlinks similar to the method described for references in the documents.

· Update notification:  As new documents are created and added to the document repository, users may not learn of them unless they continuously recheck the document repository for new information.  The repository could leverage its categorization structures to provide notification services for users when new supplementary information on regulations becomes available.  Users could “track” the contents of the various categories in a categorization structure.  Any time new documents were added to the “tracked” category, users could receive an email update regarding the updated contents of the category.  That would enable users of the document repository to keep current on information in areas that they are concerned with.  This feature would allow users to take advantage of the different perspectives offered by having different categorization structures covering the same set of documents.  The categorization hierarchies described earlier in this paper are flexible units around which to build this document notification system, since multiple categorization hierarchies, each tailored to different audiences, can cover the same set of documents.  This would allow for a finer granularity of notification than if a single categorization structure were used, since different users might track different sets of overlapping documents.

1.12 Summary

This chapter has presented the approach to building a document repository for environmental regulation.  First, this chapter introduced the background information on supplemental regulatory documents and why these documents are important.  Some terminologies from the information management field were also introduced.  This was followed by a discussion of different types of categorization systems.  The approach for developing classification structures was then introduced, and examples of classification structures that were created using this approach were provided.  Finally, some of the more promising extensions possible for the document repository were discussed. 

The document repository functions as a stand-alone resource for users who need to locate environmental regulatory information.  The repository simplifies the task of identifying relevant regulatory information by assembling the information in one location and building useful categorization structures on top of it.  Not only is the document repository a stand-alone resource, it provides a building block upon which other environmental regulatory software systems can be built, such as a compliance assistance system that will be discussed in later chapters.

XML Representation of Regulations

1.13 Introduction

This chapter discusses the development of a formal framework to structure regulatory information such that it will be more amenable to software processing.  Specifically, the eXtensible Markup Language (XML), which has emerged as a standard for data representation [65], is used to structure regulations and tag them with metadata.  The XML structured framework lays the foundation for the regulation assistance system (RAS) discussed in the next chapter.  The RAS makes use of the regulations annotated with meta-data to provide compliance assistance services.  The development of the RAS system motivates the design of the XML structure and associated meta-data described in this chapter.

This chapter is organized as follows:  First, various common approaches for the representation of documents and regulations are discussed.  Second, the XML regulation structure developed in this thesis is introduced, and the parsers for converting regulations into the XML structure are described.  Third, the meta-data elements added to the XML regulation, such as concepts, definitions, references and legal interpretations, are described in detail.  The remainder of this chapter describes the XML structure for regulations and the annotation of this XML structure with meta-data.

1.14 Document Structures

Regulations currently come in many different document formats.  Paper-based versions are the most commonly used document format for regulations.  Electronic versions of regulations usually come in one of two different formats, either Portable Document Format (PDF) or Hypertext Markup Language (HTML).  When we began this research work in August of 2000, PDF was the most popular way of distributing software copies of federal and state environmental regulations on compact discs (CD’s) or through federal and state EPA websites.  Since the start of this project, some agencies have begun to distribute regulations using HTML via the web.  

There are a number of approaches available for storing and viewing textual information on computers.  Some of the more common media are plain text, PDF, HTML and XML.  Plain text, PDF, and HTML have important limitations in that they limit further processing with compliance-assistance software tools, so these formats are not the best formats to use for representing regulations.

Plain text documents are made up of unstructured text.  This format is very simple and easy for people to work with and read, but offers very few features.  Images, sounds, and other non-text elements cannot be incorporated into the document.  Because plain text files are unstructured text, they are difficult for machines to process.  Humans have no difficulties viewing the various components that make up the contents of a text file, but extracting the structures and semantic information from a text file is a challenging task for machines.  Plain text files are not very useful for the representation of regulations if the regulations are to be further processed by software tools providing regulation compliance assistance services.

PDF files are more expressive than plain unstructured text files in that they allow images and some other non-text elements.  PDF is a proprietary format designed by Adobe System Inc., so the standard is not available for customization to the regulation representation problem.  PDF files only improve the visual appearance of information, they do not add structure or meaning to the information they contain.  Because most regulations in PDF format are simply display-enhanced versions of text files, where the content of the regulation is not structured or tagged with semantic information, processing PDF files poses many of the same information extraction problems as unstructured text.  The proprietary nature of the PDF format increases the complexity of the information extraction problem in that it is more difficult to perform information extraction tasks with PDF files than with plain text files.  One recent paper on extracting references from research papers in PDF has concluded that, “analyzing PDF source is really hard” [12].

HTML is an open standard that allows the incorporation of display formatting, images, sounds and video [86].  Like PDF files and plain text, however, HTML does not provide structure or meaning to the document.  It is possible to add some meaning through the use of “meta” or non-standard tags in HTML.  For example, some commercial HTML programs use these tags to store editing information.  However, adding “meta” or non-standard tags does not provide a clean, extendable structure.  HTML is primarily a method for describing how data should be displayed.  It does not effectively represent the conceptual structure or meaning of data.

XML is an open standard that allows designers to create any element needed to structure information in a file.  Using XML, it is possible to structure the information in a document according to its conceptual meaning, as opposed to simply according to how it should be displayed.  It is also possible to incorporate tags that may add images, sounds, and videos.  In essence, XML offers the expressive capabilities of HTML, along with the ability to specify meta-information about the conceptual content of a document [65].

An XML document is made up of elements.  All elements have start and end tags, and between these start and end tags an element may contain additional elements of the same or different type.  In this way an XML document is organized hierarchically, as a tree structure, since each element has only one parent and tree branches cannot intersect.  XML element start tags are of the form “<elementName>” and end tags are of the form “</elementName>”, where “elementName” is simply a placeholder for the name of the element.  XML elements may also be represented with a single tag combining the start and end tag by using the syntax “<elementName/>”.  The start tag for an element may contain attributes, which provide additional information specific to the element.  Attributes are written in the form attributeName=“attributeValue”.  For an accessible introduction to XML and examples of what it is generally being used for, please see Usdin and Graham’s article on XML [101].

In this research work, XML is chosen as the representational format for regulations, since it is well suited to the task of structuring and augmenting regulation text with content-related metadata.  This is particularly true since regulations generally have a hierarchical nature.  For example, we will later discuss tagging regulations with key conceptual phrases to enhance search or browsing, internal reference linking for easier navigation, definitions to clarify ambiguous terms, legal interpretations to clarify ambiguous provisions, and logical translations to facilitate automated compliance checking.  An XML structure makes it possible to add all of these pieces of meta-data at the most appropriate location in the document.  For example, some meta-data may apply to the entire document, while other meta-data may only apply to a single regulation provision.  The XML structure described next allows regulations to be tagged and enhanced with the various features described above.

1.15 An XML Structure for Regulations

1.15.1 Overview

The XML framework enables the augmentation of a regulation with various types of regulation-specific metadata.  This section discusses why XML is chosen for the regulation framework, how the framework is structured, and outlines each type of metadata that has been developed.

The XML-based regulation framework uses a nested structure of XML elements to represent each level of regulation text, such as subpart, section or subsection.  This hierarchical structure mirrors the standard structure of federal and state environmental regulations.  Parsing systems have been built to transform federal environmental regulations from Portable Document Format (PDF) and HTML into the XML format.  The parser creates the core XML structure and populates each level of the framework with the appropriate level of regulation text.

Once the XML-based regulation framework has been populated with regulation text, it is possible to augment the regulation with metadata about the regulation provisions by inserting new XML elements into the document.  Four such metadata types discussed in this chapter are concept elements, reference elements, definition elements, and legal interpretation elements.  These types of metadata are introduced below and later described in detail in Section 3.4.  Additional types of meta-data elements for regulation logic and control processing that are used for compliance assistance are discussed in Chapter 4.

1.15.2 Base XML Structure for Regulations

An XML Document Type Definition (DTD) file provides grammar for an XML document.  A DTD specifies the structure of an XML document by defining the elements of the document, and how those elements can be nested.

A standardized XML structure has been developed for representing regulations and can be validated against a DTD (the full specification of the DTD is shown in Appendix A).  This DTD is designed to be applicable to all regulations, with a focus on federal, state and local environmental regulations.
 

The XML markup used to tag regulations is at its core a nested structure that reflects the hierarchical structure of the regulations.  Figure 3.1 shows an abbreviated XML regulation for 40 CFR Part 279, a regulation governing the standards for the management of used oil.  The entire regulation is stored within a single “regulation” element.  The “regulation” element has the attributes id, name, type, versionDate, and source.  The attribute id identifies the reference to the represented regulation provision, in this case 40 CFR 279.  All regulation references are transformed into a standard reference format with the “.” symbol separating components of the reference.  For example, the reference 40 CFR 279.12(c)(1) is stored as “40.cfr.279.12.c.1”.  The attribute “name” is the title of the regulation provision.  The attribute type indicates the type of regulation; for example U.S. Federal, Illinois, California, etc.  The attribute versionDate indicates the date that the source regulation, from which the XML regulation is modeled, was created.  Regulations are documents that are modified over time, so including the date in the XML regulation is critical.  Without the date information, it is difficult to tell if the XML regulation is current.  The attribute source refers to the source for the regulation that has been used to create the XML regulation; the source might be a website, an ftp site, a printed-paper version, or a variety of other sources.


Figure 3.1 Abbreviated representation of a regulation provision

Within the “regulation” element, the regulation provisions are stored in nested “regElement” elements that specify the reference id and provision title within the hierarchy for all elements within the current element.  The id is an identifier for reference to the provision.  For example, one of the nested regElements in Figure 3.1 has the id 40.cfr.279.12.  The name attribute for the element is the title for the provision, if one exists.  For example, the title for the 40.cfr.279.12 element is “Prohibitions”.  The first embedded “regElement” element shown in Figure 3.1 contains Subpart B of 40 CFR Part 279.  Elements in the lower levels of the nested tree structure contain more specific provisions.  This structure is shown graphically in Figure 3.2.  

The modeling of all the structural elements within the regulation element as regElements rather than using different elements for parts, subpart, sections, etc. is a design decision to provide flexibility.  If we were only interested in federal legislation, this flexibility would not be necessary.  “Federal legislation is highly structured. The basic unit of legislation is the section. Sections can contain seven (7) levels of hierarchy within them (subsection, paragraph, subparagraph, clause, subclause, item, and subitem). Sections can also be within seven (7) higher levels (division, title, subtitle, chapter, subchapter, part, and subpart)”.
  Our approach is designed to be generally applicable to a variety of regulations, some of which might not use the federal legislative format.  As such, the XML structure proposed here can represent the tree structure of a regulation without forcing a naming hierarchy.
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Figure 3.2 Diagram of how regulations are structured

Within any provision specified by “regElement” elements, “regText” elements are used to store the actual text of the regulation provision.  In Figure 3.1, part of the text for 40 CFR 279.12 (a) is shown to illustrate the usage of “regText” elements.  This core XML markup provides a tree structure that enables regulation provisions to be tagged with meta-data at the appropriate level within the document.  Once the type of structure shown in Figure 3.1 is established, it is possible to add other elements that tag the document with meta-data at any point in the XML tree structure.

The “regText” elements may contain several formatting elements: paragraph, table and pre elements.  

· The paragraph element is used to denote paragraphs, and is similar to the <p> element in HTML.  Paragraph elements may contain table, pre and paragraph elements just like regText elements.  

· The pre element serves the same purpose in the XML regulation as the pre tag in HTML, denoting text that should be rendered verbatim; without any changes in spacing.

· Tables are represented in the XML regulations in the same manner they are represented in HTML code.  Table elements may be placed within regText and paragraph elements.  Table elements may contain “tr” elements to designate rows of the table.  Within the tr elements, “td” elements are used to represent individual cells of the table.  Regular text, paragraph elements, pre elements or table elements may be placed within the td elements.

· Figures cannot be stored within the XML regulation structure, but references to figures may be stored in the XML structure.  Figure references are stored in “img” elements, with a “source” attribute to provide the path to the figure.  The source path can be a local directory path or a URL.  Img elements may be used within regText, paragraph and tr elements.  A DTD for all of these elements is shown in Figure 3.3. 

1.15.3 Conversion of Regulations into the XML Structure

United States federal and state environmental regulations are used as a case study to investigate the usefulness of the XML structure.  Two approaches have been taken in converting regulations to XML for this purpose.  First, a parsing system has been built to convert PDF regulations to the XML regulation structure.  Second, a parsing system has been developed to convert HTML regulations to the XML regulation structure.  A discussion of how each of these systems operates, along with a comparison of the effectiveness of the two systems, is described in the following sections.

1.15.3.1 Converting PDF Regulations into XML Structure

In this work, a number of different environmental regulations were gathered in PDF format.  For example, regulations composing CFR Title 40, Protection of the Environment, were downloaded from the federal Environmental Protection Agency’s website
 in PDF format and formed the core of the project’s regulation corpus.  In addition, sample PDF environmental regulations were downloaded from the websites of state agencies in Illinois, Florida, and New York.  While regulations from each of these sources differ slightly in terms of parsing issues that need to be addressed, there are also strong commonalities that enable the development of a core parsing system that could then be specialized for a particular regulation source.  The rest of this section discusses the operation of the core parser, which is specialized to focus on U.S. Federal EPA regulations (40 CFR).


Figure 3.3 DTD for structuring regulation text

In the first year of this project, federal EPA regulation documents were available on the web in a two-column PDF format and contained many words split across lines.  An example of the two-column format is shown in Figure 3.4 with arrows indicating the words split across lines.  A parsing system has been built to transform the original regulations in PDF format into XML-structured regulations.  The parsing system consists of four basic steps, as shown in Figure 3.5.

In the first step the PDF regulations are converted into plain text documents using a PDF-to-text conversion tool called pdftotext, which is a free software program distributed under the GNU General Public License (GPL)
.  This conversion results in a text file with several remaining issues that need to be resolved before it can be translated into the XML regulation format.  The most significant issues are that the converted text regulations have multiple columns of text with a large number of words that are hyphenated and split across columns, and there are no clear identifiers for the section headings.

Step two of the XML conversion process unifies the multicolumn format and reassembles split words with the help of an online Webster dictionary.  First the page breaks in the document are identified by the white space between them.  Next, the columns of text are identified by the white space between them.  Then the right column of text is concatenated below the left column of text.  During this process, words that had been hyphenated and split across lines are reconstructed with the assistance of a Webster dictionary, which is used to verify that reconstructed words are in fact valid words.

Step three of the conversion process is to parse the table of contents, which lists the sections contained in the document, to increase the accuracy of the section identification process.  Frequently section headers in the text document are difficult to identify.  References appear throughout the regulation, so it is difficult to differentiate between section numbers appearing in the body of the document that have been wrapped to a new line and section numbers that identify the start of a new section.  This is shown in Figure 3.4 by the reference to §260.10, which appears at the bottom of the left column.  By parsing the table of contents, the conversion process can gain information on what regulation sections need to be identified.

The fourth step in the conversion process parses through the cleaned text-based regulations and outputs the regulations with XML tags that define the document structure.  Identification of sections takes advantage of the information provided by the table of contents to improve matching accuracy.  Identification of subsections and deeper provisions is generally easier, and the parsing system attains high accuracy for this task despite not having a table of contents to assist it.  As the parser moves through the text document, it writes an XML file that contains XML tags to indicate the structure of the document along with the original text.
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Figure 3.4 Double-column regulation provision with words split across lines

Figure 3.5 Conversion of plain text regulations to XML format
The XML regulations resulting from this process are generally imperfect and require manual modification to accurately represent the regulations.  The PDF to XML conversion process has three primary drawbacks.  First, the initial PDF-to-text conversion results in a loss of formatting information, which introduces a number of problems.  Loss of formatting information means that specially formatted identifiers, such as section headings being rendered in bold, cannot be utilized in the subsequent parsing steps.  In addition, tables tend to become scrambled beyond recovery by the PDF-to-text conversion.  Second, the information extraction task is difficult since there are only weak indications of the regulation's structure in the text documents.  This is complicated by the fact that the PDF-to-text conversion introduces noise into the document in the form of irregular spacing and occasionally scrambled text.  Third, figures and other non-text components of the regulations are lost.  Significant manual intervention is required to deal with all the problems mentioned above, resulting in a time-consuming conversion process.

1.15.3.2 HTML to XML Conversion

Recently, government agencies have begun to make available regulatory information on the web in HTML format.  After HTML regulations became available, we developed a parser to convert HTML regulations downloaded from the Electronic Code of Federal Regulations (e-CFR) website into XML.
  Figure 3.6 shows a sample HTML regulation from the e-CFR website.  Two hundred and eighty-seven regulation Parts, all of the regulation Parts within 40 CFR that were available through the e-CFR website, were downloaded in January of 2003 for the development and testing of a HTML to XML regulation parser. 

As shown in Figure 3.7, the HTML to XML conversion process is a three-step process.  This process has significant reliability improvements over the PDF to XML process.  The first step is to trim down the unnecessary information in the HTML file and begin preparing the file for further processing into an XML structure.  This step removes the HTML tags that will not be used in the conversion process.  For example, the HTML tag “font” is not necessary for the conversion, so it can be removed.  Any characters that are illegal in XML are also removed or substituted with legal representations at this point.  For example, the “&” character is replaced with the legal XML entity representation “&amp;”.  This step also removes regulation content that is not needed for the final XML document, such as the table of contents for the regulation Part.
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Figure 3.6 Initial HTML regulation from e-CFR
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Figure 3.7 Process for converting HTML regulation to XML

The second step in the conversion process involves detecting the structure in the regulation file, and adding information to the file to make the regulation structure more explicit.  The pattern matching capabilities of Perl, a programming language, are well suited for this type of text processing [105].  Pattern matching is used to identify the hierarchical structure of the regulation, assisted by the HTML formatting tags used in the e-CFR regulations.  For example, HTML tags for displaying text in bold (<b>) mark section headings, resolving the problem of identifying section references that have wrapped to a new line (the circled text “§260.10 of this chapter” illustrates this issue in Figure 3.4).  As each component of the outline structure is identified in the file, a full reference to the provision is inserted at the start of the line to be used in the final conversion step.  This second step produces a regulation file with each provision of the regulation text tagged with a complete reference to its location within the regulation tree structure.

The third step in the conversion process involves transforming the regulation file into the XML structure.  This process is facilitated by the tagging of each regulation provision with its “id”, or full reference path, that was done in step two of the conversion process.  The parser still makes use of some remaining HTML tags at this stage to ensure a clean transformation of the regulation.  For example, the parser is able to distinguish provision titles from provision text because the former is identified with italics tags from the original e-CFR HTML regulation.  This enables the proper “name” data to be inserted in the XML regulation.  Figure 3.6 shows the formatting of the initial HTML regulation.  From all of this information the parser is able to convert the regulations into the XML structure.

The HTML to XML conversion process reduces most of the PDF to XML conversion problems.  First, the HTML parser can take full advantage of formatting information that is part of the HTML regulation.  Table information in particular is straightforward to process from HTML, so this information is not lost.  Second, the information extraction process is somewhat easier than in the case of PDF conversion because HTML tags help delineate the document's structure.  For example, the start of sections may have tags for paragraphs or other formatting dividers.  Third, figures and other non-text components of the regulations are straightforward to preserve from the HTML.  Since all of these issues are improved by means of the HTML to XML conversion process, significantly less manual intervention is required to convert HTML regulations to XML than is required to convert PDF regulations.  Therefore, the HTML to XML conversion is both less time-consuming and less error-prone than the PDF to XML conversion.  We were able to transform all 287 regulation Parts within 40 CFR that we downloaded without much manual intervention using the HTML to XML process described above.

1.16 Adding Metadata to XML-Structured Regulations

1.16.1 Overview

A key design paradigm behind this research work is that by bringing all the meta-data directly to the regulations a highly portable multi-use document can be constructed, and the usefulness of the complete and integrated document will be greater than the individual parts.  For example, incorporating concept phrase elements directly into the document allows processing systems to provide a number of features such as automated document linking or similarity analysis.  This design paradigm should facilitate the development of regulation documents that are rich in data content along with processing engines that operate from a common data standard.  This section describes some of the key pieces of meta-data that are added to the XML regulations.

1.16.2 Concepts

One type of metadata added to the regulations is an XML element to denote the conceptual content of a regulation provision.  The word “concept” in this context refers to noun-phrases occurring in the regulation that are indicative of the topic being covered in the regulation.  For example, the concept phrases “waste pile” and “surface impoundment” provide reasonable indications of what issues a regulatory provision covers.

There are many tools available that may be used to identify key concept noun phrases in a document.  The techniques commonly used by these document analysis systems to identify key concept noun phrases include techniques such as sentence structure analysis, word frequency analysis, and word collocation analysis.  The research work described in this thesis makes use of a commercial software product, Semio Tagger, to automatically identify concepts in the regulations.  This is the same software package used for the categorization purposes described in Chapter 2.

We use Semio Tagger to extract a list of noun phrases from our document repository text corpus.  The text corpus consists of all the regulations in 40 CFR, plus court cases and other supplementary documents related to these regulations.  Semio Tagger originally extracted 67,106 concepts from the repository.  These concepts were then manually scanned to remove noun phrases that were clearly not useful, such as “figure b114-1” and “subparts c-d”, such that the list was reduced to 65,857 noun phrases.

We have developed a program to read through the regulations and apply the Apache Jakarta Lucene word stemmer [24].  Word stemming is the process of reducing words down to their word stems.  Reducing words to their stems allows software systems to better match words that would not otherwise match.  For example, using word stemming we can match “waste” and “wastes”, or “disposal” and “dispose”.  Information retrieval systems often use word stemming as part of their document retrieval process.  Since we envision the concepts we are adding will be useful for retrieving documents and performing similarity analysis, word stemming is an important tool for adding concept metadata to the regulations.  The Lucene PorterStemmer implements the simple and efficient Porter algorithm [72] to stem words.  The Porter algorithm uses a series of rewrite rules for a word to reduce the word down to its word stem.
The basic procedure in adding concepts into the XML document is as follows.  First, both the words in the regulation text and the concept list of noun phrases are stemmed using the Porter stemming algorithm.  In places where the stemmed regulation text matched the stemmed concept phrase, the unstemmed form of the concept is then inserted in the XML regulation to annotate the matching regulation text.  The annotation is done by adding an XML element containing the concept within the regElement for the regulation provision.  An example of XML concept elements added for this purpose is shown in Figure 3.8.  


Figure 3.8 Example of concept XML element

Tagging regulations with key conceptual phrases enables two important usages.  First, if all the provisions within a regulation are tagged with conceptual phrases, it becomes possible to identify similar or related regulation provisions that do not explicitly reference each other.  For example, federal regulations generally do not reference state regulations, yet someone reading a federal environmental regulation might want to compare it with a California environmental regulation.  If the California regulations had a different structure or were composed of separate regulation components issued by different governing bodies, comparing the California regulations with the federal regulation will be a difficult task.  If all the relevant regulations are tagged at the provision level with their key conceptual phrases, reconciling the myriad of regulation content structures and organizational origins may become a tractable problem.  Even though some terminology differs, in general similar regulation provisions should have a number of overlapping key conceptual phrases, so that the related federal and California regulation provisions should be identifiable.

Second, tagging regulations with key conceptual phrases enables a tight integration with the document repository.  The concepts can be considered predefined search terms.  Supplementary documents in the document repository that also share a concept or multiple concepts with a regulatory provision may be strongly related to that regulation.  Using this idea of predefined search terms means that the XML regulation does not need to explicitly reference every related document individually.  Instead, one only needs to ensure that the important supplementary documents share concepts with the related provision.  This approach also has the effect that as documents are added to the document repository they immediately become implicitly “linked” from any regulation with which they share concepts.

1.16.3 References

A second type of metadata applied to the XML framework addresses the references embedded in the regulation text.  Regulation provisions tend to contain a large number of casual English references to other provisions.  The density of cross-referencing is illustrated in Figure 3.9, which shows a sample regulation provision with all cross-references circled.  These references are cumbersome to look up manually, reducing the readability of the regulation text itself.  Moreover, these natural language references are difficult for software to make use of; the reference information is not very convenient for software programs to interpret.  If references are explicitly marked throughout the XML regulations using a standard format, tools making use of reference data can be more easily constructed.

Tools that can make use of regulation references include regulation viewing systems that link the references with hyperlinks [66], similarity analysis systems that use references in their algorithms [17, 52], and regulation analysis systems that investigate the structure of
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Figure 3.9 Illustration of the density of cross referencing within 40 CFR

the regulations.  If regulations are not annotated with references in a standardized format in advance, natural language reference tracking capabilities would be needed.  As the number and type of regulations increase, extracting the references can be even more complicated since different regulations will have slightly different referencing styles.  Adding reference data at the time an XML regulation is created reduces the complexity for the development of other processing systems which need to use the references.

The complexity of regulation references ranges from relatively straightforward to complex.  An example of a straightforward casual English reference is the text “as stated in 40 CFR section 262.14(a)(2).”  An example of a more complex reference is the text “the requirements in subparts G through I of this part” (where the current part is part 265).  This latter example can be converted manually into the following list of complete references:  40.cfr.265.G, 40.cfr.265.H, and 40.cfr.265.I.  However, given the large volume of federal and state environmental regulations, such manual translation of references is too time consuming to be practical for existing regulations.  The same problem of dealing with a huge number of natural language references has been faced by at least one other researcher, Justin Needle, when he was working with JUSTIS, a legal research data provider
.  In an article on the automatic linking of legal citations, Justin Needle writes [66]:

“The conventional method of creating hypertext links between documents involves manually editing each document and inserting fixed links at the database production stage. Unfortunately, there is a major problem. The JUSTIS databases contain millions of citations which, in order to achieve the required functionality, need to be converted into millions of corresponding hypertext links. The manual creation of links on this scale is not really an option since link creation is a laborious process, requiring the services of skilled, and expensive, editors. Even if an editor is able to identify and process ten links per hour, which is optimistic, then the human effort required will be approximately a hundred thousand hours per million links created.  …  Clearly, there ought to be a better way of tackling the problem.” 

For the research work presented in this thesis, a parsing system was developed using a context-free grammar and a semantic representation/interpretation system that is capable of tagging regulation provisions with the list of references that they contain.  The parsing system consists of two phases.  First, a context-free grammar parser scans through the regulation text, constructing parse trees as shown in Figure 3.10.  The original reference for the parse tree in Figure 3.10 was, “… Subpart O of part 264 or 265”.  Then a secondary parser converts the parse tree into lists of fully specified references.  These references are inserted into the XML regulation as new child elements of the appropriate regElement XML element.

Note that the references are not tagged as hyperlinks, which would tie the reference to a particular source for the referred document.  Rather, the reference tags simply provide a complete specification for what regulation provision is referenced.  Where the regulation is located is not specified so that an XML regulation viewing system may select any document repository of regulations from which to retrieve the referenced provision.  Examples demonstrating the usage of the XML element for regulation references are shown in Figure 3.11.  The next section discusses the development of the reference parser in detail.

1.16.3.1 Development of a Reference Parser

  Simple Tabular Parsing

Parsing can be viewed as a search problem of matching a particular grammar and lexicon to a set of input tokens by constructing all possible parse trees [46].  The grammar defines a set of categories and how the categories can be manipulated.  The lexicon 


Figure 3.10 Example parse tree for identifying regulation references


Figure 3.11 Example of a reference XML element

defines to what categories the input tokens belong.  The search problem is associated with manipulating the grammar to find all possible matches with the input tokens.  A simple top-down, left-to-right parser is described in this section.

Suppose we start with a very simple model of English grammar.  In this grammar we might say that all sentences are composed of a noun plus a verb phrase.  Verb phrases can be a verb plus a noun, or simply a single verb.  This grammar can be represented as shown in Figure 3.12.  We can then create a small lexicon containing the words “cars”, “oil”, and “use”, in which we define what categories these words may match.  This simple lexicon is shown in Figure 3.13.

We can use the simple grammar and lexicon to parse the sentence “cars use oil”.  We can model the parsing process with a category stack, an input stack, and a set of operations for manipulating these stacks.  We start the parsing by adding the “S”, or a sentence start symbol, to the category stack and the input tokens to the input stack.  We can then use two operations to parse the input.  The expand operation is used to expand the top category on the category stack using one of the grammar rules in Figure 3.12.  The match operation is used to match the top category in the category stack with the top token in the input stack according to the lexicon rules in Figure 3.13.  A parse is considered successful when both the category stack and the input stack are empty.  Table 3.1 shows the successful parsing of the sentence “cars use oil”, and Figure 3.14 shows the corresponding parse tree.

In this simple tabular parsing strategy, it is necessary to try all possible expansions of the grammar categories.  For example, the “VP” category in Table 3.1 could also have been expanded to be a “V”.  Since this expansion would not have resulted in a successful parse the expansion was not used in the example in Table 3.1.  When a program is searching for a parse for an input stack, it will not know in advance which expansions will result in a successful parse.  Therefore it must perform all possible expansions.  The general procedure used, however, is the same as that illustrated in Table 3.1.  It is possible to have multiple parses for a single set of input tokens.  It should also be noted that the lexicon may map the same input token to multiple categories.  The parser design described here is known as left-recursive, and if a grammar rule is left recursive the parsing algorithm will not terminate [46].  This is because a rule like “VP ( VP N” can be expanded an infinite number of times.  In our work, left recursive grammar rules are not permitted.

Table 3.1 Simple parsing example

	Category Stack
	Input Stack
	Operation

	S
	Cars use oil
	Start

	N VP
	Cars use oil
	Expand

	VP
	use oil
	Match

	V N
	use oil
	Expand

	N
	Oil
	Match

	
	
	Finish



Figure 3.12 Simple grammar


Figure 3.13 Simple lexicon
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Figure 3.14 Simple parse tree

  Constructing a Reference Parse Tree

As mentioned above, the reference parsing system is based on a simple tabular parser.  This simple tabular parser must be adapted to the reference identification problem.  The simple tabular parser knows the start and end of the sentence in advance, and incorporates this information into the algorithm.  The reference identification problem is different from general sentence parsing in that the start and end of the reference are not known in advance.  The termination conditions for the reference parser are changed so that the parse is considered complete if the category stack is empty.  In other words, the input stack does not need to be empty for the parse to be complete.  The parser was also modified to recognize a number of special category tokens in addition to the lexicon.  These special categories, which can be used in addition to a vocabulary specified in the lexicon, are shown in Table 3.2.  In addition, grammar specifications can use special categories such as “txt(abc)” to match “abc” input, which makes some patterns more transparent by bypassing the lexicon.

A third type of grammar category was of the form “ASSUME_LEV1”, where LEV1 represents the level within the reference hierarchy.  When the parser produces a category that starts with “ASSUME_” during a parse, it matches the assumed reference level (whatever follows the underscore after ASSUME, in this case “LEV1”) with the identifier for that level within the XML tree
.  This is useful when a natural language reference does not fully denote the reference.  For example, in Figure 3.10 the category “ASSUME_LEV0” was automatically assumed to be “40.cfr”, because the reference “… Subpart O of part 264 or 265” did not explicitly state that parts 264 and 265 are in 40 CFR.

A WordQueue object is used to tokenize and buffer the input.  Regulation provisions are read individually and added into the WordQueue.  The tokenized regulation provision is 


Table 3.2 Special reference parsing grammar categories

	Category
	Matches

	INT
	Integers

	DEC
	Decimal numbers

	NUM
	Integers or decimal numbers

	UL
	Uppercase letters

	LL
	Lowercase letters

	ROM
	Roman numerals

	BRAC_INT
	Integers enclosed in ()

	BRAC_UL
	Uppercase letters enclosed in ()

	BRAC_LL
	Lowercase letters enclosed in ()

	BRAC_ROM
	Roman numerals enclosed in ()


then passed to the parser to look for a reference.  If a reference is found, the tokens that constitute the reference are removed from the queue.  Otherwise, the first token in the queue is removed and the input is returned to the parser.  Once the input queue is empty, the next regulation provision is read.

Many experiments have been conducted to develop the algorithm for tokenizing the regulation provision text input.  Splitting first on white space and then splitting off any trailing punctuation will not work.  Some of the text includes lines like, “oil leaks (as in §§279.14(d)(1)). Materials…”.  The tokenized version of this line (using a space delimiter) should look like, “oil leaks ( as in § § 279.14 (d) (1) ) . Materials”.  The algorithm cannot split on all “.” characters because some may occur as part of a number.  It cannot split on all the parenthesis characters because some may be part of an identifier “(d)” that should be preserved.  The solution is to first split the input on white space, and then perform a second pass on each individual token.  This second pass involves splitting the token into smaller tokens until no more splits are possible.  The process splits off starting “§” symbols, trailing punctuation, unbalanced opening or closing parenthesis
, and groups of characters enclosed in parenthesis.

An iterative process is used to develop the reference parsing grammar.  First, a core grammar and lexicon are created by manually reading through the regulations and developing a grammar and lexicon to parse the manually identified references.  Next a reference prediction system, discussed in section 3.4.3.2, is run on a large regulation text corpus to produce lists of text with high probability of containing a reference that the system could not parse.  Actual references are then manually identified from this list and the parsing grammar and lexicon updated to capture the references.  This process is repeated until the reference prediction system fails to find any real references that could not be parsed.  Figure 3.15 shows the basic grammar and Figure 3.16 shows the basic lexicon.

  Interpreting the Reference Parse Tree

Once a parse tree is created using the parsing algorithm described above, the problem remains of interpreting this parse tree so that references can be listed in a standard format.  This section describes the process used to convert parse trees into lists of references.

The semantic parsing system is built on top of a simple tabular parser that does a modified depth-first processing of the parse tree.  Each node in the tree is treated as an input token.  The processing deviates from strict depth-first processing when special control categories are encountered.  Grammar and lexicon files provide control information to the semantic interpreter.  The parsing algorithm differs from a simple tabular parser in that when a category label is found, it is not removed from the category search stack.  Instead, the category found is marked “found” and remains on top of the 



Figure 3.15 Partial grammar for the reference parsing system

stack.  The next matching category can be the “found” category or the second category in the stack.  If the second category in the stack is matched, it is marked found and the top category is removed.

The grammar file is essentially a list of templates that specify what type of reference is well formed.  All grammar rules for the parser that interprets the reference parse trees must start with “REF --> “.  The grammar used for interpreting the parse trees is shown in Figure 3.17.

The two grammar rules in Figure 3.17 correspond to the two types of references that appear in 40 CFR regulations: 40 CFR 262 Subpart F (which refers to Chapter 40, Part 262, Subpart F), and 40 CFR 262.12(a)(13)(iv) (which refers to Chapter 40, Part 262, Section 12, subsection a, paragraph 13, subparagraph iv)


Figure 3.16 Partial lexicon for the reference parser


Figure 3.17 Reference interpretation grammar

The lexicon file specifies how to treat different parsing categories. A shortened version of the interpretation lexicon is shown in Figure 3.18.  The complete lexicon appears in Appendix B.  As shown in Table 3.3, there are five semantic interpretation categories that can be used in the lexicon.  These categories are used to classify the categories used by the reference parser when constructing the parse tree.

Table 3.3 Lexicon categories

	Category
	Meaning

	PTERM
	Indicates the node is a printing terminal string (to be added the reference string currently being built)

	NPTERM
	Indicates the node is a non-printing terminal string (the node is ignored)

	SKIPNEXT
	Indicates the next child node of parent should be ignored and not processed

	REFBREAK
	Indicates the current reference string is complete, and a new reference string should be started

	INTERPOLATE
	Indicates that a list of references should be generated to make a continuous list between the previous child node and the next child node. (If the child node sequence was “262, INTERPOLATE, 265”, this would generate the list “263, 264”)



Figure 3.18 Partial lexicon for the parse tree interpreter

The semantic parser works by attempting to match the category stack to the nodes in the tree.  The parser maintains a “current reference” string that is updated as nodes in the parse tree are encountered.  References are added to a list of complete references when the parser encounters “REFBREAK” or “INTERPOLATE” nodes, or completes a full parse of the tree.  Two examples follow that explain this process in detail.

Figure 3.19 shows a parse tree where the original reference is “40 CFR parts 264 and 265”.  The semantic interpretation parser transforms this reference into two complete references: 40.cfr.264, and 40.cfr.265.  Figure 3.19 is an example of a simple parse tree that can be interpreted.  The parser starts by expanding the REF category in its search list to “LEV0 LEV1 LEV2”.  It then starts a depth-first parse down the tree, starting at REF.  The LEV0’ node matches LEV0, so this category is marked as found.  The LEV0 node also matches the LEV0 search category

Next the children of LEV0 are processed from left to right.  Looking up INT in the interpreter lexicon (Figure 3.18) shows it is a PTERM, so the current reference string is updated to be “40”.  Looking CFR up in the interpreter lexicon shows that it is also a PTERM, so the leaf’s value is appended to the current reference string to form “40.cfr”.  Next, LEV1a’ is processed, and a note is made that the incoming current reference string was “40.cfr”.  LEV1a’ matches LEV1, so the top LEV0 search category is discarded and the LEV1 category is marked as found.  Processing continues down the LEV1a branch of the tree to the LEV1p node.  The PART child node is found to be a NPTERM in the lexicon, so the content of the PART leaf node is not appended to the current reference string.  INT is found to be a PTERM, so the content of this leaf node is concatenated to the search string.  Since CONL2 is also a NPTERM, the algorithm traverses back up to LEV1a’.  The next child node to be processed is CONN’, which is found to be a REFBREAK in the lexicon.  This means that the current reference is complete, so “40.cfr.264” is added to the list of references and the current reference is reset to “40.cfr”, the value it had when the LEV1a’ parent node was first reached.  Processing then continues down from LEV1a’ to the right-most leaf of the tree.  At this point the current reference is updated to “40.cfr.265” and a note is made that the entire tree has been traversed, so “40.cfr.265” is added to the list of identified references.  Next the 
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Figure 3.19 Example of a simple parse tree

parser would try the other expansion of REF as “LEV0 LEV3 LEV4 LEV5”, but since it would be unable to match LEV3 this attempt would fail.  The final list of parsed references thus contains 40.cfr.264 and 40.cfr.265.

The basic approach described above can be extended to handle references where the components of the reference do not appear in order.  For example, the parser might encounter the reference “paragraph (d) of section 262.14”.  A proper ordering of this reference would be “section 262.14, paragraph (d)”.  To handle these cases, if the top of the category search stack cannot be matched to a node in the tree, the remainder of the parse tree is scanned to see if the missing category appears elsewhere in the tree (a “back-reference”).  If the category is found, it is processed and appended to the current reference before the algorithm returns to the original part of the parse tree.  If multiple references are found during the back-reference call, the order needs to be reversed to maintain correctness.  This allows parsing an interpretation from complex parse trees as shown in Figure 3.20.

The parse tree shown in Figure 3.20 originates from the reference, “Subpart O of part 264 or 265”.  The semantic interpretation parser transforms the reference into two complete references: 40.cfr.264.O, and 40.cfr.265.  In cases of ambiguous meaning, the parser maximizes the scope of ambiguous references.  For example, the parse tree in Figure 3.20 could also be interpreted as 40.cfr.264.O and 40.cfr.265.O, but this might be incorrect if 40.cfr.264.O and 40.cfr.265 were actually intended.

Figure 3.20 is an example of a complex parse tree that can be interpreted.  A brief explanation of this parse tree follows.  In this example, the semantic parser first expands the starting REF category to be “LEV0 LEV1 LEV2”.  LEV0 matches the ASSUME_LEV0 leaf, and the current reference string is updated to be “40.cfr”.  Next, the parser encounters LEV2’, which does not match LEV0 or LEV1.  The parser then searches for a possible “back-reference” (a level of the reference that is out of order, 
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Figure 3.20 Complex parse tree

referring back to a lower level), which it finds as LEV1r’.  The parser processes this part of the tree, concatenating the INT under LEV1p to the reference string.  It also notes the reference string is complete upon encountering the CONN’ (a REFBREAK), so a new reference string is started with “265” and a note is made that the rightmost leaf of the tree has been found.  The parser uses back-reference calls to effectively re-order the depth-first parsing process such that reference components are parsed in descending order.  Upon returning from the back-reference function call, it is noted that multiple references have been encountered, so a reconciliation procedure is run to swap “40.cfr.264” with “40.cfr.265” in the complete reference list and to set “40.cfr.264” as the current reference string.  Now the parser can match the LEV2’ category and update the current reference list to be “40.cfr.264.O”.  Next the parser encounters the BACKREFKEY category, which the lexicon identifies as type SKIPNEXT, so the parser can skip the next child node.  Skipping the next child node brings the parser to the end of the tree.  Since the parser noted earlier that it had processed the right-most leaf, which indicates a successful semantic parsing attempt, the parser adds the “40.cfr.264.O” to the lists of references found in the parse tree.  The subsequent attempt to parse the tree using “LEV0 LEV3 LEV4…” will fail to reach the rightmost leaf, so no more parses will be recorded.  Thus, the final reference list is 40.cfr.264.O and 40.cfr.265.

The parsing system developed in this research work, along with the semantic interpreter for the parse trees, should be simple to reconfigure to parse and interpret a variety of different referencing systems or text patterns.  Using a grammar and lexicon to specify how to treat categories from a parsed reference provides a great deal of flexibility for the system.  New grammar and lexicon files can be introduced to change the system for new types of references.  The main limitation of the system is that grammar rules cannot be left-recursive.

1.16.3.2 Statistically-Based Reference Parser

In this research, an n-gram model is employed to make the parsing process more efficient by skimming over text that was not predicted to contain a reference.  An n-gram model is a probabilistic model for sets of n sequential words [56].  For example, one might use unigrams, bigrams or trigrams in a model.  A unigram is a single word, a bigram is a pair of words, and a trigram is a sequence of three consecutive words.  These n-grams can be used to predict where a reference occurs in a regulation by how frequently each n-gram precedes a reference string.

To develop an n-gram model, a regulation corpus of about 650,000 words was assembled.  The parser found 8,503 references after training on this corpus.   These 8,503 references are preceded by 184 unique unigrams, 1,136 unique bigrams, and 2,276 unique trigrams.  For these n-grams to be good predictors of a reference, they should occur frequently enough to be useful predictors, but they should not occur so frequently in the general corpus that their reference prediction value is low.

For the unigrams, it is interesting to note that 18 of the most “certain” predictors are identified as highly “certain” because they are only seen once in the entire corpus.  Some other unigrams that one might intuitively expect to be good predictors actually are weak predictors for references.  For example, “in” has a 5% prediction value.  This is because the 2,626 references that are preceded by “in” are so heavily outweighed by the 49,325 total occurrences of “in” in the corpus.  These two factors make the unigram model a weak one, since words with high certainty tend to be those that are rarely seen, and words that preceded many references tend to be common words that also appear often throughout the corpus.  One exception to this is the word “under”, which precedes 1,135 references and only appears 2,403 times in the corpus (a 47% prediction rate).

The bigram model is a good predictor of references.  While over 200 (18%) of the bigrams only occur once in the corpus, the significance of bigrams that precede a reference is not diminished by an even larger number of occurrences in the corpus (as is the case for the “in” unigram).  For example, “requirements of”, which precedes 1,059 references is seen 1,585 times total in the regulation corpus.

The trigram model helps refine some of the bigram predictors.  For example, “described in” with a 61% prediction rate is refined into 35 trigrams with prediction probabilities ranging from 11% to 100%.  In general however, the trigram model appears to split things too far, since about 1/3 of the trigrams only appear a single time in the entire corpus.

Before attempting a parse on the input, the three n-gram models are used together by calculating a weighted sum of unigram (U), bigram (B) and trigrams (T) using the following equation: (1U + (2B + (3T ( 1.  In this equation, a threshold of 1 is used to determine if the parse should be carried out.  By changing the ( weightings, different parts of the text are selected for parse attempts.

While the n-gram model is effective for speeding up parsing, there is a tradeoff between parsing speed and recall.  To study this tradeoff, the n-gram model was trained on the 650,000-word corpus and then tested on a 36,600-word corpus.  There were 569 references in the test corpus.  To experiment with the possible ( parameter values, a brute-force search was done through a range of values (λ1 = 1-20,000, λ2 = 1-10,000, λ3 = 1-640).  There were over 10,000 passes through the test file completed during this experiment.  The number of reference parse attempts and successful reference parses were recorded.  Examples with the lowest number of parse attempts for a given level of recall were selected from the test runs.  This process provides an efficient frontier that shows the best efficiency (successful parses / total parse attempts) for a given level of recall.  These results are shown in Figure 3.21.

The x-axis in Figure 3.21 shows the level of recall for the pass through the test file.  So as to provide an indicator of the extra work by the parser, the y-axis shows the total number of parse attempts divided by the total number of references in the document.  As can be seen from Figure 3.21, there is clearly a change in the difficulty of predicting references as the recall level goes above 90%.  For recall levels between 0 and 90% the amount of work for increasing the level of recall is relatively low.  For recall levels above 90%, however, any additional increase in recall will come at a very significant increase in the number of parse attempts.  The usefulness of the bigrams and trigrams is exhausted around 90% recall, most likely due to a sparseness problem in the training data.  The only way to increase the number of reference predictions beyond the 90% recall level is to shift the focus to the unigram model – which was noted earlier to have much lower accuracy than the bigram or trigram models.  This accounts for a significant increase in the tradeoff between recall and parse attempts.
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Figure 3.21 Trade-off between recall and required number of parse attempts

It was surprising to see that the prediction system is able to achieve 100% recall in the test file for our experiment, since the test file contains previously unseen data.  The 100% recall should not be achievable in general because there may exist a word that precedes a reference that has not been seen before in the training data.  The total number of parse attempts to achieve 100% recall on the test file was only 14,310.  This compares quite well to the 37,132 parse attempts required to check the document for references without using the n-gram model (i.e., by attempting all possible parses), since it reduces the number of parsing attempts necessary by more than a factor of two.

This reference parsing research addresses three questions for regulation reference extraction.  First, it is shown that an effective parser can be built to recognize and transform environmental regulation references into a standard format.  Second, it is also shown that an n-gram model can be used to help the parser “skim” through a document quickly without missing many references, and the time/recall tradeoff has been explored as shown in Figure 3.21.  Third, it is found, qualitatively at least, that an n-gram reference-prediction model is a useful tool for grammar development when attempting to build a parser for sections of text. 

It is possible to further refine and design a probabilistic guided reference parser that efficiently scans a document for references.  Since our main interest in this research project is to identify as many references as possible and store them in the document, a fast parsing system is not the objective of our work and has not been pursued further.

1.16.4 Definitions

A third type of metadata added to the XML regulation framework makes word and acronym definitions available to a regulation viewing system.  The large number of domain-specific terms and acronyms that appear in regulations can make regulation text difficult for novices to understand.  The ability to add definition metadata to the regulation framework allows a regulation viewing system to incorporate explicit definitions of terms and acronyms into its user interface.

A regulation generally provides specific definitions for many terms appearing throughout the regulation.  By making these definitions explicitly clear, software systems can assist regulation readers in understanding the often definition-intensive documents.  An example of how definitions may be used is described in Section 4.4.1.  Figure 3.22 illustrates a definition element in XML. 

Environmental regulations include many terms and acronyms that are specialized to the entire environmental regulatory domain, and are therefore not defined in each regulation itself.  There are many other sources of definitions aside from the regulation itself.  For example, a quick search on the Internet for environmental regulation glossaries reveals hundreds of sites.  Because there are so many sources for definitions and acronyms, and often so many different definitions and acronym expansions for individual terms, only terms defined in the regulation itself are tagged with XML elements.  The addition of definition elements to the XML regulations is currently done manually, though a more sophisticated natural language parser might be effective for automatically inserting definition elements in an XML regulation.


Figure 3.22 A definition XML element

1.16.5 Legal Interpretations

Some environmental regulation provisions can be ambiguous and hard to interpret.  The meaning of the provisions may be slightly different than a straightforward reading of the provisions would imply.  This problem is common to many forms of primary legal sources, for which raw documents without appropriate annotation can be misleading [107].  The regulation provision may have acquired some important nuances through the results of court cases or guidance documents issued by a regulatory agency.  These important nuances may not be well conveyed in the regulation text, and without some type of annotation to make these finer points clear the regulation may be misleading.  

For example, 40 CFR 261.4(b)(1) discusses solid wastes that are not to be considered hazardous wastes under the regulations.  Household wastes are among the wastes that the regulation exempts from hazardous waste regulation.  This includes household waste that is collected, transported, stored, treated, disposed, recovered, or reused.  The regulation states that [29]:

“A resource recovery facility managing municipal solid waste shall not be deemed to be treating, storing, disposing of, or otherwise managing hazardous wastes for the purposes of regulation under this subtitle, if such facility:

(i) Receives and burns only

(A) Household waste (from single and multiple dwellings, hotels, motels, and other residential sources) and

(B) Solid waste from commercial or industrial sources that does not contain hazardous waste; and

(ii) Such facility does not accept hazardous wastes and the owner or operator of such facility has established contractual requirements or other appropriate notification or inspection procedures to assure that hazardous wastes are not received at or burned in such facility.”

A casual reading of this provision might lead one to conclude that a municipal waste incinerator that accepts household waste need not be concerned with hazardous waste regulations.  This was how most owners and operators of incinerators that accept household waste treated the provision until 1994.  In 1994 the U.S. Supreme Court [28] ruled that such incineration facilities are not subject to RCRA Subtitle C as a hazardous waste treatment, storage or disposal facility.  The Court also ruled that although such facilities were exempted through the household waste exemption, the ash produced by the facilities was not exempt.  Therefore ash produced by incinerating household waste can be regulated as a hazardous waste if it has hazardous characteristics, and incineration facilities that burn household waste can be considered generators of hazardous waste.  Identifying this interpretation of the regulation provision is of great significance for accurately complying with the regulation, and identifying this interpretation might be difficult without an annotation that explains the correct interpretation. 

To resolve this problem, it is important to enable the tagging of regulation provisions with legal interpretations written by experts familiar with the regulation.  A simple XML element to encapsulate legal interpretations has been added to the XML regulation structure to enable this important annotation capability.  The addition of legal interpretation elements to the XML regulations is done manually, since the creation of a legal interpretation requires a legal expert to read and interpret the regulation provision.  Figure 3.23 illustrates how the legalInterpretation element may be used to annotate a regulation with important notes about how a regulation should be interpreted.


Figure 3.23 Illustration of the legalInterpretation element

1.17 Related Research

There has been significant work done in the area of representing legal documents in an XML format.  Much of this work has been done in the European research community.  Boer et al. [14, 15] proposed a Legal XML standard in 2002, the MetaLex standard
.  The standard is particularly notable for its design as a language independent legal standard and its aspirations to facilitate the use of XML for more than search and presentation services.  It is aimed to standardize legal documents for purposes such as filtering, presentation, document management, knowledge representation, search, code generation, rule generation, classification and verification.  The legal applications of the MetaLex standard include legislation, case law, written public decisions, business regulations and contracts.  The work described in [14] focuses on Dutch legislation, but the goal is to develop a standard that will cover all legal sources.

Marchetti et al. [57] has worked on developing data standards for the representation of Italian legislation and tools for accessing this legislation.  This group of researchers has made strong statements about the positive effects that XML may have on the legislative process: “We dare say that markup languages, and in particular XML, can provide interesting results at both ends of the legislative process: at the drafting stage, enforcing some or all the drafting rules defined for our norms [rules for drafting normative documents]; at the accessibility stage, fostering easy and sophisticated searching and rendering tools for the public at large. Furthermore, XML may constitute a great influence on several other aspects of the legislative process, providing support for the consolidation of laws, rationalising the legislative process, improving the referencing and connections among the norms, etc.”

A number of associations have also worked on XML standards for legal documents.  LegalXML.org is one group working towards developing XML standards for a number of different legal documents, such as court filings.  These XML standards are designed to be specifications to support eContracts, eNotarization, integrated justice, lawful intercept, legislative documents, online dispute resolution, and legal transcripts.  In March of 2002, LegalXML.org joined with OASIS, which is a not-for-profit global consortium that is developing a wide variety of SGML/XML standards for e-business
.  OASIS also manages XML.org
, a clearinghouse for XML related schemas and other documents.  As of this writing, XML.org is planning a new focus on XML developments for E-Government.

The United States federal government has also begun working with XML in recent years.  The U.S. Congress began looking into the use of SGML for drafting and exchanging legislative documents in 1997.  This investigation of new drafting tools and data standards later shifted to XML, and by December 2000 XML was adopted as the standard for exchanging legislative documents between the House, Senate and other legislative branch agencies.  Along with this new data standard, XML tools aiding the drafting of documents have been successful in solving a number of drafting problems that previously plagued document drafters.  These include addressing numerous issues related to the formatting and cross-referencing needs of hierarchical legislation.  The adoption of the new XML standard has been going on for just over two years now.  The Office of Legislative Counsel of the U.S. House of Representatives, which provides drafting assistance to the House of Representatives, commented on these efforts:  “The transition to XML for the drafting of legislation has been both challenging and highly rewarding for the House. At this point, the House has been using the XML authoring environment for House-only resolutions since January 2001 and began drafting bills in XML in September 2002. The House plans to draft over 95% of introduced bills in XML by January 2003.”

XML continues to be an active research topic, with work continuing in areas ranging from knowledge management [23] to the secure and selective dissemination of documents [13].  All of these areas of work will contribute to the increasing benefits of adopting XML as a primary legal document standard.

The importance of adding reference metadata to XML regulations is clear from the work in recent years focusing on exploiting the power of reference data.  For example, work by Brin and Page demonstrated that hyperlinks in HTML documents can be used to build a more effective search engine [17].  This line of research work has culminated in the popular search engine Google
.  Work has also been done to automatically link together scholarly work on the Internet using references [11].  Citeseer, an autonomous citation indexing system for academic literature, is described by Giles et al. in [36].  The Citeseer system uses references in academic literature to build a network of related documents, which facilitates searching for related articles.  It also allows users to view the context in which citations are used, allowing researchers to see what authors say about particular papers.  The importance of automated linking of legal citations has been noted by Needle [66].  Needle was focused on the hypertextual linking of documents in the JUSTIS legal databases, and used the commercial system Syntalex towards this end.  References within regulations have also been investigated as features for performing similarity analysis by Lau et al. [52].  It was found that using regulation references can facilitate the identification of relevant provisions for regulation readers, and can also reveal hidden similarities between regulation provisions.

The work described in this chapter to extract and transform regulation references from the regulation text is a variant of the general information extraction problem.  The information extraction problem is one that has been studied with increasing interest since the advent of the Internet in the late 1990’s.  Many researchers have developed a variety of techniques to address the information extraction problem, examples include work by Kushmerick et al. [49], Hsu et al. [43], and Muslea et al. [63].  Muslea has provided a survey of much of the current work [62].

1.18 Summary

This chapter has discussed the development of an XML structured regulation and framework.  This framework is important because it provides a formal way to structure regulatory information such that it will be more amenable to software processing for regulation assistance services.  It also lays the foundation for the regulation assistance system (RAS) discussed in the next chapter.  The web-based regulation assistance system makes use of the XML regulations annotated with meta-data to provide compliance assistance services.  The development of the RAS system motivates the design of the XML structure and the associated metadata described in this chapter.

This chapter has described how environmental regulations can be developed and stored as structured XML documents.  First, various types of documents that can be used to represent regulations were discussed.  Second, the XML regulation structure developed in this project was introduced, and parsers for converting PDF and HTML regulations into the XML structure were described.  Third, meta-data elements added to the XML regulation, such as concepts, definitions, references and legal interpretations, were described in detail.  The next chapter will describe how these structured XML regulations tagged with metadata can be used to provide compliance assistance services.

Building A Compliance Assistance System

1.19 Introduction

There has been a push in the United States by the executive office for government agencies to put more emphasis on compliance assistance in lieu of enforcement to encourage companies to comply with regulations [21, 64].  Towards this end, specialized programs using expert system technologies have been built to assist users in understanding regulation requirements for particular circumstances [16].  As noted in Chapter 1, since these systems are not explicitly grounded in the regulations they have a number of important limitations.  This chapter describes our research on developing a compliance assistance infrastructure that is capable of assisting users in determining regulation requirements.  In addition, the compliance assistance infrastructure builds upon the XML regulation framework and takes advantage of the regulation metadata described in Chapter 3.  Besides the concept, reference and definition tags discussed in Chapter 3, we add logic and control processing metadata to the XML regulation framework.  This approach allows the construction of a regulation assistance system with clear linkages to the regulation text, thus overcoming many of the limitations of the systems currently in use.

Before we discuss in detail the development of the compliance assistance system, an overview of how the regulation assistance system works, and the motivation for it, is provided as a point of reference.  The primary objective of this web-based regulation assistance system is to assist users in determining regulation requirements, and help them determine if they meet those requirements.  The system gathers information from a user and informs them if it identifies a conflict between information they have provided and the regulation rules.  For example, a user may start by selecting a regulation provision to check against for compliance.  The RAS system will then step through the regulation provision by provision.  At each step, the system will ask the user for input that helps the system clarify whether the user is in violation of the provision or whether the user is probably in compliance. When the system completes the check against the regulation provisions or detects a conflict between the user’s answers and the regulation, it displays a summary of the question-and-answer history as well as the results of the compliance check.  In order to facilitate greater understanding of the regulations, the system makes available a number of enhancements while guiding the user through a compliance check, utilizing the metadata with which the regulations are tagged.  The system provides viewing and search tools using definitions, key conceptual phrases, and references, all of which will be described in this chapter.  Some of the uses for this metadata is shown in Figure 4.1.

A web interface asks users questions based on information in the XML logic metadata.  Users may select a response from a menu of possible responses, including an “I don’t know” option that forks the compliance-checking process along all possible answers.  The ability to allow users to fork the compliance process along all possible paths at any time is useful for exploring different scenarios.  When the system completes a check 
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Figure 4.1 Definition, reference and concept usage

against the regulation provisions or detects a conflict between the user’s answers and the regulation, it displays a summary of the question-and-answer history as well as the results of the compliance check.  The use of the system and the results produced by it are illustrated in Figure 4.2.  Downloadable logs of completed compliance checks allow users to maintain detailed records of their compliance checks.  The logs of compliance checks can also be uploaded and edited for future compliance checks against the same or updated regulations.

In addition to guiding users through regulation requirements, the regulation assistance system demonstrates how the regulation meta-data can be used.  The RAS functionality is implemented with a web interface that communicates with a compliance checking system.  The compliance checking system interacts with a theorem prover component.  The compliance checking system controls the process used to check for violations.  First, it parses the XML-structured regulation to extract the information necessary to run a compliance check.  The XML structure allows the system to properly scope the meta-data and reduce the amount of extraneous data passed to the reasoning system.  Only the logic and control processing metadata necessary for the compliance checking are acquired and 
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Figure 4.2 Example compliance-checking session

dynamically loaded into the reasoning system.  This is important because the performance of FOPC theorem provers decreases rapidly as the number of logic sentences used for reasoning increases.  The system design is such that any FOPC theorem prover can be used to perform the logic checks.  Presently, we employ Otter, a publicly available theorem prover developed at the Argonne National Laboratory [60].

This chapter will present logic and control metadata necessary for providing compliance assistance services.  Regulation metadata represents a rule or concept from a regulation using First Order Predicate Calculus (FOPC) logic sentences.  These logic sentences are used to represent the rules that must be followed for an entity to be in compliance with the regulations.  User interface metadata uses FOPC logic sentences to represent compliance questions and a list of possible user answers to those questions.  Control processing metadata provides information about what provisions of a regulation need to be checked for compliance, and which provisions do not need to be investigated.  Each type of logic or control processing metadata can be associated with any regulation provision in the document.  In the regulation framework described in this thesis, these types of metadata are necessary for the system to be able to verify compliance with a regulation.  However, they must be specified by a domain expert as they cannot be generated automatically.  For the purposes of demonstration, a federal used oil regulation (40 CFR 279) has been manually tagged with regulation logic metadata, with user-interface logic metadata, and with control processing metadata.

The XML structure described in the previous chapter is a critical component for the development of a web-based regulation assistance system.  The RAS makes use of the regulations annotated with meta-data to provide compliance assistance services.

This chapter investigates the development of a regulation assistance system.  The design and development of the regulation compliance-assistance system is based on first order predicate calculus.  The required extensions to the XML regulation standard are also examined in detail in this chapter.  First, propositional and predicate logic are briefly introduced and logic sentences are expressed as a form of metadata.  Second, additional types of metadata that are added to the XML regulations to enable a logic-based compliance-assistance system are discussed.  Third, the algorithms used for compliance checking are examined.  Fourth, the use of the RAS system is illustrated.  Finally, some of the related research work in this area is reviewed.

1.20 Logic

This section introduces the types of metadata used to annotate XML regulations.  Symbolic logic is a representational formalism used to describe concepts, ideas and knowledge.  The formal representation of knowledge can be used to reason about the information and to draw new conclusions or look for contradictions.  Use of formal symbolic logic can also be used to communicate information between systems [35].  Propositional logic and predicate logic are two symbolic logic languages, each of which will be briefly introduced below.  For a more in-depth treatment of this subject please refer to [112].

1.20.1 Propositional Logic

Propositional logic sentences consist of abstract statements and connectives between them.  These sentences can take on the truth-values TRUE or FALSE.  The statements in a propositional sentence are called propositions, which may be abstract statements or one of the truth symbols true or false.  The propositions that are abstract statements can have either truth-value TRUE or FALSE.  The truth symbol true always has the truth value TRUE, while the truth symbol false always has the truth value FALSE.  The connectives between propositions can be “and” ((), “or” ((), “not” ((), “implies” ((), or “equivalent” (().

An example of a propositional logic sentence is the following:

OilHasBeenUsed ( OilIsContaminatedFromUse ( OilMeetsUsedOilDefinition

This propositional logic sentence states that if oil has been used, and it has been contaminated by the usage, then it meets the definition of used oil.  The propositional sentence above illustrates how complex sentences can be built from basic propositions and logical connectives.  Propositional sentences of an arbitrary length can be written by chaining together propositions with the set of connectives.

One can determine the truth-value of a propositional sentence by examining the truth-value of individual propositions and applying evaluation rules associated with the connectives.  The rules for evaluating propositional sentences are as follows:

· The sentence true has the truth value TRUE.

· The sentence false has the truth value FALSE.

· Sentences composed of a single proposition have the truth-value assigned to that proposition.

· The sentence (A has the truth value TRUE if A is FALSE, and the truth value FALSE if A is TRUE.

· The conjunction of two sentences (A ( B) is TRUE if both A and B are TRUE, and FALSE otherwise.

· The disjunction of two sentences (A ( B) is TRUE if either A or B is TRUE, and FALSE if both A and B are FALSE.

· The implication (A ( B) is FALSE if A is TRUE and B is FALSE, and is TRUE otherwise.  This is different from a common non-technical understanding of implications.  If the antecedent is false, the statement is always true.  Therefore a statement such as, “dogs can fly ( cats can fly”, is considered TRUE.

· The equivalence (A ( B) is TRUE if the truth value of A is the same as the truth-value of B, and is FALSE otherwise.

Inference rules can be used to reason about knowledge formalized in propositional logic.  What can be represented in propositional logic is somewhat limited, which limits the usefulness of this system of logic for representing regulation rules.  Propositional logic cannot represent the concept of an object or relationships between objects.  Without the ability to express objects, it is not possible to express the qualities of an object.  Propositional logic also cannot represent the idea of quantification.  For example, it is not possible to express in propositional logic the tautology that, “all water is not polluted, or there exists some water that is polluted.”

Since propositional logic is rather limited in its expressive power, the more powerful formalism of predicate logic is used to annotate environmental regulations in the work described in this thesis.

1.20.2 Predicate Logic

Predicate logic is similar to propositional logic, but allows quantification and the usage of objects.  For example, Figure 4.3 shows the logic tautology “all water is not polluted, or there exists some water that is polluted”, expressed in predicate logic.

The syntax of predicate logic is similar to that of propositional logic.  Predicate logic sentences are composed of connectives, truth symbols (true or false), constants, variables, predicate symbols and function symbols.  Constants and variables denote objects.  Predicates define relationships between objects.  Functions define functions on the objects.  Predicates and functions have defined arities that are the number of arguments associated with their use.  These arguments are called terms and are separated by commas.  Terms may be constants, variables or function expressions.  Similar to propositional logic, the connectives between elements in a predicate logic sentence can be “and” ((), “or” ((), “not” ((), “implies” ((), or “equivalent” (().  The rules for truth determination are the same as those listed for propositional calculus.

Quantifiers are used to quantify predicate logic variables as universally or existentially quantified.  An example of a universally quantified (() variable is in the first half of the disjunction from Figure 4.3, which can be read as, “for all x, if x represents water then x is not polluted”.  An example of an existentially quantified (() variable is the second half of the disjunction from the water pollution example in Figure 4.3, which can be read as, “there exists an x, where x represents water and x is polluted”.  An example of representing knowledge in predicate logic is shown in Figure 4.4, which states that if something is an industrial boiler, utility boiler or oil-fired space heater then it can also be known more generally as simply a boiler.  Figure 4.4 also states some information about an object “unit1”, which is described as an IndustrialBoiler.  Using these components of predicate logic the logic sentences in Figure 4.3 and Figure 4.4 can be constructed.


Figure 4.3 Example of predicate logic tautology


Figure 4.4 Predicate logic examples

There has been a great deal of research on inference procedures for predicate logic.  Using these inference procedures it is possible to reason about knowledge represented in predicate logic.  For example, using the logic sentence “industrialBoiler(unit1)” and the implication rule above, it is possible to infer, “boiler(unit1)”.

Many inference procedures have been developed that maintain completeness and soundness.  Soundness of a proof procedure means that it does not generate incorrect results.  Given a set of premises, a sound inference rule generates new sentences that logically follow from the premises.  Completeness for a proof procedure means that if there exists a proof for the logic problem posed, then the inference procedure is capable of finding that proof.

There are many proof procedures that maintain both soundness and completeness for proofs by contradiction.  When doing a proof by contradiction, the goal of the proof is negated.  The theorem prover knows the proof is complete when it derives a contradiction between the starting premises and the negated conclusion.  For example, to prove that “boiler1” is in fact a boiler, we would include the two logic sentences from Figure 4.4 and the negated conclusion “(boiler(unit1)” in an input file for the theorem prover.  The theorem prover can complete a proof by contradiction by deriving the sentence “boiler(unit1)” which contradicts the input sentence “(boiler(unit1)”.

1.20.3 Metadata for Logic and Control Processing 

In order to facilitate the development of compliance assistance systems, XML elements are included to provide processing information for systems interpreting the regulation document.  We have developed control elements to specify what regulation provisions need to be processed, and logic elements to represent compliance information.

1.20.3.1 Control Processing Elements

The control element is a wrapper element that may contain one or more instructions within it in the form of one or more of three sub-elements: goto, switchTo, or end.  These control elements allow regulation designers to specify what regulation provisions may or may not need to be investigated.  While not FOPC in nature, control elements provide processing logic and therefore may be used within the logic XML elements that will be discussed in Section 4.2.3.2.  These control elements are currently added manually, but it seems possible to take advantage of the automatically-generated reference elements to partially-automate the process of adding control elements.

The goto control element specifies a regulation provision that the system should process next; returning to the current provision once the specified provision has completed its check.  This is similar to a standard programming subroutine call.  The goto element is useful when it is necessary to check an additional regulation provision without abandoning the current line of processing.  For example, frequently a regulation provision will refer readers to another regulation provision that should be read before continuing.  The goto element instructs a system to temporarily go to the specified regulation provision, but to return to the current provision eventually.

Similarly, the switchTo element specifies a regulation provision to process next, but processing should not return to the current provision once the specified provision has completed its check.  This is useful when a regulation provision specifies some conditions under which a different regulation provision will apply.  The switchTo element instructs the system that the check against the current regulation provision is complete, and that processing should continue starting with the regulation provision specified by the switchTo element.  

Figure 4.5 illustrates the goto and switchTo elements.  This example instructs the system to process section 279.65, and once processing for that section is complete to switch processing to section 279.73.  Note that in order to direct processing control to move to a reference within the regulation the control attribute “target” is used.  For example, target = “40.cfr.279.65”, refers the compliance processing system to section 279.65 in 40 CFR.

The end element signals that the check of the specified provision is complete.  This is useful when the regulation specifies that under certain conditions the check against the current provision need not go any further.  Since regulation checks may be done at any level of the regulation document, it is important to specify a target reference for the end element.  For example, if during a check of the regulation section 40 CFR 279.12 an end element is encountered that specifies that 40 CFR 279.12(a) is complete, it is important to realize that the check against the higher level section 40 CFR 279.12 is not finished and should continue.  On the other hand, if subsection 40 CFR 279.12(a) is being checked and an end element is encountered that specifies 40 CFR 279 is complete, processing of the current provision can stop because the subsection is contained within Part 279.  Figure 4.6 illustrates the end element. This example instructs the system that the compliance checking for provision 40 CFR 279.12 is complete.


Figure 4.5 Illustration of the goto and switchTo elements


Figure 4.6 Illustration of the end element

1.20.3.2 Adding Logic to XML Regulations

Logic can be added to the XML-based regulation document to facilitate manipulation and interpretation of the document.  Internal contradictions within the regulation can be checked for, contradictions between regulation documents can be identified, and compliance checking systems can be built to verify that a user is in compliance with the regulation.  This section discusses the tagging of environmental regulations with logic, and will be followed by a discussion of the algorithm used by a prototype system for checking compliance with the regulations.

Our goal is to target the narrow area of regulation compliance assistance tools.  The broader issue of legal reasoning is beyond the scope of this work.  We use FOPC to model regulations in this research work because it offers a flexible, standardized, and computable representation.  The choice of FOPC also introduces a great deal of flexibility for the choice of a reasoning system, since there are many reasoners available for working with FOPC.  FOPC does not have the expressive power to deal with issues of open texture, deontic modality, or subjunctive conditionals.  These are active areas of research [45, 85], and work in these areas could be incorporated into future work extending the research work presented in this thesis.  

The current system, using FOPC, cannot precisely model the regulations.  FOPC does, however, allow us to model the regulation rules in a simplified form that is sufficient for constructing a system to guide users through regulations and identify potential conflicts with the regulation rules.  Even though we use a simplified representation of the regulation rules, the logic metadata and the other metadata may be useful for a variety of systems [53].  While the exceptions in the regulation rules can introduce an element of non-monotonicity, the closed domain of the regulation scope may make this a tractable problem in FOPC.  Open texture issues, or managing ambiguous concepts, are treated by leaving resolution of the ambiguity up to the user.  The question and answer system that will be described next asks the user to resolve issues that are ambiguous.  

The approach of tagging XML structured regulations with FOPC introduces an open platform consisting of structured text and embedded logic that is an improvement over unstructured text variants.  Logic elements can be added to the XML structure within the regElement XML elements.  The logic elements are denoted by “logic” tags, and may contain either logicSentence or logicOption elements.  These elements are described in detail below.  All of the logic added to regulations in the current implementation is done manually.

Logic sentences representing the ideas laid out by a regulation are added to an XML regulation document in logicSentence elements that may be placed within “logic” elements.  These logicSentence elements may be used to tag regulation provisions throughout the document with their logical meaning.  The flexible placement of the logicSentence element enables the tagging of any provision within the document with a meaning.  For example, tagging the root regulation element with a logicSentence element specifies that the logic sentence should be applied to the entire document.  The logicSentence elements are generally used to define the rules and concepts expressed in a regulation.

Figure 4.7 illustrates a logicSentence element.  The logicSentence element describes a rule that used oil may not be used as a dust suppressant.  The rule states that for all objects “o”, if “o” is used oil then “o” cannot be a dust suppressant.  The use of “ForwardImplies” instead of the more common logic syntax “->” is necessitated by the XML standard, and is described in greater detail in Section 4.2.3.3.

Another logic element was introduced to handle the issue of user input.  The logicOption element can be used to build a structured question and answer system that constructs logic sentences based on the user’s input.  Without the “logicOption” elements, interacting with the system would require the user to work with FOPC sentences.

The logicOption element contains one question element and one or more answer elements.  The question specifies the text that can be used to prompt a user for input.  The answer element contains a possible answer to the question and the logic that should be associated with that answer.  Since answers are tied to logic statements, the user can interact with the system in plain English, but the answers are mapped to logic statements so that they can be used for compliance checking.  The logicOption element allows logic statements to be specified for compliance checking without requiring the user to construct FOPC sentences on their own.

Figure 4.8 illustrates the usage of a logicOption element that assists with gathering user input.  This particular element maps the user’s response to a question about the use of used oil to logic statements that reflect the user’s answer.  For example, a compliance assistance system might ask the question “is the used oil used as a dust suppressant?” and provide the option of answering “yes" or “no”.  If a user selects the “yes” answer, the system would know to match the response to the logic sentence “(usedOil(oil1) AND dustSuppressant(oil1)).”.


Figure 4.7 Illustration of the logicSentence element


Figure 4.8 Illustration of a logicOption element

1.20.3.3 Standard Logic Syntax and XML Standards

One drawback to the use of XML for storing logic representations of regulations is that there are syntactic limitations that must be met to comply with the XML standard.  For example, XML elements are defined by the XML standard to start with “<”, as in “<regText>”.  This conflicts with the standard logic syntax used for reverse implications, “<-“, and equivalences, “<->”.  A simple substitution of text provides the solution for this problem, where the illegal XML character sequences are replaced with legal ones.  

The substitutions currently being used to represent FOPC in an XML compliant syntax are shown in Table 4.1.  Note that the substitutions for “->” and “|” are not necessitated by XML standards, but are done so that the XML logic uses a consistent representation formalism.  The substitutions for “<-”, “<->”, and “&” are required by XML standards.  The substitutions must be reversed by the logic processing systems that read the XML regulation so that the standard syntax is used when providing the data to a logic reasoner.   The XML compliant substitutions also become reserved words in the logic representation language.  Since the words in the right column of Table 4.1 will be substituted with the logic symbols in the left column, words in the right-hand side of the table are reserved words that cannot be used for logic predicates or function names. 

1.20.4 Nested logicOption Elements

To increase the flexibility in specifying the control flow for compliance checking, the logicOption elements are allowed to be nested within the logicOpt portion of other logicOption elements.  Since logicOption elements are used to build the user-interaction portion for compliance checking systems, nesting these elements allows more finely tuned questions to be asked about a provision.  The nested elements also provide a clean way to control the compliance checking processing based on user responses.  Only the logicOption elements may be nested.  Nesting of logicSentence and control elements is not allowed.  It is legal to place control elements within the logicOpt elements, but logicOption elements cannot be placed within control elements.  These restrictions maintain the integrity of the logic and control elements, while allowing significant flexibility within the logicOption elements for more accurate control of the processing system.  Figure 4.9 shows nested logicOption elements.  The nested option_logic elements in Figure 4.9 demonstrates how the elements can be nested to improve the questions a user interacts with.  Improved questions can help model the user’s situation more precisely in FOPC.

Table 4.1 Substitutions for XML compliant logic sentences

	Standard logic syntax
	XML compliant substitution

	->
	ForwardImplies

	<-
	ReverseImplies

	<->
	EquivalentTo

	&
	AND

	|
	OR



Figure 4.9 Nested logicOption elements

1.21 Logic-Based Compliance System

A major research focus for this project has been the development of a web-based Regulation Assistance System (RAS) tool that is built upon the XML regulation framework.  This section explains in detail how the XML regulation framework can be used to support compliance assistance services.  First the structure of the prototype regulation assistance system developed in this research work is explained.  Second, the process used to check for compliance is discussed.

1.21.1 System Structure

The compliance-checking functionality of the RAS system is implemented through a web interface built on top of a compliance-checking component (RCCsession), shown in Figure 4.10.  The RCCsession component controls the process used to check for violations.  It begins by parsing the XML-structured regulation to extract the information necessary to run a compliance check against the document.  This information includes the logic metadata as well as the control processing metadata, both of which have been discussed earlier in Section 4.2.3.  The RCCsession follows the control processing metadata in the XML-regulation structure and manages lists of regulation rules and the associated user responses.  Requests for user input are passed back to the web interface.  A user response is mapped to corresponding FOPC user-interface logic sentence for that response according to the associated logicOption element’s contents.  Whenever the RCCsession component has a set of logic sentences that it needs to check for contradictions, it writes an input file containing those logic sentences and passes that file to Otter, an automated-deduction program developed at Argonne National Laboratory [110].  Figure 4.10 shows the organization of the compliance assistance system, which includes a web interface (RASweb), the RCCsession component, and the Otter automated-deduction program.
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Figure 4.10 Diagram of the Regulation Assistance System's structure

The results produced by Otter are stored in an output file.  The RCCsession reads this output file to see if it contains a proof and then takes whatever actions necessary to continue the compliance checking procedure.  In this manner, the RCCsession controls the flow of processing while using Otter to check for logic contradictions in the background.  The overall system design is such that any FOPC theorem prover can be used to perform the logic checks for the RCCsession component.  

This section has provided a brief overview of the compliance-checking system’s structure.  The next section describes the compliance-checking procedure in detail.

1.21.2 Compliance-Checking Process

The RAS compliance-assistance processing algorithm proceeds in three stages.  First, the XML regulation is verified.  Second, interactive processing is done as the RAS system moves dynamically through the regulation.  Third, results of the analysis are compiled and presented to the user.  Each of the stages is discussed in detail below.  These three stages are illustrated in Figure 4.11, Figure 4.12, and Figure 4.17, respectively.

1.21.2.1 XML Regulation Verification

The RAS system performs two layers of verification checks on an XML regulation before it is used to assist with compliance checking procedures.  The first step in verifying an XML regulation is to perform structural verification of the XML.  This is done by verifying the regulation against the regulation DTD, which is shown in Appendix A, that defines the valid structure for the XML regulations.

The second step in verifying the XML regulations is to verify that all the logic rules contained in logicSentence elements are consistent.  The system extracts all the logicSentence elements from the target regulation and builds an appropriate input file for the theorem prover, Otter.  If the theorem prover does not find a contradiction in the logic sentences within a given time period, the logic sentences defining the regulation rules are assumed to be consistent.
  This check attempts to ensure that the set of logic rules embedded in the XML regulation do not contain a contradiction.  The initial check for contradictions in regulation rules does not guarantee that there are no contradictions in the rules, since Otter is not guaranteed to find a contradiction if one exists.  In practice, however, this initial logic check has been fairly robust.
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Figure 4.11 Overview of verifying the XML regulation

The initial check for problems with the logic rules is important, since if the rules contain a contradiction the logic system will not be able to assist with compliance checking against the regulation.  The RAS system identifies potential conflicts with regulation rules by identifying logical contradictions between user input and regulation rules.  Therefore, if the regulation rules themselves contain a contradiction the algorithm used by the RAS system will not work.

1.21.2.2 Gather and Process Logic Sentences

Processing of the regulation document is done by a depth-first tree traversal of the XML structure starting at a provision selected for compliance checking.  This initially selected provision may be anywhere in the XML regulation tree.  A provisions-to-process (PTP) stack maintains a list of regulation provisions that need to be investigated, and an already-processed-provisions (APP) list keeps track of provisions for which processing is 
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Figure 4.12 Overview of the interactive question and answer compliance processing

complete.  Any XML “control” elements encountered while traversing the regulation tree-structure redirect the flow of processing.  The effect of the three control elements on the PTP stack and APP list will be discussed next.

The effect of the goto control element on the PTP stack and the APP list is shown in Figure 4.13.  The initial PTP stack is shown on the left and the resulting stack after taking the control elements into account is shown on the right side of the figure.  As the first example shows, in the simplest case the goto element adds the provision specified to the PTP stack.  As the second example shows, only a single call to a particular regulation provision may be in the PTP stack at a time.  Additional attempts to add the same provision to the stack are ignored so as to prevent infinite loops.  The third example illustrates the idea that provisions in the APP list cannot be added to the PTP stack, since they have already been processed.  The fourth example demonstrates that even if the system is processing a sub-provision of the top PTP provision, the goto element operates as would be expected in that the specified provision is added to the PTP stack.
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Figure 4.13 The goto element

The effect of the end control element on the PTP stack and the APP list is shown in Figure 4.14.  Control elements of end type result in the targeted provision being removed from the PTP stack if the provision exists in the stack, and being added to the APP list.  The first example in Figure 4.14 shows the element’s basic effect.  The end element has no effect if the specified provision is already in the APP list, as shown in the second example.  The third example illustrates how sub-provisions of provisions in the PTP stack can be added to the APP list.  If provisions in the PTP stack are sub-provisions of a provision targeted by an end element, the sub-provisions will be removed from the PTP stack.

The effect of the switchTo control element on the PTP stack and the APP list is shown in Figure 4.15.  The first example in Figure 4.15 shows how in the basic case the top 
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Figure 4.14 The end element
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Figure 4.15 The switchTo element

provision is removed from the PTP stack and added to the APP list, and the provision specified by the switchTo element is added to the PTP stack.  The second example demonstrates how in cases where the switchTo element refers to previously processed provisions the referenced provision is not added to the PTP stack.  The third example shows that if the system is processing a sub-provision of the top PTP provision, the switchTo element adds the provision currently being processed to the APP list and the provision specified by the switchTo element to the PTP stack.  The switchTo element is provided for convenience, since it has the same effect as a goto element combined with an implied end element for the current provision.

As logicOption XML elements are encountered during processing, these elements are used to prompt the user for answers to the questions they contain.  The logicOption elements provide a mapping from user responses to logic sentences, which can then be verified against logic rules in the regulation.  After each question is answered, the logic associated with the selected answer is recorded and any control elements associated with the answer are noted.  Otter is then used to check for a contradiction between the logic associated with the user’s answers, called response logic, and the rules specified by the regulation.

Figure 4.16 shows a flowchart diagramming the procedure for identifying contradictions between user response logic sentences and regulation rule logic sentences.  First, an input file is prepared for the theorem prover, Otter, with all the regulation rules encountered during processing, all the logic sentences selected by users in response to questions, and the logic sentences stating that the provisions to check for compliance with are satisfied.  Second, Otter is run using the input file.  Third, RAS reads the output file from Otter to see if the theorem prover was able to find a contradiction in the input logic sentences.  If no proof was found, the logic sentences are assumed to be consistent.  If a proof was found, the proof steps are read to find the input logic sentences that contributed to the 
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Figure 4.16 Processing FOPC with Otter

contradiction.  These input logic sentences are then mapped back to the provision rules or the user responses from which they originated.  This allows the system to identify what is contributing to the logical contradiction, i.e., non-compliance with the regulation.

It is important to provide the extra logic sentences stating that the provisions selected to check for compliance are satisfied.  This is because there are two ways in which the procedure may find a compliance problem.  First, there may be a contradiction between a user’s response to questions and regulation rules that must be satisfied in order to be in compliance with the regulation.  Second, a provision that is used to initiate the compliance check may not be satisfied.  This provision may not be a regulation rule that always needs to be satisfied, so it may not by itself trigger a contradiction with the regulation rules.  Initiating a compliance checking session with a particular regulation provision is asking whether one is in compliance with that particular provision, not necessarily the entire regulation.  Not all provisions in a regulation must be satisfied to be in compliance with the regulation.  Oftentimes only a subset of a complete regulation needs to be investigated, and only a subset of this subset needs to be satisfied to be in compliance with the regulation.  For example, a regulation provision X may state that if section Y is not satisfied, then section Z must be satisfied.  Therefore, failure to satisfy section Y does not necessarily imply that one is not in compliance with the regulation because section Z may be satisfied.  If section Y were used to initiate a compliance checking session however, then compliance would require that section Y be satisfied.  

Answers to the questions contained in the logicOption elements are recorded in a file.  This file enables the system to automatically process questions that have been answered in the past.  This log file of answers also forms a detailed audit trail that can be provided to the user.

1.21.2.3 Compilation of Results

The questioning procedure terminates when either a logical contradiction is found or the PTP stack is empty.  When the questioning procedure ends due to an empty PTP stack, the system returns a result stating that it appears the user is in compliance with the regulation.  Note that this is different from proving that the user is in compliance with the regulation.  The procedure attempts to show noncompliance with the regulation.  Failure to show noncompliance is assumed to mean that the user is in compliance with the regulation.
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Figure 4.17 Overview of compiling results of a compliance check

When the questioning procedure ends due to a logical contradiction being found, the system returns a result stating that there is a compliance problem and a detailed report is returned to the user to help identify the problem.  All the questions, answers and relevant provisions that contributed to the logical contradiction are then displayed for the user.  An example screen shot of this process is shown in Figure 4.18.

Annotating XML regulations with logic elements and processing them in the manner described above has a performance advantage over simply building a large Knowledge Base (KB) of logic sentences.  The primary advantage of the approach described is that the number of logic sentences that need to be handled by the reasoning subsystem (i.e., Otter) is reduced.  Doing logic proofs is computationally intense, and significantly reducing the number of extraneous logic sentences greatly reduces the processing time for proofs and increases the complexity of problems that can be handled.  If a RAS compliance-checking session were to trace over and dynamically load the logic from every provision in a particular regulation, the performance of the RAS system would not be better than that of a system that simply used a complete KB of all the logic sentences in a regulation for reasoning.  The expectation of the RAS system is that in general not all provisions in a regulation need to be processed, so the corresponding number of logic sentences needed for the compliance-checking logic proofs will be smaller than in the case of a system that simply uses a complete KB for all logic checks.

This section has described the logic and control elements added to the XML regulations, along with the algorithm that uses these elements for compliance-assistance purposes.  A flowchart of the overall processing algorithm is shown in Figure 4.19.
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Figure 4.18 Compliance summary with questions contributing to non-compliance shown
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Figure 4.19 Determining compliance with a regulation

1.21.2.4 Logic-Based Control Statements

One weakness of the control elements introduced in Section 4.2.3 is that they only specify immediate and unconditional changes in the processing control.  The goto, switchTo and end elements all define actions that should be executed immediately, without regard for any information other than what provisions are in the PTP stack and APP list.  There are logical constructions in regulations that require greater flexibility than the control elements alone can provide.  For example, Figure 4.20 shows a regulation provision where the applicability of a regulation subpart depends partly on information that may not be currently available.  In this example the section 40 CFR 279.23 may not have been encountered yet, so it may not be possible to determine if subpart G should be added to the PTP stack.  The control elements introduced in Section 4.2.3 cannot represent this situation because there is a gap between the FOPC logic used to check for compliance issues and the control processing elements that specify what provisions to examine.

We introduce a logic sentence construction to bridge this gap and enable conditional control processing statements.  This logic sentence construction allows one to specify that under certain logical conditions a regulation provision should be checked or should be avoided.  The logic construction used is of the form “X implies provision Y applies” and “X implies provision Y does not apply”.  Figure 4.21 illustrates how the provision in Figure 4.20 can be represented in FOPC.  Using this representation, if a company is a used oil generator that also burns the used oil it generates, subpart G will apply if 40 CFR 279.23 is not satisfied.  The complete logic representation for 40 CFR 279.20(b)(3) should include an element that directs the system to check for compliance with 40 CFR 279.23 if someone is a used oil generator that also burns used oil.


Figure 4.20 A provision from 40 CFR 279


Figure 4.21 Logic representation for conditional control statement

A process similar to that used to determine compliance using Otter is used to process these logic-based control statements.  For each logic-based control statement, a logic input file is created with all the relevant logic rule and answer sentences, along with a logic sentence negating the target of the logic-based control statement.  If Otter finds a contradiction, the logic-based control statement is executed.  If the statement is of the “provApplies” variety, the targeted provision is added to the PTP stack.  If the statement is of the “provDoesNotApply” variety, the targeted provision is added to the APP list and removed from the PTP stack if it is located there.  The targeted provision will not necessarily be in the PTP stack, since the provision may not have been previously added to the stack.  Figure 4.22 shows a flowchart of how this process is structured.  This procedure is carried out whenever new logic sentences are added to the KB.  In the flowchart for the compliance process (Figure 4.19), this occurs any time a process symbol labeled “Update list of provisions to process according to any control statements” is encountered.  This approach to conditional control statements maintains the modular design of using separate compliance checking and theorem proving components.
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Figure 4.22 Processing logic-based control statements with Otter

1.22 Web-Based System

The web-based Regulation Assistance System (RAS) system allows clean viewing and usage of the information contained in XML regulations, as well as a flexible web interface for compliance checking.  The regulation assistance system also provides a demonstration platform to illustrate some of the tools achievable with the metadata in the XML regulation framework.  For example, the user can view the regulation text along with questions about the regulation while running the compliance checking procedures.  

The RAS system is written as a Java servlet.  Servlets are java-based programs that run on servers, similar in usage to CGI programs [22].  The RAS system is run as a web application using Tomcat, a java-based web-server being produced by the Apache Jakarta Project [18].

1.22.1 Overview of RAS Regulation Viewing Features

The web-interface system is able to take advantage of the word and acronym definitions specified in the XML regulations.  This is important since the large number of domain-specific terms and acronyms that appear in regulations can make regulation text difficult for novices to understand.  The web-based RAS system is able to incorporate explicit definitions of terms and acronyms into its user interface by highlighting words with definitions, and providing pop-up definition or acronym explanations when a user moves the mouse over the highlighted terms.  An example of this feature is shown in Figure 4.23.

Regulation provisions tend to contain a large number of casual English references to other provisions.  These references are cumbersome to look up manually.  Moreover, they reduce the readability of the regulation text itself.  The RAS system addresses this issue by making use of the references provided by the XML regulation to automatically link to the referenced regulation provisions with hyperlinks so that reading the regulation is less cumbersome.  Examples of these reference links are shown in Figure 4.23 as the underlined links following each regulation provision in which a reference occurs. 

An important issue for assisting users in determining compliance with regulations is making available appropriate information that assists in determining the meaning of regulation provisions.  A variety of documents such as guidance documents, letters of interpretations, and administrative decision provide valuable information that can clarify ambiguous portions of regulations.  The RAS system assists the user in locating these documents by using the “concept” elements in the XML regulation to link regulation provisions to the document repository described in Chapter 2.  By identifying documents in the document repository that share “concepts” in common with a particular regulation provision, supplementary information that is relevant to that provision can be identified.  An example of this feature is shown in Figure 4.23 and Figure 4.24.  Figure 4.23 shows the concepts from the XML regulation, which function as predefined search terms, linking to the document repository.  Figure 4.24 shows how concept searches can lead to the document repository, and from there users can locate relevant supplementary documents.

1.22.2 Example Usage

The user interface consists of a left-side panel that provides the overall navigation control for the program.  This side panel has links to the main control menu for working with the XML regulations, and a “settings” screen where the user can configure RAS.

The main control menu provides a brief overview of the RAS system, along with links to start the system in various modes.  From the main control menu the user can initiate a compliance checking session by entering references for the regulation provisions the user 
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Figure 4.23 Accessing the document repository through linked concepts
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Figure 4.24 Identifying relevant documents though concepts linked from the RAS

would like to check compliance against.  The user can also enter a regulation provision to view the text and meta-data for that regulation.  This main menu is shown as a screen shot in Figure 4.25.

The RAS settings web page provides the user with a number of viewing configuration options.  During the usage of the RAS system, various portions of the XML regulation can be displayed for the user.  For example, during compliance checks it is probably useful to see the text of regulation provisions that the compliance questions are in reference to.  This enables the user to read the provisions for more information, or simply have a starting point from which to understanding the compliance checking process.  The simultaneous viewing of the compliance checking questions and the associated regulation text is possible in the RAS system.  Additional check boxes in the settings web page enable the display of other information from the XML regulations, such as the regulation logic, concepts, regulation references, and legal interpretations of the provision.

To initiate a compliance checking session, the user starts from the main menu and selects the compliance checking option.  The regulation provision or provisions to be checked are entered in the starting text box by reference, and the compliance check is initiated.  Figure 4.26 shows a compliance checking screen shot of the system.  The text for the current section of the regulation is shown during the compliance checking process, with the exact provision that the system is asking a question about shown in bold.  

In order to facilitate greater understanding of the regulations, the system makes available a number of enhancements while guiding the user through a compliance check.  Just as when viewing regulations, the system automatically inserts hyperlinks to any referenced regulation provisions when performing compliance checks.  If selected, these referenced provisions will be displayed for viewing in a new window.  The system also displays in green text any terms that have associated definition metadata, with “mouse-over” support for popup windows that explain the terms.  Further, key conceptual phrases for the 
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Figure 4.25 Regulation Assistance System main menu
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Figure 4.26 Regulation Assistance System example compliance check in progress

provision can be displayed and linked, enabling instant access to repository documents related to the provision with which one is checking for compliance.  Finally, the user can choose to view the regulation text at a range of levels, so as to gain an understanding of the context for the current compliance question being asked.  For example, the user may view the regulation text at the subpart, section, or current provision level.  The regulation text may assist the user in better understanding the questions and learning to navigate the regulation.  Displaying the references, definitions, and concept links to related documents provides the user with additional information on the regulation provision.  Providing all this additional information that is directly relevant to the regulation provision at hand leverages the power of the web to make checking compliance with regulations easier to understand.

1.22.3 Exploring Possible Compliance Cases

Users of a regulation assistance system do not always know the answer to every question that the system asks them.  In addition, users sometimes want to explore different possible answers to investigate how the regulation works.  The system developed in this research work allows users to fork the compliance checking procedure along the different answer choices so that they can explore these answer alternatives while the system tracks the different requirements.

In addition to the answers contained in the XML regulation’s logicOption elements, the system adds one more answer for the user to choose from.  This additional answer is, “I don’t know the answer”, which provides substancial flexibility to the system.  When this option is selected, three options are offered in response.  First, the user can choose to explore each of the possible answers for compliance-checking purposes.  Exploring each answer means that the system will proceed with the compliance check by checking for compliance based on each of the available answers.  If the user answers additional questions with, “I don’t know the answer”, the compliance check process expands to check all the additional answers for the additional questions as well.  Once the user has answered all the questions for all the compliance checking cases, the results are presented in the format of, “If X is the case, then you are in compliance.  If Y is the case you are not in compliance”.  A screenshot of this feature of the RAS system is shown in Figure 4.27.

The second option available to the user when he or she selects an, “I don’t know”, answer is to investigate additional information that may assist with clarifying the question as presented.  There are many types of additional information that could be useful, and the RAS system provides those that are available to the user to investigate.  For example, the user can be referred to the text of the regulation, which may provide additional background information on the question.  The user may be referred to the definitions at the start of the regulation to clarify terminology.  There may be legal interpretations or supplementary documents relevant to the provision that RAS can help a user find as well.  All these additional information sources can assist the user in determining the answer to the question that they originally were unable to answer.

The third option available to users who select an “I don’t know” answer is to simply stop the compliance checking procedure and resume it at a later time.  Users may quit the current compliance check and download a log file containing the questions and answers that they have already answered.  After the user determines the information needed to answer the question for which they selected the “I don’t know” option, the user may proceed with the compliance check by uploading the log file and restarting the compliance check.  The ability to pause the compliance checking procedure so the user can gather further information is most useful when the user understands the question, but needs to get more information about a business process in order to answer the question.
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Figure 4.27 Example of checking multiple answers during compliance checking

1.22.4 Tracking Compliance with an Audit Trail

Following a completed compliance check, a user may view and download a log of the compliance checking session.  This is shown in Figure 4.28.  This is a feature companies we met with felt would be valuable for record keeping or when revisiting the regulations at a later date.  Log files are not only useful for record keeping audit trails; they may be uploaded to the system at a later date.  Uploading log files allows users to check for compliance against regulations that have been modified since the previous compliance check.  Log files may also be modified to reflect changing operations or allow checking of different scenarios.  Modifications to the log file are made by simply removing the answers that a user does not wish to keep.  This is shown in Figure 4.29.
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Figure 4.28 Viewing log of compliance check
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Figure 4.29 Editing a compliance checking log

1.23 Related Research

Representation of regulations and laws has been an active research area for decades.  There has been a great deal of work done on building expert systems for law [87, 104, 111].  T. Bench-Capon provided a review on the applications of knowledge-based systems for legal applications, particularly the research and development efforts related to the Alvey DHSS Demonstrator project in the U.K. [10].  The reference includes a large number of citations that appeared before 1990 that are related to logic and rule based approaches and their application in legal systems.  Much of the earlier work in IT and law focused on building systems to optimize decisions with respect to laws, particularly tax law [59].  Some of the recent work has focused on investigations into case-based reasoning and information retrieval [19, 97].  Methodologies for tailoring legal documents to users’ needs have also been studied [82].  While legal knowledge representation and reasoning has been an active research topic [73-75], an integrated approach covering the management of regulations, efficient access and retrieval of documents and tools for compliance checking is missing. 

In the past thirty years great strides have been achieved in advancing theorem-proving technology [110].  Research for new formalisms and specialized logics [40, 88] continue to improve reasoning speed and non-monotonic reasoning capabilities.  The work presented in this thesis builds on these trends in both legal informatics and theorem proving technology.

Two research projects in particular are closely related to the work presented in this thesis.  Royles wrote his thesis on the intelligent presentation and tailoring of online legal information [83].  His goal was to take a new look at how expert systems could be interacted with over the Internet to provide advice and document customization services [82].  A prototype implementation was built to provide private consultations with users to help them identify relevant benefits they might be able to collect from the government.  Some of the main features of this prototype are document customization to reduce the amount of unnecessary information provided to users, the use of simple knowledge representation via HTML meta-tags, and a proxy-server to do the intelligent document customization and protect the user’s privacy from the primary information source.  The problem areas addressed by Royles’ research work are complementary to those the work this thesis addresses.  Royles’ work provides important guidance for how many of the privacy questions that might arise from work in this thesis could be addressed, and provides a model for how a tiered implementation of the compliance system might be implemented.

Jie Wang [106] discussed in his thesis the development of an integrated and distributed information management infrastructure to support hazardous waste compliance, research work that was a precursor to the work presented in this thesis and laid much of the groundwork for it.  This thesis develops an information broker model as a solution to the problem.  The thesis investigates the information organization of regulations, a distributive framework for the compliance process, and issues of information interoperability for the compliance process.  These are important issues in the design of any regulation compliance assistance system.

1.24 Summary

This chapter has discussed the development of a regulation assistance system and related work.  The development of a first order predicate calculus based regulation compliance-assistance system and the required extensions to the XML regulation standard has been examined in detail in this chapter.  We have described in detail the prototype effort for the regulation assistance system, and the regulation assistance system is illustrated in the domain of used oil management.  First, an overview of how the regulation assistance system works, and the motivation for it, was provided as a point of reference.  Second, propositional and predicate logic were briefly introduced.  Third, the types of metadata added to XML regulations to enable a logic-based compliance-assistance system were discussed.  Fourth, the algorithms used for compliance checking were examined.  Fifth, use of the RAS system was illustrated.  Finally, related research work in this area was reviewed.

Broader Compliance Perspective

1.25 The Overall Compliance Process

The work presented in the previous chapters has primarily focused on the issue of how one can determine the requirements for a specific regulation provision.  Given a particular regulation provision, the work in earlier chapters helps one determine if one is in compliance with the regulation, and what needs to be done if one is not in compliance.  This chapter presents how that work fits in the overall compliance process.

The compliance process from the perspective of the regulated community can be broken-down into three general steps, which are illustrated in Figure 5.1.  In the first step, one must determine which sets of regulations one must comply with.  As mentioned earlier, this can be a very challenging task.  Searching for relevant regulations can be done by checking with trade groups, regulators, or searching the Internet.  In unfortunate cases, relevant regulations can still be identified by environmental inspectors when they audit the company.  This initial step of identifying regulations to comply with is critical, since 
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Figure 5.1 Three general steps for the compliance process

if regulations are overlooked the company is unlikely to be in compliance with them. Identifying regulations that need to be complied with is clearly an information problem, so information technology can be applied to address this problem.

In the second step of compliance process, one must determine if one is in compliance with the regulations, or what needs to be done in order to comply with them.  This has been discussed at length in this thesis, and can be a very complicated task.  Determining if one is in compliance with a regulation can require extensive research into the regulation requirements, often by investigating supplementary information associated with the regulation.

The third step of the compliance process is to implement the requirements of the relevant regulations in one’s business processes.  Implementing the required processes for compliance may be expensive and time-consuming, but the cost associated with complying with the regulations is generally difficult to address with information technology.  From an economic perspective, environmental regulation is often the government’s approach to forcing polluters to internalize their external costs by somehow taking into account the cost of particular waste discharges [69].  External costs are costs that are incurred by the environment or society, but are not adequately reflected in market prices.  An example of an external cost might be the damage done to the environment when a company disposes of its waste into a river.  The government might force a company to internalize this cost by taxing waste disposed into the river or requiring a different method of disposal altogether.  If wastes must be disposed in a different, more expensive manner to prevent them from contaminating the environment, there may not be an information technology solution that significantly reduces the cost of this disposal.  Information technology may be applicable in some instances to reduce the cost of complying with a regulation.  For example, this might be possible by reducing the cost of reporting requirements by streamlining the paperwork and data transfer.  In general though, the cost of complying with the requirements of a regulation is associated with taxes or changes in business processes.  Unlike the previous two steps in the compliance process, this third step of complying with a regulation generally is not primarily an information problem.

This thesis presents work that has sought to address the information problem component of the compliance process.  The RAS system primarily addresses the second of these two compliance steps, i.e., helping to determine if one is in compliance with a regulation, by guiding users through regulations.  The RAS system is designed, however, such that it can be used as a component in a larger system that would also assist a user in identifying regulations that need to be investigated, thus addressing the broader information problem of the first two steps in the compliance process.  Towards that end, the RAS system is designed such that it can initiate compliance checks at any point within a regulation, and a compliance check can be started by connecting to the RAS system with a target regulation encoded in a web browser’s URL.  With this design, our work contributes towards reducing the overall information problem associated with complying with environmental regulations.

1.26 Example Internet-Enabled Guidance System

To demonstrate how straightforward it can be to build a compliance guide for a specific application utilizing the RAS system and the document repository as a component system, a sample online guide has been built for vehicle maintenance shops.  The vehicle maintenance shop online guide is adapted from a paper-based guide developed by the New York State Department of Environmental Conservation Pollution Prevention Unit [67].  Our adaptation is for demonstration purposes only since the original guide provides state regulation references while our online guide links users to federal regulations analogous to the state requirements.  Linking to federal regulations is sufficient for developing a research demonstration system, since implementing the state’s version of the regulations in a fully annotated XML form can be done using the same methodology that is used for the federal regulations and discussed earlier.  In addition, for the case of used oil regulations the New York state regulations are similar to the federal regulations, so linking to federal regulations adequately illustrates the functionality possible with the system.  

The online guide for vehicle maintenance shops explains what regulations apply to typical work done in that industry.  The guide explains in plain language why vehicle maintenance shops are regulated, and how it is important for the health of the environment that vehicle maintenance shops follow the regulations.  The guide then lists a number of common materials and activities used by vehicle maintenance shops in the course of business.  Each of these materials or activities has a web page dedicated to explain in plain language regulatory requirements governing the material or activity.  The original paper-based guide explains general requirements and then references applicable regulations for more detail.  This creates a problem, because when readers are referred to the regulation, they are back to the original dilemma that the guide is attempting to address; the problem of dealing with all the issues associated with finding, working with, and interpreting regulations.  Our online adaptation provides a solution to the reference problem in the form of an additional feature that links references to the RAS system.  These links enable users to click on referenced regulations, which will connect to the RAS system, to check for compliance by guiding the user through the regulation itself.  

Figure 5.2 through Figure 5.4 illustrate the link between the vehicle maintenance shop online guide and the regulation assistance system.  Figure 5.2 shows the starting web page for the vehicle maintenance shop online guide, from which users may access information on specific materials or processes, like used oil.  Selecting the used oil link brings the user to the web page illustrated in Figure 5.3, which shows the regulatory requirements for used oil.  Note the reference in Figure 5.3 to a regulatory provision, 40 CFR 279.23, which is used as a link to the regulation assistance system.  Figure 5.4 shows the RAS system, as accessed from the used oil web page of the vehicle maintenance shop online guide.  From the RAS system users can check for compliance with the referenced used oil regulation provision or connect to the document repository to look for related supplementary documents.  The linking to the RAS system allows users to check for compliance with specific regulatory requirements referenced from the vehicle maintenance shop guide.

Figure 5.5 illustrates how the regulation assistance system and many different online regulation guides can work together.  There can be many online guides with functionality similar to that of the vehicle maintenance guide.  An individual (the client) attempting to comply with regulatory requirements could identify a relevant online guide addressing the appropriate industry focus for his or her situation.  The online guide can then refer the client to the relevant parts of applicable regulations by using hyperlinks to a regulation assistance system.  This design allows many different online guides to all refer back to a single regulation assistance system.
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Figure 5.2 Vehicle maintenance shop compliance guide introduction.
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Figure 5.3 Vehicle maintenance shop compliance guide for used oil.
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Figure 5.4 Vehicle maintenance shop compliance guide linked into RAS.
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Figure 5.5 Illustration of how online guides can build on a RAS

1.27 Summary

This chapter has presented how the regulation assistance system can be used as a component in a larger and distributed regulation management framework.  Online regulation guides, such as the vehicle maintenance shop example, located anywhere around the globe on the Internet, can build upon the compliance-checking capabilities of the RAS system simply by passing target regulations in the web browser’s URL as a query string.  A variety of compliance guides provided by regulators, industry trade groups, or commercial third party assistance providers could build upon this paradigm by developing online plain language compliance guides linked to regulation assistance systems.  

Summary and Discussion

1.28 Summary and Contributions

This thesis addresses some important problems in the domain of environmental regulation compliance, and has developed an Internet-enabled software framework that can provide regulation compliance assistance services.  There are four main contributions made in this thesis:  

· First, a document repository containing regulations and supplemental documents has been designed to help categorize these regulatory documents and make them more accessible.

· Second, an XML framework has been proposed and implemented to structure regulation documents and to enable their annotation with a variety of metadata.  

· Third, a regulation assistance system has been built that can guide users through regulation requirements to help them determine if they are in compliance and also identify relevant supplementary documents.  

· Fourth, the entire system can be used as a component in online industry-specific compliance guides.  This addresses the issue of identifying appropriate regulations with which to comply, and illustrates the modularity of our solution.

The development of the regulation software framework is anticipated to accomplish three technical goals:

· Developing a formal structure for representing and annotating regulations to foster future research on, or commercial development of, software systems that address the environmental regulatory information problem.

· Developing a software framework that allows interested parties to more easily identify relevant regulatory information.  There are four parties that are interested in making regulations easier to work with.  First, businesses, in particular small businesses, that are seeking to comply with regulations often need assistance.  Second, policymakers that are developing new regulations need to identify relevant existing regulatory material.  Third, regulators that are enforcing regulations require comprehensive access to existing regulatory material.  Fourth, the general public and various advocacy groups may wish to critique the current regulatory structure and may desire help learning about it.

· Providing a regulation assistance system to foster higher rates of compliance by helping companies understand the requirements of regulations.

Each of these three goals has been addressed by the work presented in this thesis.  First, all of the work presented in this thesis addresses the goal of developing a formal structure for representing and annotating regulations.  Second, throughout this research project we gathered feedback from relevant parties to ensure our framework would assist in easily identifying appropriate regulatory information.  Third, the development of a regulation assistance system presented in Chapter 4 should facilitate better understanding of regulation requirements.

The work presented in this thesis focuses on an important, but narrow, component of the overall regulation compliance problem.  There are a variety of issues, ranging from areas as diverse as regulatory rulemaking to computer security, that need to be investigated from the perspectives of software-based regulation compliance assistance tools.  This chapter discusses how the research work described in this thesis fits into the wider context of the legal issues, regulatory issues, and security and privacy issues.  Each of these issues will be examined in this chapter, and relevant future work will be identified throughout.

1.29 Future Research

This thesis opens up a wide field of potential research and applications, as well as technologies developed in order to support them.  While the work in this thesis has addressed many aspects of the problem of regulation management and compliance, it could only do so to a limited depth, and in a limited application area.  Other application areas are bound to present new challenges.  While the technology can be shared, the breadth and knowledge needed for the many domains that are affected by regulations cannot be managed in a single setting.  We expect to find many distinct efforts in the future, but hope that they will profit from each other’s work and be able to interoperate.  This section describes some of the most significant avenues deemed valuable for future research in regulatory information management and compliance assistance.

1.29.1 Identifying Regulations for Compliance Checking

In Chapter 5 we introduced an online guide for vehicle maintenance shops that could help them identify regulations that applied to their business.  The strategy described in Chapter 5 for addressing the broader compliance problem provides an approach for manually building systems that can assist users in identifying relevant regulations.  It is possible for various interested parties to create a range of online guides as web services, each targeting a different audience, so that most businesses will have access to a guide specific to their area of work.

It is useful to investigate the research issue further with the goal of automating to some degree the process of identifying regulations with which one needs to comply.  Manually creating and updating a large number of online guides, while an improvement over paper-based guides, is still a difficult task.  Investigating approaches to automate the first step of the compliance process, in which one must find the relevant regulations with which to comply, is an important area for future research.

1.29.2 Extending the XML and Logic Framework

The XML structure described in this thesis was tested by implementing the federal used oil regulations, 40 CFR 279, using the XML structure and fully annotating it with meta-data.  This implementation example has demonstrated the capability of the XML regulation structure to support regulation viewing and compliance assistance services.  

There are a number of research issues to be addressed in order to increase the robustness and functionality of the regulation framework.  First, software tools should be developed to assist with the logic-based annotation of regulations.  The logic and control elements for the 40 CFR 279 implementation were all developed manually.  Tools that facilitate the annotation of the regulations with logic could take advantage of the reference meta-data or the regulation text itself to improve the speed and quality of developing logic representations.  These tools should also assist with maintaining the logic annotations of the regulations.  For example, they should strive to identify logical contradictions that may accidentally be added to the regulations and they should help organize sets of logic predicates that have been created.

Second, an approach to mediating logic rules between regulations should be developed.  The 40 CFR 279 implementation example was fairly self-contained, but many regulations contain extensive references to other regulations.  The current system does not mediate logic between different regulations; all rules are grouped together for compliance checking regardless of where the regulation rules originated.  This may create a problem when developing logic annotations for more intertwined regulations, because in order to operate correctly all the regulations must be developed and tested together.  If logic representations for two regulations are developed independently, the regulations may have contradictions or other problems [39].  For example, different logic terminology or overlapping namespaces (i.e., the regulations may use the same logic term for two different things) could cause contradictions.  A solution to this problem needs to be investigated.  Mediation technologies, which provide a systematic approach to handling semantic differences between information sources, may be useful for addressing this problem [109].  Creation of an all-encompassing development environment could also be an alternative.

Third, further research on extending the XML regulation structure should be done.  These extensions could allow for multiple logic representations, in different formalisms, within the same regulation document.  More advanced annotation structures for the regulations might also allow experts in different fields to provide industry-specific annotations with a variety of legal interpretations.

1.29.3 Legal Issues

There are a number of ways in which the research work described in this thesis will eventually have an impact on the regulatory and rulemaking processes.  The regulatory process could be affected through an information feedback loop.  The rulemaking process could be affected through the use of logic representations in regulations.  In addition we 


encountered other issues related to the law in this research project, such as the legality of regulation advice systems and the occurrence of ambiguity and contradictions in regulations.

These issues have received a light treatment in this research project, but the results of our preliminary work are sketched out in the following sections.  This section also identifies some areas for future research.

1.29.3.1 Legality of Regulatory Guidance Systems

The practice of law by non-lawyers in the United States is illegal.  For that reason, the legality of software systems that provide services in the legal arena can be somewhat contentious [8, 98].  For example, in 1998 Parson Technology Inc. was sued in Texas for manufacturing “Quicken Family Lawyer”, a self-help legal software package.  A federal District Court in Texas ruled against Parsons, finding that Parsons violated Texas's unauthorized practice of law statute [99].  In response, the Texas Legislature quickly passed a law exempting self-help software with proper disclaimers from the state's unauthorized practice of law statute.  The updated Texas law makes an exception for products that, “clearly and conspicuously state that the products are not a substitute for the advice of an attorney” [2].  

Despite the Texas case, however, “the larger war over unauthorized practice of law remains anything but settled” [51].  The issue of software that borders on the practice of law is still an issue being discussed in the legal literature and continues to be an area of active research [34, 51].  In light of the growing use of expert systems by the federal government to explain regulations, it appears that the general trend is one of allowing self-help legal software, as long as it contains a legal disclaimer about its use.  

1.29.3.2 Precisely Modeling Regulations with Logic

This section will examine problems in attempting to more precisely model regulations than was done in this research work, which modeled regulations in an approximate form.  The treatment of ambiguity and contradictions are key issues when using logic to represent the meaning of regulations, particularly when attempting to precisely represent the meaning of a regulation.  This is because both ambiguity and contradictions are difficult to represent in logical form.  

The issues of ambiguity and contradictions arise in regulation texts intentionally and unintentionally.  There are a number of reasons for why ambiguity and contradictions come into existence in regulations.  

Sometimes the ambiguity is intended to be built into a regulation.  Ambiguity may result from an inability of drafters developing the regulations to compromise on more detailed provisions in a regulation.  Therefore the details are not specified.  Ambiguity may also occur in regulations because it provides room for discretion on evolving issues.  In addition, ambiguity may be accidental or the result of changing technologies.

Contradictions in laws and regulations arise for a number of reasons.  Contradictions may result because some regulation provisions are written for some stakeholders, while other provisions are written for other stakeholders.  Contradictions may also result from the structuring of laws, or regulations being issued by different governing bodies.

Watershed management in the U.S. Southwest provides an example of how laws originating from different sources can end up conflicting.  Kara Gillon, in a law review article on watersheds, describes the situation in the Southwest [37]:

“The United States has developed separate laws for clean water, clean air, endangered species, irrigated agriculture, and land use management, for implementation at the federal level. … Each of the western states has developed similar, yet diverse, laws governing the allocation and use of water rights, administration of groundwater resources, and wildlife management. … Separate agencies administer these laws at federal, state, and tribal levels. … Each entity has different missions, authorities, and modes of operation.

What we are left with is a patchwork of statutes that recognize jurisdictions of state, federal and tribal agencies regarding countless issues affecting a watershed.  Where these authorities overlap, it is often difficult for governmental entities to cooperate and share power among themselves as well as the regulated community.”

This watershed situation illustrates a situation in which contradictions may occur, intentionally or unintentionally.  Contradictions may occur when different agencies are promulgating regulations and these regulations overlap.  Contradictions in the regulations may also happen within a single agency’s regulations by accident due to carelessness, when one person is combining regulations from different areas of the agency into one document, or when revisions are made over time that interfere with previous rules.
  

As mentioned in Chapter 4, the research work presented in this thesis relies on first order predicate calculus (FOPC) for modeling regulations, and this form of logic was sufficient for approximately modeling regulations in this research.  There is an extensive body of research on other types of logic [44, 45, 85].  The work on advanced forms of logic could be used to investigate modeling regulations more precisely.  One reason FOPC was selected for use in the research work presented in this thesis is that it is a standard form of logic that has well-developed and efficient tools for reasoning with it.  This may not be the case for some of the alternative forms of logic that may be more expressive, and is an issue that would have to be overcome in order to use them for compliance checking.

There would be a distinct advantage to using a form of logic that allowed greater precision in modeling regulations than FOPC.  Greater precision in logically modeling regulations would result in enhanced capabilities for providing regulation compliance assistance services.  In addition, more precise logic modeling of regulations would also enhance the identification of contradictions and ambiguity in regulations.

There are many areas of future research possible in precisely modeling regulations.  An area of future research that would advance the work presented in this thesis would be to investigate the application of advanced logics to modeling and computing regulation rules within the XML framework for the purpose of compliance checking.

1.29.3.3 Rulemaking with Logic Representation

What if, when regulation rules are being drafted, the rulemaking agency had to include a logic-based specification of the regulation, in addition to the regulation texts?  What effect might this have on the rulemaking process?  Answering these questions is an important area for future research, and a preliminary sketch of the area is provided in this section.

An issue that lends support to the idea of developing regulations that contain a logical component from the start is that ambiguities and contradictions must be resolved eventually.  Resolving these issues in advance, during the regulation-writing period, makes their resolution more public.  The regulation-writing process is designed to be formal and open.  The process is designed such that interested parties can keep informed about what is going on, and have an opportunity to influence the process.  When ambiguities are “resolved” after a regulation is written, the process is generally not nearly as open.  For example, an agency may use its discretion with regard to ambiguous provisions when deciding whom to prosecute and whom not to prosecute for violations.  It is generally not possible for interested parties to keep informed about what is occurring.  They may never know about potential prosecutions that were not pursued for unstated policy reasons.  These issues all point to the idea that regulations should be complete, i.e., containing minimal ambiguity and contradictions, when they are promulgated.

Including a logic component in regulation writing could remove the ability of agencies to “paper-over” issues.  A logic component might force the agency to identify more potential contradictions in regulations and resolve more ambiguities, since these contradictions and ambiguities are difficult to model in logical form.  Since this would require very careful examination of the regulation rules, this process would result in very carefully structured regulations.  However, such an approach would also reduce the discretion available to people enforcing the regulations.

There are also benefits in terms of knowledge sharing and regulatory quality that could result from modeling regulations.  Researchers in the Netherlands, working with the Dutch Tax and Customs Administration to model new legislation, have found that there are significant side benefits to modeling legislation for knowledge-based systems.  They note that, “these knowledge-based systems proved to be useful by themselves, but perhaps even more important were the side effects caused in creating them” [31].  The researchers cite three major positive side effects of building knowledge-based systems.  First, knowledge about the legislation was made explicit through the representation of this knowledge in the document.  The explicit representation of knowledge about legislation is important because the knowledge would otherwise remain implicit, and a later need for this knowledge would require identifying an expert on the relevant part of the legislation.  Second, explicitly defining knowledge from all the appropriate experts for a piece of legislation makes it easier to determine the validity of an expert’s knowledge about the legislation.  Third, explicitly defining the knowledge of various experts about legislation allows wider dissemination of this information, thus allowing an organization to more effectively use their likely sparse set of experts and improve the quality of its enforcement actions.

A key feature of modeling regulations as they are developed is that it provides a central repository of expert knowledge.  Because expert knowledge, that would have gone undocumented, now is encoded in the regulation, there will be greater sharing of this information within the regulatory community.  Modeling regulations in a form of logic at the time they are developed could help ensure regulations are clear and free of logical problems [32].  This is significant because, from a policy standpoint, undocumented ambiguity in regulations is problematic in that it can lead to different enforcement policies and unequal rulings.

One drawback to developing regulations that include a logical specification is that it would add a significant burden to the regulators’ task of developing regulations.  This is important to note, since it would further increase the workload for already overburdened agencies.  In addition to the issue of adding work to develop a regulation, if regulations were not ambiguous, perhaps they would not be passed in the first place.  Forcing a resolution of all issues during the development of the regulation might be so overwhelming that the regulation would never be completed.

The issues described above are fertile ground for future research on the effects of logic modeling on regulation drafting.  Developing a better understanding of how logic specifications could positively or negatively affect the development of regulations could impact the adoption of logic representations in the regulatory community.  This is an important area for future research with important implications for the way regulations are drafted.

1.29.3.4 Regulatory Implications

The research work presented in this thesis does not directly change the regulatory process, but it could affect it in the future.  In addition to potentially laying a foundation for using logic representations in the rulemaking process, this research work could have an effect on the regulatory process if it includes a feedback loop that provides regulators with more information.

There are many forms of feedback information that a regulation assistance system could gather for regulators.  The following are forms of feedback that our regulatory contacts indicated would be of value to the regulatory community:

· A regulation assistance system could help regulators identify provisions that users feel are ambiguous or confusing.  Provisions of this nature could be identified by the frequency with which users select the “I don't know” option during compliance checks.  

· A compliance assistance system could provide statistics on what regulatory provisions people are viewing or working with most often.  Information of this nature would be straightforward to collect from a regulation assistance system and could provide statistics such as what provisions are the most or least commonly used.

· A compliance assistance system could provide information about how companies are complying with regulations.  This includes information about what types of companies are using particular provisions.  This could help identify regulation provisions being used differently than expected.  Perhaps a minor exception has taken on great importance for many companies.  With this information, one could also better predict impact of changes in the regulation.  This information might also be used by trade groups to advise members on best practices, or regulators to optimize the structure of regulatory regimes.  

· A regulation assistance system could provide more direct feedback from the regulated community.  For instance, people could file feedback during a compliance check, with reference to a particular provision.  This could assist not only in identifying confusing provisions, but would also quickly bring new industry processes to the attention of regulators.

Online information gathering tools would also be useful for identifying how effective a regulation assistance system is in achieving the goal of improving the rate of compliance and understanding of regulations as a result of using the system.  The EPA has a requirement to measure how effective any compliance assistance efforts, such as training, on-site visits, or paper guides, are in terms of changes made by the user as a result of the compliance assistance effort.  The approach used by the EPA could be applied to the evaluation of a software regulation assistance system tool as well.  

The EPA typically evaluates the results of compliance assistance efforts along three dimensions, applied to regulated entities receiving direct assistance.
  The first metric is the percentage of entities that report an increased understanding of environmental requirements as a result of the assistance.  The second metric is the percentage of entities that report the improvement of environmental management practices as a result of assistance.  The third metric is the percentage of entities that report a reduction in pollution as a result of assistance, along with how much pollution was reduced.

Identifying the best way to provide the above types of information, in addition to any other important information that can be gleaned from a regulation assistance system, are important areas for future research.  Assessing the impact of both regulatory feedback and system evaluation information on the regulatory process also could be an important area for future research.  Gathering this type of information, however, raises some other important questions in the area of privacy and security.

1.29.4 Privacy and Security Issues

The ability of a regulation system to gather the information described in the previous section in a way not previously possible raises a number of privacy and security concerns.  In fact, even if a regulation-assistance service provider performs no explicit information gathering, the exchange of sensitive information in the compliance process makes security and privacy a major concern.  While privacy and security concerns are not a research focus in this project, it is useful to briefly address them here because they are of such significance for future research.

An important research question is how a regulation assistance system might maintain security and gather aggregate compliance information from the regulated community.  Even if regulators have access to information about how companies are complying with regulations, it is important to protect an individual company's information from being inappropriately accessed by regulators or competitors.

There is a large literature on performing secure transactions over the Internet.  Various encryption techniques are generally used to provide for secure communication over the Internet [94].  Mediation technologies for creating secure management of information, which could be used to manage access to compliance information, have been recently developed [55, 108].  A great deal of this work could be applied to designing a secure regulation assistance system.

In his thesis on tailoring online legal documents to individuals, Christopher Royles explores a software system design involving a proxy server and a local program to improve the security and privacy of his document customization system [83].  Under Royles' model no significant user information needs to be sent across the Internet, where it might be intercepted, or stored on a remote machine.

The regulation assistance system described in this thesis is currently implemented as a web application that is run on a remote server.  The system could also be implemented to run on a client's local machine, as a proxy server, or using some combination of these design configurations.  For example, one could implement the regulation assistance system to run on a proxy server maintained by a trade association or some other trusted source.  Encryption could be used to protect information exchange between the company performing a compliance check and the trusted proxy server.  Another alternative would be to implement a regulation assistance system that runs entirely on a client's machine, only requesting updated regulations to be downloaded from the trusted source.  Determining which of these many possible designs would be best for providing a compliance assistance service could be a focus area for future research work.

Research on how to protect privacy and maintain security while providing compliance assistance services is an important area for future research in order for a regulation assistance system to become a practical tool.  In addition, the policy question of how much information regulators should have access to with regard to how companies are complying with regulations could prove to be an interesting area for research.  

1.29.5 Implementation Issues

This section examines the issue of how this research work might be moved beyond a research prototype and implemented for production use.  Our brief exploration of the topic here is in terms of who might implement a compliance assistance system and what legal standing such systems might have.

If the EPA implemented a logic-based regulation assistance system they would most likely treat it as a guidance document.  That way the EPA would not be required to abide by the compliance/noncompliance rulings of the system, since the EPA is not legally bound by its own guidance documents.  Although the regulated community would probably be more enthusiastic about the technology if the EPA treated logic-based systems like a regulation equivalent, since the system would then be legally binding and thus offer more legal protection, the regulated community would probably still be interested if the logic system was considered a guidance document.

A disclaimer designed to protect against litigation in the event the system provides incorrect advice, something all of the current expert systems described in the introduction possessed, might also accompany any implementation by the EPA.  For example, the following disclaimer accompanies all the expert systems that are part of OSHA's elaws suite of systems:

“STATUTORY AND REGULATORY DISCLAIMER 

The Department of Labor is providing this information as a public service. The regulations and related materials are maintained on this system to enhance public access to information on Department of Labor programs. This is a service that is continually under development. While we try to keep the information timely and accurate, there will often be a delay between official publication of the materials and their appearance in or modification of this system. Therefore, we make no express or implied guarantees. The Federal Register and the Code of Federal Regulations remain the official source for regulatory information published by the Department. We will make every effort to correct errors brought to our attention. Further, the advice about rights and obligations provided by this interactive compliance assistance guide depends on the accuracy and completeness of your responses to the questions asked.”

Another possibility is that someone other than the EPA, someone with fewer constraints, could implement such a system.  For example, a trade group, commercial service provider, or a company’s internal IT group might build a regulation assistance system.  A trade association or other third party building such a system might also add a liability disclaimer.  While the regulated community would probably prefer that the EPA implements the system and thereby provides some legal cover, they would probably still find the system useful.
  Although the regulatory assistance system provided by a third party would not have any legal standing, it might demonstrate good faith efforts to comply with the regulations if any regulatory action were taken against companies using it.  In addition, the record-keeping benefits of such a system would still have significant value for companies.  Another issue to consider is that if the system were implemented outside the EPA, it would be easier for the ambiguities in regulations to continue to exist.  This is important if the EPA did not want to remove the ambiguities, since it would result in less pressure on EPA to remove them from the regulations.

Research work on the best way to create a practical service for providing regulation assistance services could be an important area for future research, since this might increase the rate at which such systems are adopted for use.

1.29.6 Summary of Future Directions

This research has attained the goal of building an initial document repository, XML structure for regulations, and a regulation assistance system.  There are a variety of important technical research issues that remain to be addressed, however, particularly with respect to the regulation assistance system.  These research issues are important for enhancing the capabilities of the system and resolving important issues to make the system more practical outside of the research domain.  Some of the more salient research questions for future research are:

· How can automated tools be built to help entities find information on state and federal laws, as well as identify sources of assistance with compliance questions and problems?

· How can the XML regulation structure presented in this thesis be extended, particularly to allow other logic formalisms and more advanced annotation with legal interpretations?

· Can more advanced forms of logic be incorporated to more precisely represent the regulation?

· What are the implications of regulators modeling new regulations in logic at the time they are promulgated?

· How will multiple, domain specific systems, interoperate?

· What type of information can be gathered from users of a regulation assistance system, such that the information can improve the regulatory process and the users of the system are not concerned about privacy issues?  How might this information affect the regulatory process?

· How can security and privacy be provided when using a compliance assistance system?

· What would be the best model with which to implement a compliance assistance system outside the research domain?  Should this be done by regulators, trade groups, commercial service providers, or internally by companies themselves.  What are the implications of each of these models?

1.30 Conclusions

Some of the positive outcomes of this work are that it may improve the rate of compliance, reduce the cost and time for both companies and regulators working on compliance, educate individuals involved in the compliance process, and facilitate greater tracking of compliance.  Each of these effects is discussed in this section.

First, the work presented in this thesis can improve the rate of compliance.  As noted in the introduction, there is evidence that companies would like to be in compliance with environmental regulations, and their failure to do so is often inadvertent.  By making it easier to understand the requirements for compliance, thus helping companies that want to comply with the regulations be better equipped to do so, the work presented in this thesis could improve the rate of compliance.

Second, the work presented in this thesis can reduce the cost and time for both companies and regulators working with regulations.  Determining how to comply with regulations using the current paper-based approach to compliance checking is time-consuming, risky, and expensive for companies.  Regulators also spend a significant amount of time and money helping companies figure out compliance requirements and auditing companies to ensure that they comply with the rules.  A software system that reduces the time and cost of these activities may result in a significant cost savings for all parties involved.

Third, the work presented in this thesis can be helpful for educating companies, regulators, or other parties involved with the regulation process.  A software system that educates users on compliance requirements, and also fosters convenient research of supporting documents, may improve the overall knowledge of regulation requirements in industry.  The approach to working with regulations by guiding users through them may also be useful for training regulators.  During interviews with regulators, there was anecdotal evidence that the system would be useful for training, with some regulators commenting that it would be helpful for training new inspectors.

Fourth, the work presented in this thesis can be useful for tracking compliance.  Using systems like RAS, users would retain a complete audit trail of how their compliance processes fit with the regulation.  This audit trail could facilitate communication of the company's approach to complying with the regulations to different employees or auditors.  This would be particularly useful over a longer period of time, since it could be used as a form of institutional memory.  It would also make it easier to note when changes to a regulation might affect the company, and would facilitate quickly rechecking for compliance when regulations are updated.

In conclusion, this thesis presents work that demonstrates how software tools can facilitate compliance with environmental regulations.  This interdisciplinary research work has also identified a number of important non-technical areas for future research.  It is hoped that the work presented in this thesis will provide the theoretical groundwork for practical implementations of environmental compliance-assistance tools.

Appendix A: XML Regulation DTD

<!ELEMENT regulation (logic?, regElement+)>

<!ATTLIST regulation


id CDATA #REQUIRED


name CDATA #REQUIRED


type CDATA #REQUIRED


versionDate CDATA #REQUIRED


source CDATA #REQUIRED

>

<!ELEMENT regElement (regElement* | regText? | concept* | reference* | defs? | legalInterpretation? | logic?)*>

<!ATTLIST regElement


id CDATA #REQUIRED


name CDATA #REQUIRED

>

<!ELEMENT regText (#PCDATA | paragraph | table | pre | img)*>

<!ELEMENT paragraph (#PCDATA | paragraph | table | pre | img)*>

<!ELEMENT table (td)*>

<!ELEMENT td (tr)*>

<!ELEMENT tr (#PCDATA | paragraph | table | pre | img)*>

<!ELEMENT pre (#PCDATA)>

<!ELEMENT img EMPTY>

<!ATTLIST img


source CDATA #REQUIRED

>

<!ELEMENT concept EMPTY>

<!ATTLIST concept


name CDATA #REQUIRED


times CDATA #IMPLIED

>

<!ELEMENT reference EMPTY>

<!ATTLIST reference


id CDATA #REQUIRED


times CDATA #IMPLIED

>

<!ELEMENT legalInterpretation (#PCDATA | paragraph | table | pre | img)*>

<!-- Logic elements -->

<!ELEMENT logic (logicSentence | logicOption | control)*>

<!ATTLIST logic


comment CDATA #IMPLIED

>

<!ELEMENT logicSentence (#PCDATA)>

<!ATTLIST logicSentence


comment CDATA #IMPLIED

>

<!ELEMENT logicOption (question, logicOpt+)>

<!ATTLIST logicOption


comment CDATA #IMPLIED

>

<!ELEMENT question (#PCDATA)>

<!ATTLIST question


comment CDATA #IMPLIED

>

<!ELEMENT logicOpt (logicAns | control | logicOption)*>

<!ATTLIST logicOpt


answer CDATA #REQUIRED


comment CDATA #IMPLIED

>

<!ELEMENT logicAns (#PCDATA)>

<!ATTLIST logicAns


comment CDATA #IMPLIED

>

<!ELEMENT control (goto | switchTo | end)*>

<!ATTLIST control


comment CDATA #IMPLIED

>

<!ELEMENT goto EMPTY>

<!ATTLIST goto


target CDATA #REQUIRED

>

<!ELEMENT switchTo EMPTY>

<!ATTLIST switchTo


target CDATA #REQUIRED

>

<!ELEMENT end EMPTY>

<!ATTLIST end


target CDATA #REQUIRED

>

<!ELEMENT defs (definition+)>

<!ELEMENT definition (term, definedAs)>

<!ELEMENT term (#PCDATA)>

<!ELEMENT definedAs (#PCDATA)>

<!ENTITY % iso-tech PUBLIC "ISO 8879:1986//ENTITIES General Technical//EN//XML"

"http://www.oasis-open.org/docbook/xmlcharent/0.3/iso-tech.ent">

%iso-tech;

<!ENTITY % iso-num PUBLIC "ISO 8879:1986//ENTITIES Numeric and Special Graphic//EN//XML"

"http://www.oasis-open.org/docbook/xmlcharent/0.3/iso-num.ent">

%iso-num;

<!ENTITY % iso-grk3 PUBLIC "ISO 8879:1986//ENTITIES Greek Symbols//EN//XML"

"http://www.oasis-open.org/docbook/xmlcharent/0.3/iso-grk3.ent">

%iso-grk3;

<!ENTITY % iso-amsr PUBLIC "ISO 8879:1986//ENTITIES Added Math Symbols: Relations//EN//XML"

"http://www.oasis-open.org/docbook/xmlcharent/0.3/iso-amsr.ent">

%iso-amsr;

<!ENTITY % iso-grk1 PUBLIC "ISO 8879:1986//ENTITIES Greek Letters//EN//XML"

"http://www.oasis-open.org/docbook/xmlcharent/0.3/iso-grk1.ent">

%iso-grk1;

<!ENTITY % iso-amsb PUBLIC "ISO 8879:1986//ENTITIES Added Math Symbols: Binary Operators//EN//XML"

"http://www.oasis-open.org/docbook/xmlcharent/0.3/iso-amsb.ent">

%iso-amsb;

<!ENTITY min "'">

<!ENTITY sec "&quot;">

<!ENTITY inch "in.">

<!ENTITY Tau "&Tgr;">

Appendix B: Reference Parser Grammar and Lexicon

Parser Grammar:

REF --> LEV0'

REF --> ASSUME_LEV0 LEV1r'

REF --> LEV2' BackRefKey LEV0

REF --> ASSUME_LEV0 LEV2' BackRefKey LEV1r'

REF --> ASSUME_LEV0 SEC LEV3'

REF --> ASSUME_LEV0 SecSymb LEV3'

REF --> ASSUME_LEV0 SecSymb SecSymb LEV3'

REF --> ASSUME_LEV0 PARA LEV4' BackRefKey LEV3

REF --> ASSUME_LEV0 ASSUME_LEV1 LEV2'

REF --> ASSUME_LEV0 LEV2' BackRefKey LEV1a

LEV0' --> LEV0

LEV0' --> LEV0 CONN' LEV0'

LEV0 --> INT CFR LEV1a'

LEV0 --> INT CFR LEV3'

LEV1a' --> LEV1a

LEV1a' --> LEV1a CONN' LEV1a'

LEV1a' --> LEV1a INTERP LEV1a'

LEV1r' --> LEV1r

LEV1r' --> LEV1r CONN' LEV1a'

LEV1r' --> LEV1r INTERP LEV1a'

LEV1a' --> LEV1s

LEV1a' --> LEV1p

LEV1r' --> LEV1p

LEV1a --> LEV1s

LEV1a --> LEV1p

LEV1r --> LEV1p

LEV1s --> INT

LEV1s --> LEV1_SELFREF

LEV1p --> PART INT CONL2

LEV1_SELFREF --> txt(this) txt(part) ASSUME_LEV1

CONL2 --> txt(,) LEV2'

CONL2 --> e

LEV2' --> LEV2_SELFREF

LEV2' --> SUBPART UL'

LEV2_SELFREF --> txt(this) txt(subpart) ASSUME_LEV2

LEV2_SELFREF --> txt(this) txt(Subpart) ASSUME_LEV2

UL' --> UL

UL' --> UL CONN' UL'

UL' --> UL INTERP UL'

LEV3' --> LEV3

LEV3' --> LEV3 CONN' LEV3'

LEV3' --> LEV3 INTERP LEV3

LEV3 --> LEV3_SELFREF

LEV3 --> DEC CONL4

LEV3 --> PART DEC CONL4

LEV3_SELFREF --> txt(this) txt(section) ASSUME_LEV3

CONL4 --> e

CONL4 --> LEV4'

LEV4' --> LEV4

LEV4' --> LEV4 CONN' LEV4'

LEV4' --> LEV4 INTERP LEV4'

LEV4 --> BRAC_LL CONL5

CONL5 --> e

CONL5 --> LEV5'

LEV5' --> LEV5

LEV5' --> LEV5 CONN' LEV5'

LEV5' --> LEV5 INTERP LEV5'

LEV5 --> BRAC_INT CONL6

CONL6 --> e

CONL6 --> LEV6'

CONN' --> CONN

CONN' --> SEP CONN

LEV6' --> LEV6

LEV6' --> LEV6 CONN' LEV6'

LEV6' --> LEV6 INTERP LEV6'

LEV6 --> BRAC_ROM CONL7

CONL7 --> e

CONL7 --> LEV7'

LEV7' --> LEV7

LEV7 --> BRAC_UL CONL8

LEV6' --> LEV6 CONN' LEV6'

LEV6' --> LEV6 INTERP LEV6'

CONL8 --> e

Parser Lexicon:

CONN --> and

CONN --> or

CONN --> ,

SEP --> ,

SEP --> ;

INTERP --> through

INTERP --> between

INTERP --> to

PART --> part

PART --> parts

PART --> Part

PART --> Parts

SUBPART --> subpart

SUBPART --> subparts

SUBPART --> Subpart

SUBPART --> Subparts

SEC --> section

SEC --> sections

SEC --> Section

SEC --> Sections

PARA --> paragraph

PARA --> paragraphs

PARA --> Paragraph

PARA --> Paragraphs

BackRefKey --> of

BackRefKey --> in

CFR --> CFR

CFR --> cfr

Parse Tree Interpreter Grammar:

REF --> LEV0 LEV1 LEV2

REF --> LEV0 LEV3 LEV4 LEV5 LEV6 LEV7
Parse Tree Interpreter Lexicon:

PTERM --> INT

PTERM --> CFR

PTERM --> DEC

PTERM --> UL

PTERM --> BRAC_INT

PTERM --> BRAC_LL

PTERM --> BRAC_UL

PTERM --> BRAC_ROM

NPTERM --> PARA

NPTERM --> PART

NPTERM --> SUBPART

NPTERM --> SEC

NPTERM --> SecSymb

NPTERM --> txt

NPTERM --> e

SKIPNEXT --> BackRefKey

REFBREAK --> CONN

REFBREAK --> SEP

REFBREAK --> CONN'

INTERPOLATE --> INTERP
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<regElement id="40.cfr.261.4.b.1" name="Solid wastes which are not hazardous wastes”>


<regText>


The following solid wastes are not hazardous wastes:�(1)  Household waste, including household waste that has been collected, transported, stored, treated, disposed, recovered (e.g., refuse-derived fuel) or reused…


</regText>


<legalInterpretation>


This provision has been upheld, but narrowed in scope by the U.S. Supreme Court.  Household waste is generally not considered a hazardous waste.  The court narrowed this provision when it decided ash produced by incinerating household waste is regulated as a hazardous waste if it has hazardous characteristics.  Thus, if an incineration facility burns household waste, it can be considered a generator of hazardous waste.


</legalInterpretation>


</regElement>





<logicOption>


   <question>


      Is the offspecification used oil burned in an industrial boiler? 


   </question>


   <logicOpt answer = "yes">


      <logicOption>


         <question>


            Is the industrial boiler located on the site of a facility engaged in a manufacturing �            process where substances are transformed into new products? 


         </question>


         <logicOpt answer = "yes">


            <logicAns>


            (usedOil(oil1) & burnedIn(oil1, method1) & industrialBoiler(method1) & �            burnedAt(oil1, facility1) & engagedIn(facility1, process1) & manufacturingProcess(process1)).


            </logicAns>


         </logicOpt>


         <logicOpt answer = "no">


            <logicAns>


            (usedOil(oil1) & burnedIn(oil1, method1) & industrialBoiler(method1) & �            burnedAt(oil1, facility1) & engagedIn(facility1, process1) & -manufacturingProcess(process1)).


            </logicAns>


         </logicOpt>


      </logicOption>


   </logicOpt>


   <logicOpt answer = "no">


      <logicAns>


      (usedOil(oil1) & burnedIn(oil1, method1) & -industrialBoiler(method1)).


      </logicAns>


   </logicOpt>


</logicOption>








<control>


   <end target = “40.cfr.279.12” />


</control>








<control>


   <goto target = “40.cfr.279.65” />


   <switchTo target = “40.cfr.279.73” />


</control>





<logicOption>


   <question>


      Is the used oil used as a dust suppressant?


   </question>


   <logicOpt answer = "yes">


      <logicAns>


         (usedOil(oil1) AND dustSuppressant(oil1)).


      </logicAns>


   </logicOpt>


   <logicOpt answer = "no">


      <logicAns>


         (usedOil(oil1) AND (-(dustSuppressant(oil1)))).


      </logicAns>


   </logicOpt>


</logicOption>





IndustrialBoiler(unit1)





(x. ((industrialBoiler(x) ( utilityBoiler(x) ( oilFiredSpaceHeater(x)) (  boiler(x))








(x.(water(x) ( (polluted(x))


(


(x.(water(x) ( polluted(x))





<definition>


   <term>


      used oil


   </term>


   <definedAs>


      Used oil means any oil that has been refined from crude oil, or any synthetic oil,�      that has been used and as a result of such use is contaminated by physical or�      chemical impurities.


   </definedAs>


</definition>








<regElement id=“40.cfr.279.12.a” name=“Surface impoundment prohibition” >


<regText>�Used oil shall not be managed in surface impoundments or waste piles unless the units are subject to regulation under parts 264 or 265 of this chapter.�</regText>�<reference id=“40.cfr.264” />�<reference id=“40.cfr.265” />


</regElement>





<regElement id=“40.cfr.279.12.b” name=“Use as a dust suppressant”>


<regText>�Used oil shall not be managed in surface impoundments or waste piles unless the units are subject to regulation under parts 264 or 265 of this chapter.


</regText>�<concept name=“waste pile” />�<concept name=“surface impoundment” />


</regElement>








<regulation id="40.cfr.279" name="Standards For The Management Of Used Oil" type="US Federal"


   versionDate="January 24, 2003" source="http://www.access.gpo.gov/ecfr/" >


   …


   <regElement id="40.cfr.279.B" name="Subpart B">


      …


      < regElement id="40.cfr.279.12" name="Prohibitions">


         < regElement id="40.cfr.279.12.a" name="Surface Impoundment prohibition">


            <regText>


               <paragraph>


               Used oil shall not be managed in surface impoundments or waste piles…


               </paragraph>


            </regText>


         </regElement>


         <regElement id="40.cfr.279.12.b" name="Use as a dust suppressant">


         …


         </regElement>


      …


      </regElement>


      …


   </regElement>


   …


</regulation>











<logicSentence>


   all _client _oil ((generator(_client) & usedOil(_oil) &�   burnsForEnergy(_client, _oil) & -satisfied(40_cfr_279_23)) ->�   provApplies(40_cfr_279_G)).


</logicSentence>





40.cfr.279.20.b.3 states:


Generators who burn off-specification used oil for energy recovery, except under the on-site space heater provisions of §279.23, must also comply with subpart G of this part. 





<logicSentence>


   all _o  (usedOil(_o) ForwardImplies -(dustSuppressant(_o))).


</logicSentence>





<!ELEMENT regulation (regElement+)>


<!ATTLIST regulation id ID #REQUIRED


                     name CDATA #REQUIRED


                     type CDATA #REQUIRED


                     versionDate CDATA #REQUIRED


                     source CDATA #REQUIRED>


<!ELEMENT regElement (regText?, regElement*)>


<!ATTLIST regElement id ID #REQUIRED


                     name CDATA #REQUIRED>


<!ELEMENT regText (#PCDATA | paragraph | table | pre | img)*>


<!ELEMENT paragraph (#PCDATA | paragraph | table | pre | img )*>


<!ELEMENT table (td)*>


<!ELEMENT td (tr)*>


<!ELEMENT tr (#PCDATA | paragraph | table | pre | img )*>


<!ELEMENT pre (#PCDATA)>


<!ELEMENT img – O Empty>


<!ATTLIST source CDATA #REQUIRED>











!On the Topic of Regulation


	+agreement


	+amendment


	+authority


	+jurisdiction


	-penalty


	-sanction


	!Permits


		+permit


		+permittee


	!Penalties and Sanctions


		+penalty


		+sanction





N ( cars


N ( oil


V ( use


N ( use





REF --> LEV0 LEV1 LEV2


REF --> LEV0 LEV3 LEV4 LEV5 LEV6 LEV7





REF --> LEV0'


REF --> ASSUME_LEV0 LEV2' BackRefKey LEV1r'


LEV0' --> LEV0


LEV0' --> LEV0 CONN' LEV0'


LEV0 --> INT CFR LEV1a'


LEV1a' --> LEV1a CONN' LEV1a'


LEV1a' --> LEV1a


LEV1a --> LEV1p


LEV1a --> LEV1s


LEV1p --> PART INT CONL2


LEV1r' --> LEV1r CONN' LEV1a'


LEV1r --> LEV1p


LEV1s --> INT


CONN' --> CONN


CONL2 --> txt(,) LEV2'


CONL2 --> e


LEV2' --> SUBPART UL'


UL' --> UL


UL' --> UL CONN' UL'





CONN --> and


CONN --> or


CONN --> ,





PART --> part


PART --> parts


PART --> Part


PART --> Parts





SUBPART --> subpart


SUBPART --> subparts


SUBPART --> Subpart


SUBPART --> Subparts





BackRefKey --> of


BackRefKey --> in





CFR --> CFR


CFR --> cfr





PTERM --> INT


PTERM --> CFR


PTERM --> UL





NPTERM --> PART


NPTERM --> SUBPART


NPTERM --> e





SKIPNEXT --> BackRefKey





REFBREAK --> CONN


REFBREAK --> CONN'
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� The web address for this portal is http://www.govbenefits.gov.


� The web address for this portal is http://www.recreation.gov.


� The web address for this portal is http://www.firstgov.gov.


� The web address for this portal is http://www.epa.gov.


� The web address for this portal is http://www.regulations.gov.


� The web address for this portal is http://www.access.gpo.gov/ecfr/.


� The web address for this portal is http://www.export.gov.


� The web address for this portal is http://www.businesslaw.gov.


� The web address for this portal is http://www.geodata.gov.


� The web address for this portal is http://www.disasterhelp.gov.


� The web address for this portal is http://www.grants.gov.


� The Auto Dismantler & Recycler Environmental Audit Advisor is located at the web address http://www.smallbiz-enviroweb.org/auto/autointro.html.


� The Motor Vehicle (Class V) Waste Disposal Wells Advisor is located at the web address http://www.smallbiz-enviroweb.org/classv/intro.html.


� The OSHA Fire Safety Advisor is located at the web address http://www.dol.gov/elaws/fire.htm.


� The I-9 Employment Eligibility Verification Form Wizard is located at the web address http://sba.activenav.com/sba/index_main.htm.


� Per email correspondence with a researcher at CONSAD Research Corporation, which developed many of the systems described in this section.


� The web address for FindLaw is http://www.findlaw.com.


� The documents used in the document repository are on file at the Regnet project website, http://eil.stanford.edu/regnet/.


� Semio Corporation has since been acquired by Entrieva.  Information on the SemioTagger software package used in this research is available at the web address http://www.entrieva.com/.


� Due to its demonstrative nature, the document repository is not currently being audited to remove supplemental documents that have been invalidated (such as documents that have been struck down by the courts).


� MeSH, the Medical Subject Headings controlled vocabulary, is used for indexing articles, for cataloging books, and for searching MeSH-indexed databases.  The MeSH vocabulary facilitates the retrieval of information that may span different terminologies.  MeSH is managed by the National Library of Medicine, and is available on the Internet at the web address http://www.nlm.nih.gov/mesh.


� The Yahoo directory is a directory of websites developed by Yahoo! Inc.  The web address for this directory is http://dir.yahoo.com/.  A staff of editors at Yahoo categorizes web pages into the manually developed classification hierarchy, which was one of the first to popularize this approach to organizing the World Wide Web.


� The open directory project is a directory of websites maintained by a community of volunteer editors.  The web address for this directory is http://dmoz.org/.  Editors volunteer to maintain a small portion of the complete classification hierarchy.  The open directory project forms the core web directory for a number of search engines, such as Netscape Search, AOL Search, Google, and Lycos.


� The development of these classification structures is a joint effort with Mr. Charles Heenan.  The classification structures are presented here to provide a complete treatment of building the document repository.


� The EPA’s list of extremely hazardous substances was downloaded from the EPA website, http://www.epa.gov.


� The Inxight Star Tree, developed by Inxight Software, is available at the web address http://www.inxight.com/.


� The definition of the XML structure is a collaborative effort with the other members of the research team, Ms. Gloria Lau and Mr. Haoyi Wang, who work with building code regulations.


� This quotation is from an online paper entitled, “Drafting Legislation Using XML at the U.S. House of Representatives.”  This document is available at the web address http://xml.house.gov/drafting.htm, and was accessed on May 7th, 2003.


� The HTML pre element is described by the W3C on a webpage located at �http://www.w3.org/TR/REC-html40/struct/text.html#h-9.3.4


� The EPA’s website is located at http://www.epa.gov.


� The pdftotext program is available at the web address http://www.foolabs.com/xpdf/.


� The e-CFR website is maintained by the U.S. National Archives and Records Administration at the web address http://www.access.gpo.gov/ecfr/.  All regulations were downloaded in January of 2003.


� This conversion process took about 3 hours on a Pentium III Linux computer.


� JUSTIS is available at the web address http://www.justis.com.


� This is similar to the standard treatment of “empty” rules, except an assumed value is matched.


� This means splitting off unequal numbers of “(“ or “)” on a token.  For example, “(d))” is split into “(d)” and “)”.


� The MetaLex Project is located at the web address http://www.metalex.nl.


� OASIS is located at the web address http://www.oasis-open.org/.


� XML.org is located at the web address http://www.xml.org.


� This quotation is from an online paper entitled, “Drafting Legislation Using XML at the U.S. House of Representatives.”  This document is available at the web address http://xml.house.gov/drafting.htm, and was accessed on May 7th, 2003.


� Google is located at the web address http://www.google.com.


� This time limit has been set to 30 seconds after a series of experiments has shown that most proof attempts can be completed in only a few seconds by either finding a proof or exhausting reasoning possibilities without finding a proof.


� In the course of this research work we found an error in the federal used oil regulations, 40 CFR 279, which were first promulgated in 1992.  A subsection, 40 CFR 279.64 (e), is currently incorrectly titled “Secondary containment for existing aboveground tanks” instead of “Secondary containment for new aboveground tanks.”  While this is a simple subsection titling problem rather than a more serious regulation contradiction, it illustrates the difficulty of managing massive regulations and attempting to keep them flawless.


� Per email correspondence with an EPA regulatory advisor.


� Located at the web address http://www.dol.gov/elaws/, accessed on July 19, 2003.


� In presenting our research work for industry contacts, several companies expressed interest in a commercial version of the system.  This provides anecdotal evidence that even if a regulation assistance system does not have legal standing or support from the EPA, companies might still be interested in taking advantage of its functionality.
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